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Metrics, KRIs & Reporting
Measuring and communicating risk and programme performance to management and the board.

Q: What is the difference between a KPI, a KRI and a KCI?
Basic

• KPI (Key Performance Indicator): measures how well a process or programme is performing against its
goals — e.g. percentage of staff completing training on time.

• KRI (Key Risk Indicator): an early warning signal that risk exposure is increasing — e.g. number of
critical vulnerabilities older than the patching SLA.

• KCI (Key Control Indicator): measures whether a specific control is operating effectively — e.g.
percentage of leavers whose access was removed within the required time.

The same metric can sometimes serve more than one purpose; what matters is that it is linked to an
objective, risk or control and has thresholds.

Practical example: KPI: 95% of staff completed training. KRI: number of critical vulnerabilities older than 30
days. KCI: percentage of quarterly access reviews completed on time.

Why this matters: Clear metric types help leadership understand whether a number is about performance, risk
exposure or control health.

Q: Give examples of useful cyber risk metrics.
Basic

• Percentage of critical/high vulnerabilities remediated within SLA; ageing of open vulnerabilities.

• MFA coverage for remote, privileged and cloud access.

• Percentage of assets with EDR / encryption / up-to-date patches.

• Privileged accounts reviewed on schedule; orphaned accounts found.

• Phishing simulation report rate vs click rate trends.

• Mean time to detect and respond to incidents.

• Backup success rate and results of restore tests.

• Number of high-risk vendors without a current assessment.

• Open audit findings and overdue remediation actions by severity.

• Number of risks above appetite and accepted risks past their review date.

Practical example: Mean time to patch critical vulnerabilities, percentage of assets with EDR, phishing
simulation report rate, number of overdue audit findings, and the share of Tier 1 vendors assessed on time.

Why this matters: Having concrete examples ready shows practical experience, not just theory.

Q: What is the difference between a metric, a measure and a target?
Basic

• Measure: a raw value collected, such as '37 critical vulnerabilities'.

• Metric: a measure put in context so it means something, such as '37 critical vulnerabilities older than 30
days, up from 22 last month'.

• Target or threshold: the value you are aiming for or must not exceed, such as 'zero critical
vulnerabilities older than 30 days' or 'amber above 10, red above 25'.

Good reporting shows the metric, the target and the trend together.
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Practical example: 'Patch compliance 82%' means little on its own. '82% of critical patches applied within SLA,
target 95%, down from 90% because of a delayed maintenance window in two clinics' tells leadership what is
happening and why.

Why this matters: Raw numbers without context or targets cannot drive decisions. This basic distinction is where
good reporting starts.

Q: What is a GRC dashboard, and who are its audiences?
Basic

A dashboard displays key metrics visually so different audiences can see status at a glance:

• Board and executives: top risks against appetite, trends and decisions needed.

• Risk committee and CISO: KRIs, programme progress, major findings and exceptions.

• Control owners and operational teams: detailed control health, overdue actions and tasks.

Each audience needs a different level of detail. One dashboard for everyone usually serves no one well.

Practical example: The board sees one page with 5 risks and 4 KRIs. The CISO's monthly dashboard has 25
metrics. Control owners see their own overdue actions in the GRC tool, refreshed daily.

Why this matters: Matching content to the audience is the most important design choice in GRC reporting.

Q: What is mean time to detect (MTTD) and mean time to respond (MTTR)?
Basic

• MTTD: the average time between an incident starting (or the first malicious activity) and its detection.

• MTTR: the average time from detection to containment or resolution. Define which one you mean,
because 'respond' is used for both.

• Lower values mean less time for attackers to cause damage.

• Measure them consistently with clear start and end points, and look at the distribution, because one very
long incident can distort an average.

Practical example: Over a quarter, MTTD for phishing compromises is 25 minutes, but MTTD for insider data
misuse is 19 days. That difference justifies investment in user behaviour analytics.

Why this matters: These are among the most widely used operational security metrics and are often asked
about in interviews.

Q: You are asked to start measuring a GRC programme that currently has no metrics.
Where do you begin?
Basic · Scenario

1. Start from objectives and top risks. Ask what leadership needs to know.

2. Pick a small set (5–10) of metrics that can be measured reliably now, such as overdue findings, critical
patch age, MFA coverage, access review completion and vendor assessments on time.

3. Define each metric clearly with a data source and an owner.

4. Collect a baseline for a few months before setting targets.

5. Report simply and improve the set over time.

Practical example: Within 6 weeks, a new GRC lead produces a monthly report with 7 metrics. Within 6 months,
thresholds are agreed, and two of the metrics become formal KRIs linked to the risk appetite.
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Why this matters: Starting small with reliable data builds credibility. Trying to measure everything at once leads
to bad data and abandoned dashboards.

Q: What makes a good KRI?
Intermediate

• Linked to a specific risk in the register and to risk appetite.

• Leading (predictive) where possible, not only lagging.

• Measurable, consistent and ideally automated from reliable data sources.

• Has defined thresholds (e.g. green / amber / red) and an owner who acts when thresholds are breached.

• Easy to understand by its audience.

• Reviewed periodically to make sure it still reflects the risk.

Practical example: 'Privileged accounts without MFA' is a good KRI: it is linked to a top risk (account takeover),
measurable daily, has thresholds (green 0, amber 1–3, red >3) and has a clear owner who can act.

Why this matters: Good KRIs give leadership time to act before a risk becomes an incident.

Q: Leading vs lagging indicators — what's the difference?
Intermediate

• Lagging indicators measure outcomes that have already happened — e.g. number of incidents, breaches
or audit findings last quarter.

• Leading indicators predict future risk — e.g. rising patching backlog, falling training completion, increasing
number of policy exceptions.

A good dashboard combines both: lagging shows results, leading lets you intervene early.

Practical example: Leading: percentage of critical systems with tested backups (predicts recovery ability).
Lagging: number of hours of unplanned downtime last quarter (tells you what already happened).

Why this matters: Boards want to know 'are we getting safer?' — leading indicators help answer that before
something goes wrong.

Q: What is a capability maturity model and how is it used in GRC?
Intermediate

A maturity model rates how developed a capability is on a scale, often from initial/ad hoc to optimised.
Examples include CMMI-style 0–5 scales, the NIST CSF Tiers (as an indicator of rigour) and C2M2
(Cybersecurity Capability Maturity Model) for energy and other sectors.

Used to:

• Baseline current state and set a target state.

• Prioritise improvements and build a roadmap.

• Communicate progress to leadership over time.

Ratings should be evidence-based and calibrated to avoid optimism bias.

Practical example: Using a 0–5 scale against CSF 2.0 categories, a company scores itself at 2 (repeatable) for
incident response and targets 3 (defined) in 12 months, with specific steps to get there.

Why this matters: Maturity assessments turn 'we need more security' into a structured, measurable
improvement plan.
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Q: What are common mistakes in GRC reporting?
Intermediate

• Too much technical detail, too little business context.

• Vanity metrics (e.g. 'number of attacks blocked') that do not drive decisions.

• No thresholds or targets, so nobody knows whether a number is good or bad.

• Inconsistent definitions between periods, making trends meaningless.

• Manual, error-prone data collection.

• Reporting status without clear asks or decisions for the audience.

Practical example: Reporting '1.2 million blocked attacks' to the board is a vanity metric. Reporting 'two critical
systems still lack tested backups, which puts our ransomware recovery target at risk' drives a decision.

Why this matters: Avoiding these mistakes is what makes leadership trust and use GRC reporting.

Q: How do you set thresholds (green/amber/red) for KRIs?
Intermediate

• Start from risk appetite and tolerance: red should mean 'outside appetite, escalation needed'.

• Use historical data to understand normal ranges, then set amber as an early warning before red.

• Agree thresholds with risk owners and the risk committee, and document them.

• Define the action at each level: amber means the owner investigates, red means escalation to the
committee with a plan.

• Review thresholds annually or when the environment changes.

Practical example: KRI: critical vulnerabilities on internet-facing systems open past the 14-day patch SLA.
Green 0, amber 1–2 (system owner patches or isolates within 3 days), red 3+ (CISO informed, item reported to
the risk committee).

Why this matters: Thresholds turn metrics into triggers for action. Without them, a dashboard is just a collection
of numbers.

Q: How do you measure the effectiveness of security awareness training?
Intermediate

• Go beyond completion rates, which show activity but not effect.

• Behaviour metrics: phishing simulation click rate and, more importantly, report rate and time to report.

• Real-world outcomes: real phishing reported by staff, incidents caused by human error, policy
violations.

• Targeted measurement: high-risk groups (finance, executives, administrators) separately.

• Knowledge checks and surveys, used carefully.

Practical example: Completion is 98%, but the report rate for simulated phishing is only 12%. After adding a
one-click report button and short monthly tips, the report rate rises to 50% in 6 months, and real phishing is
reported faster.

Why this matters: Awareness programmes are often judged on completion, which says little about risk.
Behaviour-based metrics show whether training works.

Q: What is a balanced scorecard for a security programme?
Intermediate

A balanced scorecard groups metrics into a few perspectives so reporting is not dominated by technical
numbers:
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• Risk: top risks and KRIs against appetite.

• Compliance: audit findings, certification status, regulatory obligations.

• Operations: control health, incident metrics, vulnerability management.

• Programme delivery: roadmap progress, budget, resourcing.

• People and culture: awareness behaviour, staff turnover in the security team, training.

Pick 3–5 metrics per perspective at most.

Practical example: The quarterly scorecard shows good operational metrics but slow programme delivery (two
of five roadmap items late because of hiring). The board approves contractor budget to recover.

Why this matters: A balanced view prevents the board from seeing only what is easy to measure, and shows the
programme's health as a whole.

Q: How do you report audit findings and remediation status to management?
Intermediate

• Summarise open findings by rating, owner and age, with trends.

• Highlight overdue items and repeat findings, which signal governance problems.

• Show the root-cause themes behind the findings (for example identity management) rather than a long
list.

• Show progress against agreed dates, and any requests for extensions with reasons.

• Ask for specific decisions or support where needed.

Practical example: Of 32 open findings, 9 are overdue. Six of those relate to the same identity-management
gap. The report asks the executive committee to approve a single IAM project rather than chasing six separate
owners.

Why this matters: Management attention is limited. Grouping and prioritising findings gets the right ones fixed
first.

Q: Your CISO wants a one-page monthly report for the executive committee. What do
you include?
Intermediate · Scenario

• A headline: overall position against appetite in one or two sentences.

• Top 5 risks with a rating, trend arrow and one line on what is being done.

• 3–5 KRIs with thresholds, highlighting any amber or red.

• Significant events: incidents, audit results, regulatory changes.

• Roadmap status: on track, at risk, late.

• Decisions or support needed from the committee.

Use plain language and avoid technical jargon.

Practical example: The first report fits on one page. The committee spends 10 minutes on it and approves one
decision: enforcing MFA for all vendor accounts, including those that previously had exceptions.

Why this matters: Executives give your report a few minutes. A tight structure gets the important messages and
decisions through.

Q: A KRI turns red for the third month in a row, but nothing changes. What do you do?
Intermediate · Scenario

• Check that the KRI is still valid. Is the threshold realistic and the data accurate?

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 7Personal learning project · views are my own

• If it is valid, the problem is governance: the escalation is not leading to action.

• Present it to the risk committee with the consequence in business terms, the cause, and options with
costs.

• Ask the committee for a decision: fund a fix, change the appetite consciously, or formally accept the
risk.

• Record the decision. Continued red without a decision is unmanaged risk.

Practical example: 'Critical vulnerabilities older than 30 days' has been red for 3 months because a legacy
system cannot be patched. The committee approves isolating it and replacing it next year, and the KRI is
re-baselined with a documented exception.

Why this matters: Metrics only matter if they trigger action. Persistent red KRIs with no response are a sign of
weak governance that auditors and regulators will notice.

Q: Two departments report different numbers for the same metric. How do you fix it?
Intermediate · Scenario

• Find the cause: different data sources, definitions, timing or scope.

• Agree one metric definition: what is counted, from which source, when, and how it is calculated.

• Assign a metric owner responsible for its accuracy.

• Document it in a metric catalogue and automate collection where possible.

• Reconcile historic numbers so trends are not broken, or mark the change clearly.

Practical example: IT reported 1,200 endpoints, security reported 1,450. Security's count included BYOD
phones enrolled in MDM. The catalogue now defines 'managed endpoints' and 'enrolled mobile devices'
separately.

Why this matters: Conflicting numbers destroy confidence in all reporting. A metric catalogue with owners
prevents it.

Q: Leadership wants to set a target of 'zero incidents'. How do you respond?
Intermediate · Scenario

• Explain that zero incidents is unrealistic and can be harmful: it encourages under-reporting and hiding
events.

• Suggest better targets: faster detection and containment, no high-severity incidents caused by known
unpatched vulnerabilities, and 100% of incidents reported within the policy timeframe.

• Encourage reporting: a rise in reported minor incidents can be a sign of better visibility and culture.

• Keep severity in view: what matters is limiting the impact.

Practical example: The executive team agrees to targets of MTTD under 1 hour for critical alerts and no repeat
incidents from the same root cause. Reported phishing attempts double in the next quarter, which is presented as
a positive sign.

Why this matters: Targets shape behaviour. Choosing the wrong one can make a security culture worse.

Q: How do you report cyber risk to the board?
Advanced

• Speak in business terms: impact on strategy, revenue, operations, patients/customers, regulation and
reputation — not tool names.

• Focus on top risks versus appetite, trend direction and what decisions or support you need.

• Keep it concise: a one-page summary with drill-down appendices.
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• Show progress against the roadmap and investment outcomes.

• Include significant incidents, regulatory changes and audit results briefly.

• Use quantification where possible (e.g. loss ranges) and consistent visuals over time.

• Be honest about gaps — credibility matters more than a green dashboard.

Practical example: A one-page board report: top 5 risks against appetite with trend arrows, 3 KRIs breaching
tolerance with actions, progress on the funded roadmap, and one clear ask, such as approval to fund network
segmentation.

Why this matters: Board communication is a core senior GRC skill; it determines whether security gets attention
and funding.

Q: How do you use cyber risk quantification in board reporting?
Advanced

• Pick a few top risk scenarios and estimate loss ranges and frequency (for example, with FAIR).

• Show annualised loss exposure and a loss exceedance curve or a simple range ('there is a 10% chance
of losing more than X in a year').

• Compare risk with appetite stated in financial terms, and show how proposed investments change the
exposure.

• Explain the assumptions and uncertainty clearly. Ranges are honest; precise single numbers are not.

• Start small and build credibility, combining quantified and qualitative views.

Practical example: The board sees that the ransomware scenario has a 10% chance of causing a loss above a
certain amount in a year, and that the proposed segmentation project roughly halves that. It approves the project
and asks for the same analysis for third-party risk.

Why this matters: Boards make financial decisions every day. Quantified risk, used carefully, puts cyber on the
same footing as other business risks.

Q: How do you avoid 'watermelon' metrics (green outside, red inside)?
Advanced

• Watermelon metrics look green at summary level but hide real problems underneath.

• Causes: averaging across areas, measuring activity rather than outcome, gaming targets, or excluding
hard-to-measure assets.

• Fixes: measure coverage (what percentage of assets is included in the metric), show worst performers,
not just averages, and combine automated data with independent testing.

• Regularly ask 'what would make this metric misleading?' and validate it against incidents and audit
results.

Practical example: Patch compliance showed 96%, but only covered servers in the CMDB. Adding coverage
revealed 120 unmanaged servers. Real compliance across all servers was 78%.

Why this matters: Misleading metrics are worse than no metrics, because they create false confidence and
cause surprise failures.

Q: The board asks for a comparison with peers ('Are we better than other hospitals?').
How do you answer?
Advanced · Scenario

• Be careful: industry benchmarks are often based on different definitions, self-reported surveys or small
samples.
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• Use credible sources where available (industry ISACs, maturity benchmarks from assessments, insurer
feedback) and say what they can and cannot show.

• Focus on your own risk against appetite and your trend, which matter more than peer averages.

• If useful, compare maturity using a common framework (for example, CSF profiles) with peers through an
independent assessor.

• Avoid claiming 'we are better than others'. Attackers do not grade on a curve.

Practical example: The CISO shares that an independent assessment placed the organisation in the middle of a
peer group on CSF maturity, explains where it is above and below, and connects the below-average areas to the
funded roadmap.

Why this matters: Boards like comparisons, but a misleading benchmark can create false comfort. Honest
framing keeps the focus on your own risk.

Q: You must justify a security budget increase using metrics. What do you present?
Advanced · Scenario

• The risk story: top scenarios, current exposure and trend.

• Evidence of gaps from metrics and testing: for example, recovery test results, coverage gaps or
overdue findings.

• For each request: the cost, the expected risk reduction (quantified where possible) and the metrics that
will show success.

• What happens if not funded: residual risk, regulatory or contractual consequences.

• Results from previous investments, to build credibility.

Practical example: The request shows that EDR coverage rose from 70% to 98% after last year's investment
and incidents contained within an hour doubled. This year's request for backup immutability is supported by a
failed restore test of two critical systems.

Why this matters: Budgets follow evidence. Linking spending to measurable risk reduction is how GRC wins
resources.
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