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About this guide
This guide collects common Governance, Risk and Compliance (GRC) interview and study questions,
grouped by topic and ordered from Basic to Advanced. Each has a plain-language answer, a practical
real-world example and a short note on why it matters. Scenario-based questions ('what would you do if...')
are marked Scenario.

Why it exists: GRC knowledge is spread across many standards, laws and frameworks. Having the core
ideas explained simply, in one place, makes it faster to prepare for interviews, refresh knowledge before an
audit, or explain concepts to colleagues.

Why GRC matters: GRC is how an organisation makes sure it is directed responsibly, understands the risks
to its objectives and can prove it meets its obligations to regulators, customers and patients. Done well, it
turns security and compliance from a cost into a business enabler.
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Study material written in plain language. Framework and regulatory details change; always confirm against the official,
current publication before relying on them.
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GRC Fundamentals
What GRC is, how the pieces fit together and the core vocabulary every GRC professional uses.

Q1. What is GRC and why do organisations need it?
Basic

GRC stands for Governance, Risk and Compliance. It is an integrated way of making sure an organisation is
directed properly, understands the risks to its objectives and meets its legal, regulatory and contractual
obligations.

• Governance: who decides, how decisions are made, and how leadership sets direction and holds people
accountable.

• Risk management: identifying, assessing, treating and monitoring things that could stop the organisation
achieving its objectives.

• Compliance: demonstrating that the organisation follows the laws, regulations, standards, contracts and
internal policies that apply to it.

Doing the three together avoids duplicated effort (one control can satisfy many requirements), gives
leadership one view of risk, and makes security and compliance part of normal business decisions rather
than a last-minute exercise.

Practical example: A hospital group runs separate ISO 27001, HIPAA and payment-card projects with three
teams collecting the same access-review evidence. Moving to one GRC programme with a shared control set and
a single risk register cuts the evidence requests by about two-thirds and gives the board one cyber risk report
instead of three.

Why this matters: Interviewers use this to check you see GRC as a business enabler, not a paperwork function.
A joined-up GRC programme reduces cost, audit fatigue and surprises.

Q2. What is the difference between a threat, a vulnerability and a risk?
Basic

• Threat: something that could cause harm — e.g. a ransomware group, an insider, a flood.

• Vulnerability: a weakness that a threat could exploit — e.g. an unpatched server, weak passwords, no
offsite backup.

• Risk: the combination of the likelihood that a threat exploits a vulnerability and the impact if it does — e.g.
'Ransomware encrypts the unpatched billing server, stopping invoicing for several days.'

A useful way to write a risk statement is: cause (threat + vulnerability) → event → consequence (impact on
objectives).

Practical example: Threat: a ransomware gang. Vulnerability: an internet-facing VPN appliance missing a critical
patch. Risk: the chance that the gang exploits the VPN and encrypts the patient scheduling system, and the
impact on clinics if it does.

Why this matters: Clear risk statements are the foundation of a useful risk register. Vague entries like 'cyber risk'
cannot be owned, measured or treated.

Q3. What is the CIA triad?
Basic

The CIA triad is the core model for information security objectives:

• Confidentiality: only authorised people can access information (encryption, access control).

• Integrity: information is accurate and has not been altered without authorisation (hashing, change
control, segregation of duties).
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• Availability: information and systems are accessible when needed (redundancy, backups, DR).

Many organisations also consider authenticity, non-repudiation and, for data protection, privacy.

Practical example: Patient records: confidentiality is breached if a receptionist views a celebrity's file; integrity is
breached if a medication dose is altered; availability is breached if the EHR is down during a night shift.

Why this matters: Impact assessments, data classification and control selection all come back to which of these
properties matters most for a given asset.

Q4. What is a control, and what types of controls are there?
Basic

A control is any measure that modifies risk — a policy, process, device, practice or other action.

By function:

• Preventive: stop an event happening (MFA, firewalls, segregation of duties).

• Detective: identify an event that has happened (SIEM alerts, log reviews, reconciliations).

• Corrective: limit damage and restore (backups, incident response, patching after an event).

• Others often mentioned: deterrent, compensating and directive controls.

By nature:

• Administrative / managerial (policies, training), technical / logical (encryption, access control) and physical
(locks, CCTV).

Practical example: For laptop theft: full-disk encryption (preventive, technical), asset register reconciliation
(detective, administrative), remote wipe (corrective, technical) and a locked storage cabinet (preventive, physical).

Why this matters: A balanced control set uses several types together (defence in depth). Auditors and
assessors will ask how each risk is prevented, detected and corrected.

Q5. What does 'defence in depth' mean?
Basic

Defence in depth means layering several independent controls so that if one fails, others still protect the
asset.

• Example layers: security awareness → email filtering → endpoint protection → least privilege → network
segmentation → monitoring → backups.

It avoids relying on a single point of failure and combines preventive, detective and corrective controls.

Practical example: A phishing email gets past the mail filter (layer 1), but the user's MFA blocks the stolen
password (layer 2), EDR flags the payload (layer 3) and network segmentation stops lateral movement (layer 4).

Why this matters: Breaches usually happen when several controls fail together. Layering controls makes that
much less likely.

Q6. What is an information asset, and why does GRC start with an asset inventory?
Basic

An information asset is anything that has value to the organisation and handles information: data sets,
applications, servers, cloud services, laptops, people with key knowledge and even paper records.

• You cannot protect, risk-assess or audit what you do not know exists.

• The inventory records the owner, classification, location, business process supported and criticality of
each asset.

• It feeds the risk assessment, BIA, access reviews, vulnerability scanning scope and incident response.
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ISO 27001:2022 control 5.9 (Inventory of information and other associated assets) and NIST CSF 2.0 ID.AM
both expect it.

Practical example: A discovery scan finds 40 cloud VMs that are not in the CMDB, including a staging database
with a copy of live patient data. Adding them to the inventory with owners brings them into patching, backup and
access-review scope.

Why this matters: Most audit findings and breaches trace back to an unknown or unowned asset, such as a
forgotten test server or an unmanaged SaaS app. The inventory is the foundation every other control builds on.

Q7. What is data classification, and what levels are commonly used?
Basic

Data classification labels information by how sensitive it is so that people apply the right level of protection.

• A common four-level scheme: Public, Internal, Confidential and Restricted (or Highly Confidential).

• Each level has handling rules for storage, sharing, encryption, printing, retention and disposal.

• The data owner decides the level; users apply labels; tools (DLP, sensitivity labels) enforce them.

• Keep it simple. If staff need a flowchart to choose a label, the scheme is too complex.

Practical example: Marketing brochures are Public, the internal org chart is Internal, customer contracts are
Confidential and patient lab results are Restricted, so they must be encrypted, never emailed externally without
approval, and kept in the approved EHR only.

Why this matters: Without classification, everything is protected the same way. That means too much cost for
public data and too little protection for patient records or card data.

Q8. What is the principle of least privilege, and how is it different from need-to-know?
Basic

Least privilege means giving users, services and systems only the minimum access rights they need to do
their job, and only for as long as they need them.

Need-to-know is narrower: even if someone has a clearance or a role, they only see specific information
when their task requires it.

• Least privilege is about permissions (what you can do).

• Need-to-know is about information (what you can see).

• Both reduce the damage an attacker or careless insider can do with one compromised account.

Practical example: A billing clerk needs to read invoices but not change the payment bank details. Removing
their edit right on vendor master data (least privilege) closes a common payment-fraud path. A nurse can access
the EHR but only sees records of patients on her ward (need-to-know).

Why this matters: Excessive access is one of the most frequent audit findings and one of the main ways
attackers move through a network after the first compromise.

Q9. What is segregation of duties (SoD) and why does it matter?
Basic

Segregation of duties splits a sensitive task so that no single person can complete it end to end and hide an
error or fraud.

• Classic split: request, approve, execute and reconcile should sit with different people.

• In IT: the developer who writes code should not be the one who approves and deploys it to production.

• Where staff numbers are too small for full SoD, use compensating controls: management review of logs,
rotation, or automated alerts.
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SoD conflicts are usually managed with a conflict matrix in the ERP or IAM tool.

Practical example: In a small clinic the same IT admin creates user accounts and reviews the access list. As a
compensating control, the practice manager reviews a monthly system-generated report of new accounts and
signs it off.

Why this matters: SoD is a key fraud-prevention control that external and SOX-style auditors test first. A single
person with end-to-end power is both a fraud risk and an error risk.

Q10. What is the difference between authentication, authorisation and accounting
(AAA)?
Basic

• Authentication: proving who you are, such as a password plus a one-time code, a smart card or a
passkey.

• Authorisation: deciding what you are allowed to do once authenticated (roles, permissions, policies).

• Accounting (or auditing): recording what you actually did, such as logins, data accessed and changes
made, so actions can be traced back to a person.

Together they give you identity assurance, controlled access and accountability. Weakness in any one of
them creates gaps auditors will find.

Practical example: A doctor logs in with SSO and MFA (authentication). The EHR role lets her prescribe but not
change billing (authorisation). Every record she opens is logged, so a privacy officer can investigate a complaint
later (accounting).

Why this matters: AAA is the vocabulary of every access-control conversation and maps directly to ISO 27001
controls 5.15–5.18, 8.5 and 8.15.

Q11. A colleague in finance receives an urgent email from the 'CEO' asking for a
same-day bank transfer to a new supplier. Which GRC concepts and controls apply?
Basic · Scenario

This is business email compromise (BEC), a social-engineering threat that exploits urgency and authority.

• Preventive controls: a payment policy requiring call-back verification on a known number for new or
changed bank details, dual approval for payments above a threshold, and email authentication (SPF,
DKIM, DMARC).

• Detective controls: banner warnings on external email, monitoring for look-alike domains, finance
reconciliation.

• People controls: targeted awareness for finance and executive assistants.

• Response: if money has moved, contact the bank immediately to attempt a recall, and treat it as a
security incident.

It shows why technical, administrative and people controls must work together (defence in depth).

Practical example: The finance officer follows the call-back rule, phones the CEO's known mobile number and
finds the request is fake. The incident is reported, the look-alike domain is blocked and the case becomes a short
awareness story for all staff.

Why this matters: BEC losses are often larger than ransomware losses for many organisations, and they are
prevented mostly by simple process controls rather than expensive technology.
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Q12. What is the difference between a policy, standard, procedure and guideline?
Intermediate

• Policy: high-level statement of management intent and direction (what and why). Approved by senior
management, changes rarely. Mandatory.

• Standard: specific mandatory requirements that support a policy — e.g. 'passwords must be at least N
characters; MFA required for remote access'.

• Procedure: step-by-step instructions for performing a task (how) — e.g. the user access provisioning
procedure.

• Guideline: recommended practice or advice. Not mandatory, gives flexibility.

Together they form a document hierarchy: policies set direction, standards make it measurable, procedures
make it repeatable.

Practical example: Policy: 'All remote access must use MFA.' Standard: 'MFA must use an authenticator app or
FIDO2 key; SMS is not allowed.' Procedure: the service-desk steps to enrol a user. Guideline: tips on choosing a
hardware key.

Why this matters: Auditors test against this hierarchy. A policy without standards and procedures is hard to
implement consistently and hard to evidence.

Q13. Explain the Three Lines Model.
Intermediate

The Three Lines Model (updated by the Institute of Internal Auditors in 2020, previously 'Three Lines of
Defence') describes roles in governance and risk management:

• Governing body: accountable to stakeholders for oversight.

• First line: operational management that owns and manages risk day to day (e.g. IT operations, business
units).

• Second line: specialist functions that provide expertise, frameworks, monitoring and challenge — e.g.
risk management, compliance, information security GRC.

• Third line: internal audit, providing independent and objective assurance to the governing body.

External auditors and regulators sit outside the model as additional assurance providers.

Practical example: First line: the IT operations team that runs access reviews. Second line: the GRC/risk team
that sets the access standard and checks the reviews happen. Third line: internal audit, which independently tests
the whole thing and reports to the audit committee.

Why this matters: Most GRC analyst roles sit in the second line. Knowing where you sit explains why you advise
and challenge rather than own operational controls.

Q14. What is the difference between inherent risk and residual risk?
Intermediate

• Inherent risk: the level of risk before taking existing controls into account (or assuming no controls).

• Residual risk: the level of risk that remains after controls are applied.

• Some organisations also track target risk: the level they aim to reach after planned treatments.

Example: storing patient data on internet-facing systems has a high inherent risk. With MFA, encryption,
monitoring and patching in place, the residual risk may be medium. If that is still above appetite, more
treatment is planned.

Practical example: An unpatched public web server might be rated High inherently. After adding a WAF, weekly
patching and monitoring, the residual risk is rated Medium, and the owner formally accepts that residual level.
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Why this matters: Comparing inherent and residual risk shows how much value your controls deliver and where
to focus control testing.

Q15. What is the difference between a framework, a standard, a regulation and a
contract requirement?
Intermediate

• Framework: a structured set of good practices you can adopt and adapt, such as NIST CSF, COBIT or
the NIST AI RMF. Usually voluntary.

• Standard: a formal, published specification you can be audited or certified against, such as ISO/IEC
27001 or PCI DSS.

• Regulation or law: mandatory rules made by a government or regulator, such as GDPR, HIPAA, the
UAE PDPL or India's DPDP Act. Breaking them brings penalties.

• Contract requirement: obligations you agreed to with a customer or partner, such as 'maintain SOC 2
Type II' or 'notify us of breaches within 24 hours'.

A good obligations register lists all four, because contracts are often stricter than the law.

Practical example: A UAE health-tech company follows NIST CSF voluntarily, certifies to ISO 27001, must obey
the ICT Health Law and DoH requirements, and has a hospital contract demanding 24-hour breach notice, which
is tighter than any law it falls under.

Why this matters: Knowing the source of each requirement tells you how much flexibility you have and what the
consequence of failure is: certification loss, a fine or a breach of contract.

Q16. What is an obligations register (compliance universe) and how do you build
one?
Intermediate

An obligations register is a single list of every legal, regulatory, contractual and voluntary requirement that
applies to the organisation, with an owner and the controls that meet it.

1. Identify sources: laws in each country of operation, sector regulators, standards you certify to, key
customer contracts and internal policies.

2. Break each source into specific, testable obligations.

3. Assign an owner and map each obligation to controls in your control library.

4. Record evidence, testing frequency and status.

5. Set up horizon scanning so new or changed obligations are added (regulatory change management).

Practical example: When expanding into Dubai, a company adds the UAE PDPL, the ICT Health Law, the
relevant DHA requirements and two hospital contracts to its register, then maps them to existing ISO 27001
controls and finds 6 new obligations, mostly data localisation and local notification.

Why this matters: Regulators and auditors increasingly ask 'how do you know what applies to you?'. The
register is the answer, and it stops obligations being missed when people leave.

Q17. What is security by design and privacy by design, and how does GRC support
them?
Intermediate

Security and privacy by design mean building protections into systems, products and processes from the
start, rather than bolting them on after go-live.

• GRC embeds checkpoints into the project lifecycle: a security and privacy screening at idea stage, a
risk assessment or DPIA at design, security testing before release.
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• Requirements come from the obligations register and the data classification.

• Defaults should be the most protective setting (privacy by default, GDPR Article 25).

ISO 27001:2022 controls 5.8 (information security in project management) and 8.25–8.29 (secure
development) support this.

Practical example: A product team plans a patient app that uploads location data. An early privacy screening
triggers a DPIA, and the design changes to collect location only when the user requests a nearby-clinic search,
with data deleted after 24 hours.

Why this matters: Fixing a design flaw after launch can cost many times more than addressing it at design
stage, and regulators expect proof that privacy was considered up front.

Q18. What is the difference between a control objective, a control activity and a
control test?
Intermediate

• Control objective: what you want to achieve. Example: 'Only authorised users have access to
production systems.'

• Control activity: the specific action that achieves it. Example: 'The application owner reviews all
production access quarterly and removes access that is no longer needed.'

• Control test: how you check it works. Example: 'Select 2 of 4 quarterly reviews, confirm they were
completed on time, and reperform removal for 10 flagged users.'

Writing controls at this level of precision is what makes them auditable.

Practical example: An auditor rejects the control 'backups are performed'. It is rewritten as 'Daily automated
backups of the EHR database are monitored; failures generate a ticket resolved within 24 hours; a restore test is
performed quarterly', which can be tested.

Why this matters: Vague controls ('access is managed appropriately') cannot be tested, so they lead to findings.
Precise wording saves time for owners and auditors alike.

Q19. You discover a team using an unapproved cloud file-sharing app (shadow IT)
with customer data. What do you do?
Intermediate · Scenario

1. Assess the immediate risk: what data, how much, who has access, are links shared publicly?

2. Contain sensibly: restrict public links and stop new uploads of sensitive data, without shutting down the
team's work overnight.

3. Understand why they used it. Usually the approved tool is missing a feature or is too slow.

4. Decide: bring the app under governance (vendor assessment, SSO, contract) or migrate the data to an
approved tool.

5. Fix the root cause: a quick request process for new tools, plus CASB or SaaS discovery to spot it
earlier.

Treat it as a learning moment, not a punishment, unless policy was knowingly broken.

Practical example: A sales team shares proposals through a free file-sharing account because the approved tool
blocks large files. GRC removes public links, the IT team raises the size limit in the approved tool, and the data is
migrated within two weeks. A SaaS discovery tool is added to catch the next case early.

Why this matters: Shadow IT is a symptom of unmet business needs. A response that only punishes drives it
further underground.
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Q20. A manager asks you to mark a control as 'effective' because the audit is next
week, although you know it is not working. What do you do?
Intermediate · Scenario

• Decline politely and clearly. Misstating control status is a matter of integrity and can expose you and the
organisation to serious consequences.

• Explain the risk: auditors usually find it anyway, and a concealed failure turns a minor finding into a
credibility problem.

• Offer a constructive path: record the control as 'not effective' or 'partially effective', document the
remediation plan with dates, and show any compensating control.

• If pressure continues, escalate through the proper channel (CISO, compliance head, ethics line).

ISACA's Code of Professional Ethics and most certification bodies expect exactly this behaviour.

Practical example: The quarterly access review for a finance system was skipped. You record it as a deficiency,
complete a catch-up review before the audit, and show the auditor both the gap and the fix. The auditor raises
only a minor observation instead of a finding about concealment.

Why this matters: Your value as a GRC professional depends on people trusting your reports. Being honest
about a gap with a plan is always better than hiding it.

Q21. You are asked to classify a new data set that mixes patient names, appointment
dates and anonymous survey scores. How do you decide the level?
Intermediate · Scenario

• Classify by the most sensitive element. Patient names linked to appointment information are
health-related personal data, so the whole set takes the highest relevant level (for example, Restricted).

• Check whether the sensitive fields are really needed. If analysts only need the survey scores, provide a
de-identified extract instead.

• Confirm with the data owner, who makes the final decision.

• Apply the handling rules: approved storage, access only for named roles, encryption, retention limits.

• Note that 'anonymous' survey data can become identifiable once it is combined with names and dates.

Practical example: Analysts originally asked for the full extract. After the review they receive only survey scores
with clinic and month. That is classified Internal, while the full data set stays Restricted in the EHR reporting zone.

Why this matters: Aggregated data sets are often under-classified because each field looks harmless on its own.
The combination is what creates the risk.

Q22. What is zero trust, and how would you explain its impact on GRC controls?
Advanced

Zero trust is a security model that assumes no user, device or network is trusted by default. Every access
request is verified explicitly, using identity, device health and context, and access is limited and continuously
re-evaluated.

• Core ideas (NIST SP 800-207): verify explicitly, use least-privilege access, assume breach.

• It shifts controls from the network perimeter (VPN, firewall zones) to identity, device and data.

• GRC impact: control descriptions, risk assessments and audit tests change. For example, 'is the device
compliant before access?' replaces 'is the user on the corporate network?'.

• It is a journey, not a product. Maturity models such as CISA's Zero Trust Maturity Model help plan and
measure progress.
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Practical example: A hospital retires its flat VPN. Clinicians now reach the EHR through an identity-aware proxy
that checks MFA, device encryption and EDR status on every session. The access-control policy and the SoA
justifications are updated to describe the new controls.

Why this matters: Many organisations claim 'zero trust' without changing their controls. GRC professionals need
to test whether the principles are actually implemented and reflected in policy.

Q23. What is the difference between enterprise risk management (ERM) and IT/cyber
risk management, and how should they connect?
Advanced

• ERM covers all risks to business objectives: strategic, financial, operational, legal, reputational. It is
usually owned by a CRO or risk committee and uses frameworks such as COSO ERM or ISO 31000.

• Cyber risk management covers risks from information and technology, using frameworks such as ISO
27005, NIST SP 800-30 or FAIR.

• They should connect through a common risk taxonomy, shared impact scales and escalation rules, so top
cyber risks appear in the enterprise register in business language.

• Avoid two disconnected registers with different scoring. The board then cannot compare a cyber risk with
a market or credit risk.

Practical example: A cyber risk 'ransomware disrupts clinical systems' is linked in the ERM register to the
enterprise risk 'inability to deliver patient care', using the same 5-point impact scale for patient safety, finance and
reputation.

Why this matters: Boards decide on enterprise risk, so cyber risk only gets proper attention and funding when it
is expressed in the same terms as other business risks.

Q24. A new CEO says 'compliance is just paperwork, cut the GRC budget by half'.
How do you respond?
Advanced · Scenario

• Do not argue in compliance jargon. Translate GRC into what the CEO cares about: revenue, licence to
operate, customer trust and avoiding surprises.

• Show the value: deals won because of ISO 27001 or SOC 2, regulatory exposure avoided, audit findings
closed, and the cost of questionnaires handled faster.

• Show the efficiencies already made, and offer more: automating evidence, rationalising duplicate
frameworks into one control set, retiring low-value activities.

• Present options with consequences: 'With 50% we can keep ISO 27001 and HIPAA but must drop
SOC 2, which three enterprise customers require.'

• Let leadership make an informed decision, and record it as a risk acceptance if they reduce coverage.

Practical example: You show the CEO that 4 of the last 6 enterprise contracts required SOC 2 evidence, worth a
large share of new revenue, and propose saving 20% through a GRC tool that automates evidence, rather than
cutting the certification that wins deals.

Why this matters: GRC teams survive budget pressure by proving business value and offering choices, not by
defending activity for its own sake.
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Governance & Policy
How security and risk are directed, overseen and documented — boards, committees, policies and
accountability.

Q1. What is IT / information security governance?
Basic

Information security governance is the system by which an organisation's security activities are directed and
controlled. It makes sure security supports business objectives, risks are managed to an acceptable level
and resources are used responsibly.

Typical elements:

• Clear roles and accountability (board, executive sponsor, CISO, risk owners).

• Approved strategy, policies and risk appetite.

• Committees and reporting lines (e.g. a security or risk steering committee).

• Performance measurement and independent assurance.

Frameworks such as COBIT 2019, ISO/IEC 27014 and the Govern function of NIST CSF 2.0 describe
governance practices.

Practical example: A CISO presents a quarterly cyber dashboard to the executive committee, which approves
the security strategy and budget and decides which top risks to fund. That decision-making and oversight loop is
security governance.

Why this matters: Without governance, security becomes a collection of tools with no clear priorities or
ownership. Governance turns it into a managed business function.

Q2. What is the role of the board in cyber risk?
Basic

The board does not manage security day to day, but it is accountable for oversight. Its role includes:

• Setting or approving risk appetite and strategic priorities.

• Making sure there are adequate resources and clear accountability (e.g. a CISO with access to
leadership).

• Receiving regular, business-focused reporting on top risks, incidents and programme progress.

• Challenging management and seeking independent assurance (internal audit, external assessments).

• Understanding regulatory obligations and the organisation's crisis response.

Practical example: A board approves the cyber risk appetite statement, asks the CISO why critical-patch SLAs
slipped last quarter, and requests a tabletop exercise for directors. That is oversight, not hands-on management.

Why this matters: Regulators globally increasingly expect boards to demonstrate cyber oversight. GRC teams
prepare the reporting that makes this possible.

Q3. Why is security awareness training a governance topic and not just an HR one?
Basic

People are both a major source of risk (phishing, mistakes, misuse) and a key control. Governance makes
sure:

• Training is mandatory and role-based (e.g. developers, finance, privileged admins).

• Completion and effectiveness are measured (completion rates, phishing simulation trends).

• Policies are acknowledged and consequences for non-compliance are clear.
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Most frameworks (ISO 27001, NIST, HIPAA, PCI DSS, SOC 2) include awareness and training
requirements.

Practical example: After phishing simulations show a 15% click rate in finance, the executive committee makes
awareness completion a manager KPI and links it to performance reviews. The training becomes accountable at
leadership level rather than an HR tick-box.

Why this matters: Training is one of the most cost-effective controls, and it is a near-universal compliance
requirement.

Q4. What is an information security policy framework (policy hierarchy)?
Basic

A policy framework is the structured set of documents that direct security, from high-level intent down to daily
steps:

• Top level: an information security policy approved by leadership, stating objectives, scope and
commitment (ISO 27001 clause 5.2).

• Topic-specific policies: access control, acceptable use, cryptography, supplier security, incident
management, and so on (ISO 27001:2022 control 5.1).

• Standards, procedures and guidelines underneath them.

• Supporting elements: document control (owner, version, review date, approval), a policy library and
acknowledgement tracking.

Practical example: A company replaces a 90-page 'security manual' with a 3-page top-level policy, 14
topic-specific policies of 2–4 pages each and separate technical standards. Annual review becomes much faster
and staff actually read them.

Why this matters: A clear hierarchy keeps policies short and stable while the detailed standards change more
often. Auditors also expect to see document control and approval.

Q5. What are the typical roles in security governance (CISO, DPO, risk owner, control
owner, asset owner)?
Basic

• CISO: leads the security programme, advises leadership and reports on cyber risk.

• DPO (Data Protection Officer): independent adviser on privacy law compliance, required in some cases
under GDPR and similar laws.

• Risk owner: the business leader accountable for a risk and its treatment decisions.

• Control owner: the person responsible for operating a control and providing evidence.

• Asset or information owner: decides classification and who may access the asset.

• Internal audit: provides independent assurance to the audit committee.

Practical example: The HR director owns the employee-data risk, the IAM lead owns the access-review control,
and the HR system owner approves who gets access. The CISO reports the combined picture to the risk
committee.

Why this matters: Many governance failures are role confusion: IT 'owns' every risk, or no one owns a control.
Clear roles make accountability real.

Q6. Why do policies need an owner, review cycle and version control?
Basic

• Owner: someone accountable for keeping the policy accurate and answering questions about it.
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• Review cycle: usually at least annually and after significant changes (new regulation, major incident,
reorganisation), as ISO 27001 expects.

• Version control: a change history, approver, effective date and a single published version so staff never
follow an old copy.

• Communication: staff must be told about material changes and, for key policies, acknowledge them.

Practical example: An auditor finds the incident response policy still names a CISO who left two years ago and a
phone number that no longer works. With an owner and an annual review in place, this would have been caught.

Why this matters: Out-of-date or unowned policies are an easy audit finding and, worse, they mislead staff about
what is actually required.

Q7. How would you develop or update an information security policy?
Intermediate

1. Understand drivers: business objectives, risk assessment results, laws, regulations, contracts and
frameworks (e.g. ISO 27001, NIST, HIPAA).

2. Benchmark existing documents and identify gaps or overlaps.

3. Draft in clear, concise language — say what is required and who is responsible, not how every tool is
configured.

4. Consult stakeholders (IT, legal, HR, privacy, business units) so the policy is realistic.

5. Get formal approval from the right authority (e.g. executive leadership or a governance committee).

6. Communicate and train; make it easy to find.

7. Define exceptions, enforcement and review cycle (commonly at least annually or after significant
change).

8. Map the policy to control frameworks so it can be evidenced in audits.

Practical example: When updating an acceptable-use policy to cover generative AI tools, you gather input from
legal, HR and IT, map it to ISO 27001 Annex A 5.10, publish it after leadership approval, run awareness sessions
and track staff acknowledgement.

Why this matters: Policies are the authority for every control. A well-built policy gets adopted; a copied template
gets ignored and fails audits.

Q8. How do you handle policy exceptions?
Intermediate

A policy exception process allows justified, temporary deviations without losing control:

• Formal request explaining the business reason, scope and duration.

• Risk assessment of the deviation and any compensating controls.

• Approval by the risk owner at an authority level that matches the risk.

• Recorded in an exception register with an expiry date.

• Periodic review; renewal requires re-justification.

A large number of exceptions against one policy is a signal the policy or standard may need to change.

Practical example: A lab instrument runs an unsupported OS that cannot be patched. The exception is approved
for 12 months with compensating controls (network isolation, no internet, monitoring), signed by the business
owner and reviewed by the CISO before renewal.

Why this matters: Exceptions are inevitable. Managing them transparently keeps risk visible and prevents
'shadow' non-compliance.
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Q9. What is a RACI matrix and how is it used in GRC?
Intermediate

RACI defines roles for each activity or control:

• Responsible: does the work.

• Accountable: owns the outcome and signs off (only one person).

• Consulted: gives input before decisions.

• Informed: kept up to date.

In GRC, RACIs are used for control ownership, policy maintenance, risk acceptance, incident response and
audit preparation.

Practical example: For quarterly user access reviews: the application owner is Accountable, team managers are
Responsible for reviewing, the IAM team is Consulted on revocations, and GRC is Informed of completion for
evidence.

Why this matters: Many audit findings come from unclear ownership. A RACI makes accountability explicit and
evidence easier to collect.

Q10. What makes a good governance committee for security and risk?
Intermediate

• A clear charter: purpose, authority, membership, quorum and frequency.

• Cross-functional membership: IT, security, risk, legal, privacy, compliance, business leaders.

• Decision-making authority (e.g. approving policies, accepting risks above a threshold, prioritising
investment).

• Good inputs: risk dashboards, KRIs, audit findings, incident trends, project status.

• Minutes and action tracking so decisions are evidenced.

• Escalation path to the executive team or board.

Practical example: A monthly Security & Risk Steering Committee with a written charter, the CIO as chair,
business-unit heads as voting members, a set quorum, a standing agenda (top risks, exceptions, audit status)
and minutes with action owners.

Why this matters: Committees are where governance actually happens. Auditors often ask for minutes as
evidence that risks are overseen.

Q11. How do you write a risk appetite statement for cyber risk?
Intermediate

A good cyber risk appetite statement connects the board's attitude to risk with measurable limits:

• Start with qualitative statements by risk category, such as 'We have a very low appetite for risks that
could compromise patient safety or the confidentiality of health data.'

• Add measurable tolerances (KRIs with thresholds), such as 'no critical internet-facing vulnerability open
longer than 7 days'.

• Define escalation: what happens when a tolerance is breached, and who is told.

• Have it approved by the board and reviewed at least annually.

Different categories can have different appetites. Innovation may be moderate while regulatory compliance is
very low.

Practical example: 'Low appetite for loss of service availability for clinical systems: tolerance is no more than 4
hours of unplanned downtime per quarter for the EHR, and any breach is reported to the risk committee within 5
working days.'
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Why this matters: Without an appetite statement, every risk decision is subjective and the board cannot see
whether management is operating within agreed limits.

Q12. What should a security strategy and roadmap contain?
Intermediate

• Business context: the strategy, growth plans, regulatory landscape and threats.

• Current state vs target state, often measured with a framework such as NIST CSF 2.0 profiles.

• Prioritised initiatives that close the biggest risk gaps, each with an owner, cost, timeline and expected risk
reduction.

• A 12–36 month roadmap with quick wins and longer programmes.

• Governance: how progress is measured (KPIs/KRIs) and reported, and when the strategy is revisited.

Practical example: Because the company plans to sell into UAE hospitals next year, the roadmap prioritises ISO
27001 certification, data localisation in a UAE cloud region and ADHICS alignment ahead of less urgent tooling
upgrades.

Why this matters: A strategy linked to business goals is what gets funded. A list of tools is not a strategy.

Q13. How do you measure whether a security policy is actually followed?
Intermediate

• Technical enforcement data: for example, the percentage of devices compliant with the encryption
standard, read from the MDM tool.

• Control testing and internal audit results.

• Exceptions register: many or long-running exceptions suggest the policy is unrealistic.

• Incidents and near-misses linked to policy breaches.

• Acknowledgement and training completion. These are necessary but weak signals on their own.

• Spot checks and staff interviews during audits.

Practical example: The policy requires screen locks after 10 minutes. MDM data shows 22% of Mac laptops are
non-compliant because a configuration profile was never deployed. The fix is technical, not another awareness
email.

Why this matters: A policy that is published but not followed creates false assurance and legal exposure,
because it shows you knew what should happen.

Q14. What is the role of internal audit versus the GRC (second-line) function?
Intermediate

• The GRC/second line designs the risk and control framework, advises the business, monitors compliance
and reports on risk. It is part of management.

• Internal audit (third line) gives independent, objective assurance to the board/audit committee that
governance, risk management and controls work, including over the GRC function itself.

• Internal audit should not design or operate the controls it audits, to protect independence.

• The two coordinate (shared risk taxonomy, combined assurance maps) but do not merge.

Practical example: The GRC team runs quarterly access-review monitoring. Internal audit separately tests a
sample in its annual audit and also assesses whether GRC's monitoring is reliable, then reports to the audit
committee.

Why this matters: Blurring the lines weakens independence, and auditors and regulators will challenge it.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 17

Q15. The business wants a policy exception that has already been renewed three
times. What do you do?
Intermediate · Scenario

• Treat repeated renewals as a signal: either the policy is unrealistic, or the risk is being permanently
accepted without proper visibility.

• Re-assess the current risk and whether compensating controls still work.

• Ask for a remediation plan with funding. If there is none, convert the exception into a formal risk
acceptance at the right authority level.

• Consider whether the policy or standard needs updating for this use case.

• Report long-running exceptions as a metric to the governance committee.

Practical example: A legacy radiology system has been on exception for 3 years. You present it to the risk
committee with the options: fund a replacement (cost estimate attached) or formally accept the risk at COO level
with yearly review. The committee funds the replacement in next year's budget.

Why this matters: Exceptions are meant to be temporary. A permanent exception hidden in a register is
unmanaged risk.

Q16. You are asked to write an AI acceptable-use policy in two weeks. How do you
approach it?
Intermediate · Scenario

1. Find out how AI is already used (survey, proxy logs, SaaS discovery) and what the business wants to do
with it.

2. Bring in legal, privacy, HR, IT and a business representative early.

3. Keep it short and practical: approved tools, prohibited uses, what data can never be entered (patient
data, customer PII, source code, secrets), human review of outputs, and how to request a new tool.

4. Align with existing policies (acceptable use, data classification, privacy) and with references such as
ISO/IEC 42001 and the NIST AI RMF.

5. Get leadership approval, communicate with examples and plan an early review, because AI changes fast.

Practical example: The policy allows the company's licensed enterprise AI assistant for drafting and
summarising internal documents, prohibits pasting patient or customer data into any public AI tool, and requires a
human check before AI-generated content is sent to customers.

Why this matters: An imperfect policy published quickly and improved later is better than staff using AI with no
guidance at all.

Q17. Staff keep failing phishing simulations in one department, and its head says
training is a waste of time. How do you handle it?
Intermediate · Scenario

• Look at the data first: which emails were clicked, which roles, and whether credentials were actually
entered or reported.

• Meet the department head and present the risk in their terms. For example, finance staff with payment
authority are prime targets for BEC.

• Change the approach, not just the volume: short role-specific sessions, just-in-time feedback after a
click, and recognition for reporting suspicious emails.

• Strengthen technical controls so one click does less damage (phishing-resistant MFA, link rewriting,
attachment sandboxing).

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 18

• If engagement stays low, report the department's KRI to the governance committee. Leadership
accountability is a governance matter.

Practical example: After two months of tailored 10-minute sessions and a 'report phish' button, the department's
report rate rises from 10% to 45% and credential submissions drop sharply. The department head now presents
the improvement at the leadership meeting.

Why this matters: Awareness is a shared responsibility. Engaging leaders and combining training with technical
controls works better than blaming users.

Q18. What is COBIT and how does it differ from ISO 27001?
Advanced

COBIT (currently COBIT 2019, from ISACA) is a framework for the governance and management of
enterprise information and technology. It separates governance objectives (Evaluate, Direct and Monitor)
from management objectives and helps align IT with business goals.

ISO/IEC 27001 is a certifiable standard for an Information Security Management System (ISMS) focused
specifically on information security risk.

• Scope: COBIT covers all of enterprise IT; ISO 27001 focuses on information security.

• Use: COBIT is often used for IT governance and IT audit; ISO 27001 for building and certifying a security
management system.

• They are complementary and are often mapped to each other.

Practical example: A bank uses COBIT to structure how IT overall is governed and how value is delivered, and
ISO 27001 to run its ISMS, so the information security objectives feed into COBIT's governance objectives.

Why this matters: Senior roles expect you to know which framework fits which problem rather than treating them
as interchangeable.

Q19. How do you set up governance for third-party, AI and data under one model
without creating committee overload?
Advanced

• Map decision rights first: which decisions need committee approval and which can be delegated.

• Use one main risk committee with clear terms of reference, and specialist working groups (AI, data,
vendors) that report into it rather than separate decision-making committees.

• Share common tools: one risk taxonomy, one register, one exception process.

• Set thresholds for escalation (for example, high-risk AI use cases or Tier 1 vendors go to the committee;
others are approved by the working group).

• Review the model annually and close committees that no longer add value.

Practical example: Instead of creating a new AI Board, the company adds an AI working group under the
existing Risk Committee. It approves low and medium-risk AI use cases itself and escalates high-risk ones, such
as AI in clinical triage, with a standard paper template.

Why this matters: Too many committees cause slow decisions, duplicated papers and gaps between them. A
clear decision-rights model keeps governance effective.
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Q20. How do emerging regulations such as the EU AI Act, DORA and NIS2 change
governance expectations?
Advanced

The common theme is that management bodies are personally expected to understand and oversee cyber
and technology risk:

• NIS2 (EU) requires management bodies of covered entities to approve and oversee cybersecurity
risk-management measures and to undergo training, with possible liability for failures.

• DORA (EU financial sector, applicable from January 2025) puts ultimate responsibility for ICT risk
management on the management body and requires ICT third-party risk oversight.

• The EU AI Act sets obligations based on AI risk categories, which pushes organisations to inventory and
classify their AI systems and to assign accountability.

Governance therefore needs board training, clear accountability, documented approvals and evidence that
oversight actually happened.

Practical example: A Dubai-based fintech with EU clients is asked by a European bank customer to evidence
DORA-aligned controls: ICT incident classification, exit plans for critical suppliers and board-approved ICT risk
policies.

Why this matters: Even outside the EU, these laws influence customers, group policies and local regulators.
Interviewers in multinational firms expect awareness of the direction of travel.

Q21. Two senior leaders both claim ownership of a critical risk, and neither will accept
the other's treatment plan. How do you resolve it?
Advanced · Scenario

• Clarify the risk definition first. Often two people are describing different risks that should be split.

• Apply the ownership rule: the owner is the person accountable for the business objective or process
most affected and who controls the budget to treat it.

• Facilitate a joint session with the facts: impact, options, cost and timelines.

• If still unresolved, escalate to the risk committee or their common manager to assign ownership. That is
what governance is for.

• Record the decision and the rationale in the register.

Practical example: The CIO and the COO both claim 'EHR downtime'. The risk is split into 'technical failure of
EHR infrastructure' (CIO) and 'inability to deliver care during downtime' (COO, who owns downtime procedures).
The committee approves the split.

Why this matters: A risk with two owners has no owner. GRC's job is to make accountability clear, not to pick
sides.

Q22. The board asks 'Are we secure?' How do you answer?
Advanced · Scenario

• Do not answer yes or no. No organisation is fully secure; the honest question is whether risk is within
appetite.

• Give a short structured answer: our top risks, where we are within or outside appetite, what has
improved, what is still exposed and what we are doing about it.

• Back it with evidence: independent assessments, KRIs, test results (for example ransomware recovery
tests).

• End with any decision you need from them.
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Practical example: 'Our biggest exposures are ransomware and third-party access. Ransomware resilience
improved after a successful full restore test in September. Third-party access is still outside appetite: 8 vendors
have standing remote access without MFA. We will close this by Q1, and we need your support for the vendor
contract changes.'

Why this matters: Boards need an informed view of risk, not reassurance. A balanced answer builds trust and
gets better decisions.

Q23. Your company is acquired by a larger group with its own security policies. What
governance steps do you take in the first months?
Advanced · Scenario

1. Confirm the integration plan and decision rights: which group policies apply immediately, which local
ones remain, and who approves exceptions.

2. Compare the two policy frameworks and control sets (gap analysis), focusing on regulatory obligations
that apply only locally, such as UAE data localisation or HIPAA.

3. Merge the risk registers using the group's taxonomy and scoring, and re-rate the top risks.

4. Agree interim controls for network and identity connections between the two companies.

5. Keep certifications valid during the transition. Tell the certification body about significant changes to
scope.

6. Communicate clearly to staff which rules apply from which date.

Practical example: After the acquisition the group's access-control policy is adopted within 90 days, but the local
ISO 27001 certificate is kept until the group certificate scope is extended. The certification body is informed of the
change in ownership in writing.

Why this matters: Mergers are a high-risk period: controls lapse, duplicate processes confuse staff, and
attackers know it. Clear governance keeps compliance intact.
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Risk Management
Risk assessment, appetite, registers, treatment and the difference between qualitative and quantitative
analysis.

Q1. Walk me through the risk management process.
Basic

Most frameworks (ISO 31000, ISO/IEC 27005, NIST SP 800-30 / 800-37) follow a similar cycle:

1. Establish context: objectives, scope, criteria for likelihood, impact and risk appetite.

2. Identify risks: assets, threats, vulnerabilities, processes, third parties.

3. Analyse: estimate likelihood and impact, taking existing controls into account.

4. Evaluate: compare against risk criteria and appetite to prioritise.

5. Treat: mitigate, transfer, avoid or accept, with owners and due dates.

6. Monitor and review: track treatment progress, KRIs and changes in the environment.

7. Communicate and consult throughout, and record everything (risk register).

Practical example: A new telehealth platform: identify assets and threats, assess likelihood and impact, compare
against appetite, decide on treatment (e.g., add MFA and encryption), record it in the register, then monitor KRIs
such as failed-login spikes.

Why this matters: This is the backbone of every GRC role. A repeatable process makes risk decisions
consistent and defensible.

Q2. What are the four risk treatment options?
Basic

• Mitigate (reduce/modify): implement controls to lower likelihood or impact — e.g. deploy MFA.

• Transfer (share): shift part of the financial impact to another party — e.g. cyber insurance, contractual
clauses. Accountability for the risk stays with the organisation.

• Avoid (terminate): stop the activity that creates the risk — e.g. retire a legacy system.

• Accept (tolerate): consciously take the risk because it is within appetite or treatment costs more than the
benefit. This must be a documented decision by someone with the right authority.

Practical example: Data centre flooding risk: mitigate (raised floor, sensors), transfer (insurance), avoid (move to
a cloud region outside the flood zone) or accept (document and sign off if the residual risk is within appetite).

Why this matters: Choosing the right option, and documenting why, is what turns a risk register into real
decision-making.

Q3. What is a risk register and what should it contain?
Basic

A risk register is the central record of identified risks and how they are managed. Typical fields:

• Risk ID, title and clear risk statement (cause → event → consequence).

• Category (cyber, privacy, third-party, operational, compliance).

• Risk owner (accountable person, usually a business leader).

• Inherent likelihood, impact and rating.

• Existing controls and their effectiveness.

• Residual rating and comparison with appetite.

• Treatment decision, actions, action owners and due dates.

• Target risk, related KRIs, status and last review date.
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Practical example: Register entry: R-021 'Ransomware disrupts EHR', owner: CIO, inherent: High, controls:
immutable backups and EDR, residual: Medium, treatment: segment the clinical network by Q2, review date:
quarterly.

Why this matters: The register is the single source of truth for risk reporting, prioritisation and audit evidence.

Q4. What is a risk heat map and what are its limitations?
Basic

A heat map plots risks on a grid of likelihood vs impact, coloured green to red, to show relative priority at a
glance.

Limitations:

• Ratings are subjective and can be inconsistent between assessors.

• Ordinal scales cannot be meaningfully multiplied or added (a '4' is not twice a '2').

• Risks in the same cell may differ greatly in real exposure.

• It can hide aggregation — many 'medium' risks may together be significant.

Mitigate this with clear scale definitions, calibration sessions and quantitative analysis for top risks.

Practical example: A heat map puts 'cloud misconfiguration' and 'insider data theft' in the same red cell, hiding
that one has 10x the potential loss. Adding a short narrative and loss ranges for the top items fixes the false
precision.

Why this matters: Heat maps are everywhere in GRC reporting. Knowing their weaknesses shows maturity.

Q5. What is a risk statement, and how do you write a good one?
Basic

A risk statement describes a risk clearly enough that someone can own it, assess it and treat it. A common
format is cause, event and consequence:

• 'Because of [cause/vulnerability], [event] may occur, leading to [business impact].'

• It names the business impact, not just the technical problem.

• It is specific enough to assess. 'Cyber attack' is too vague; 'ransomware through unpatched VPN' is
assessable.

• One risk per statement. Do not mix several causes and impacts.

Practical example: Weak: 'Patching risk.' Strong: 'Because critical patches on internet-facing servers are applied
after 60+ days, attackers may exploit a known vulnerability to deploy ransomware, disrupting patient scheduling
for several days and triggering regulatory notification.'

Why this matters: Poorly written risks cannot be scored consistently or owned, so the register becomes a list of
worries rather than a management tool.

Q6. What is the difference between likelihood and impact, and how are they scored?
Basic

• Likelihood: how probable it is that the risk event happens in a given period, considering threats,
vulnerabilities and existing controls.

• Impact: how bad the consequences would be: financial loss, patient or customer harm, regulatory action,
reputational damage, operational disruption.

• Scoring: usually a 1–5 scale for each, with written definitions (for example, impact 5 = loss over a defined
amount or harm to patients; likelihood 5 = expected more than once a year).
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• Risk rating = a combination, often via a matrix, of likelihood × impact.

• Use the same definitions across the organisation so scores are comparable.

Practical example: Two analysts scored a lost backup tape differently (one 'High', one 'Low'). After defining
impact 4 as 'data of more than 1,000 individuals exposed', both rate it the same.

Why this matters: Clear scoring definitions are what make two assessors give the same risk the same rating,
which is the basis of a credible register.

Q7. What is risk appetite vs risk tolerance vs risk capacity?
Intermediate

• Risk appetite: the amount and type of risk an organisation is willing to pursue or accept to achieve its
objectives. Usually set by the board, often as qualitative statements per risk category (e.g. 'very low
appetite for regulatory non-compliance').

• Risk tolerance: the acceptable variation around objectives — often expressed as measurable thresholds
(e.g. 'no more than X hours of downtime for critical systems per quarter').

• Risk capacity: the maximum risk the organisation can absorb before it fails or breaches its obligations.

Appetite should sit well within capacity, and KRIs are often set against tolerance thresholds.

Practical example: Appetite: 'Low appetite for patient-data risk.' Tolerance: 'No more than 2 critical vulnerabilities
older than 15 days.' Capacity: the maximum loss the organisation could absorb before its solvency or licence is at
risk.

Why this matters: Appetite tells risk owners when a residual risk is acceptable and when escalation is needed.
Without it, every acceptance decision is subjective.

Q8. Qualitative vs quantitative risk assessment — what's the difference?
Intermediate

• Qualitative: uses descriptive scales (e.g. Low/Medium/High or 1–5) for likelihood and impact, often
plotted on a heat map. Fast, easy to understand, good for broad prioritisation, but subjective and hard to
compare with financial decisions.

• Quantitative: expresses risk in numbers, usually money and probability (e.g. expected annual loss, loss
ranges). Supports cost-benefit analysis and insurance decisions but needs data and more effort.

• Semi-quantitative: assigns numeric scores to qualitative scales; useful but the numbers are still ordinal,
not true measurements.

Many mature programmes use qualitative assessment for the full register and quantitative analysis for top
risks.

Practical example: Qualitative: 'Likelihood High, Impact Medium → High risk.' Quantitative: 'Expected annual
loss of about $400k with a 90% range of $50k–$2m', which lets the CFO compare it directly with a $150k control
investment.

Why this matters: Leadership increasingly asks 'how much could this cost us?'. Knowing both approaches lets
you choose the right one for the decision.

Q9. Explain SLE, ARO and ALE.
Intermediate

These are the classic quantitative risk formulas:

• Asset Value (AV): the value of the asset.

• Exposure Factor (EF): the percentage of the asset value lost in one event.
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• Single Loss Expectancy: SLE = AV × EF.

• Annualised Rate of Occurrence (ARO): how many times per year the event is expected to happen (e.g.
0.5 = once every two years).

• Annualised Loss Expectancy: ALE = SLE × ARO.

Example: AV = 200,000, EF = 25% → SLE = 50,000. ARO = 0.2 → ALE = 10,000 per year. A control costing
much more than the ALE reduction it delivers is hard to justify on cost alone.

Practical example: A laptop worth $2,000 holding data whose breach costs about $50,000: SLE ≈ $52,000. If 3
such losses happen each year (ARO = 3), ALE ≈ $156,000. That justifies spending, say, $30,000 a year on
encryption and tracking.

Why this matters: These formulas show you can connect risk to money — a common interview test, particularly
for CISSP-style questions.

Q10. How do you conduct a risk assessment for a new system or project?
Intermediate

1. Understand scope: business purpose, data types (e.g. PHI, personal data, card data), users,
integrations, hosting and vendors.

2. Classify data and identify applicable requirements (HIPAA, GDPR, UAE PDPL, PCI DSS, contracts).

3. Identify threats and vulnerabilities — architecture review, questionnaires, threat modelling, scan results.

4. Assess existing and planned controls against a baseline (e.g. ISO 27001 Annex A or NIST 800-53).

5. Rate likelihood and impact using the organisation's methodology.

6. Recommend treatments, agree owners and timelines, and record residual risk.

7. Get sign-off from the risk owner before go-live; schedule reassessment on significant change.

Practical example: Before go-live of a new HR SaaS: define scope and data types (PII, salary), review the
vendor's SOC 2, run a threat walkthrough with IT, rate the risks, agree treatments (SSO, data retention settings)
and record sign-off by the HR director.

Why this matters: Assessing risk early (security by design) is far cheaper than fixing problems after go-live.

Q11. Who should own a risk, and who can accept it?
Intermediate

• The risk owner is the person accountable for managing the risk — usually the business or process leader
who owns the objective affected, not the security team.

• Security / GRC advises, facilitates and challenges (second line).

• Risk acceptance authority should scale with risk level, e.g. a manager can accept low risks, a senior
executive or committee must accept high risks above appetite.

• Acceptance must be documented with rationale, conditions and an expiry/review date.

Practical example: The risk of payroll fraud is owned by the CFO, not IT. GRC facilitates the assessment, IT
runs some of the controls, but only the CFO (or someone above them for higher ratings) can accept the residual
risk.

Why this matters: If security 'owns' all risks, the business has no incentive to fund treatment. Proper ownership
drives accountability.

Q12. What is the difference between a risk, an issue and a finding?
Intermediate

• Risk: an uncertain future event that may affect objectives.
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• Issue: a problem that has already happened or a known condition that needs action now (e.g. a control is
not operating).

• Finding: the result of an audit or assessment that identifies a gap against a requirement — it often
becomes an issue with a remediation plan, and may increase a related risk.

Keeping them distinct but linked (finding → issue → affected risk) helps reporting stay accurate.

Practical example: Risk: 'Backups might fail to restore.' Issue: 'Last night's backup job failed.' Finding: 'The
auditor found no restore test had been performed in 12 months.'

Why this matters: Mixing these up inflates registers and confuses leadership. Clear definitions keep GRC data
trustworthy.

Q13. What is a control self-assessment (CSA) and when is it useful?
Intermediate

A control self-assessment asks the first line (control owners and process owners) to evaluate their own risks
and controls, usually through workshops or structured questionnaires, with GRC facilitating and challenging.

• Useful for broad coverage of many controls between audits, raising risk awareness and building
ownership.

• Weakness: people tend to rate their own controls favourably, so results need validation by sampling and
review of evidence.

• Results feed the risk register, the audit plan and management reporting.

Practical example: Forty clinic managers complete a quarterly self-assessment on physical security and records
handling. GRC spot-checks 5 sites each quarter and finds one clinic marking 'locked records room' as effective
while the lock is broken, so self-assessment results are weighted accordingly.

Why this matters: CSAs extend the reach of a small GRC team and make the business own its controls, but they
must be validated to be trusted.

Q14. What are risk scenarios, and how do you use them in cyber risk assessment?
Intermediate

A risk scenario is a short, concrete story of how a loss could happen: threat actor, method, asset affected
and business consequence.

• They make abstract risks tangible for business owners.

• They give structure to quantitative analysis (FAIR needs a clearly defined scenario).

• Build them from threat intelligence, past incidents, industry reports and the asset inventory.

• Keep a library of 10–20 top scenarios and reuse them for assessments, tabletop exercises and board
reporting.

Practical example: Scenario: 'A financially motivated group phishes a billing employee, uses the stolen
credentials without MFA to access the claims system, and exfiltrates 50,000 patient records before encrypting
servers.' The same scenario is used for the risk assessment, a tabletop exercise and the insurance renewal
discussion.

Why this matters: Scenarios connect threat intelligence to business impact and are the bridge between technical
teams and decision-makers.
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Q15. How do ISO 31000 and ISO/IEC 27005 relate to each other?
Intermediate

• ISO 31000 gives general principles, a framework and a process for managing any type of risk across an
organisation.

• ISO/IEC 27005 gives guidance on information security risk management specifically, supporting the
requirements of ISO/IEC 27001 clauses 6.1 and 8.2–8.3.

• The 2022 edition of 27005 aligns with ISO 31000 terminology and describes both event-based (scenario)
and asset-based approaches to identifying risks.

• Neither is certifiable on its own; both are guidance.

Practical example: A company uses ISO 31000 for its enterprise risk policy and scales, and ISO/IEC 27005 to
define how the ISMS identifies information security risks. The ISMS feeds its top risks into the enterprise register
with the same impact scales.

Why this matters: Knowing how the guidance fits together lets you design one risk method that satisfies ERM
and the ISMS at the same time.

Q16. A project team wants to go live tomorrow with three high risks open. What do
you do?
Intermediate · Scenario

• Clarify the facts quickly: what are the risks, how likely, what is the impact, and are there interim
compensating controls?

• Offer options rather than a simple block: delay, go live with reduced scope (for example no real patient
data yet), or go live with compensating controls and a fix date.

• If the business chooses to go ahead, the decision must be made by someone with authority for that level
of risk and recorded as a formal acceptance with an expiry date.

• Track the remediation actions and report them through governance.

Practical example: The go-live goes ahead with only test data on day one. MFA for admin accounts is enforced
before real data is loaded 5 days later, and the product director signs a 30-day risk acceptance for the remaining
logging gap.

Why this matters: GRC enables informed decisions. Blocking without options damages relationships, while
silently allowing it leaves unmanaged risk.

Q17. A new zero-day vulnerability is announced in software you use. How do you
assess and communicate the risk?
Intermediate · Scenario

1. Confirm exposure: which assets run the affected version, are they internet-facing, and is exploitation
happening in the wild (for example, is it listed in CISA's Known Exploited Vulnerabilities catalogue)?

2. Assess impact: what data and business processes those assets support.

3. Apply interim mitigations if no patch exists: vendor workarounds, blocking at the WAF, disabling the
feature, extra monitoring.

4. Communicate a short, factual update to leadership: exposure, actions taken, residual risk and next
update time.

5. Track patching to closure, and record the event in the risk register and lessons learned.

Practical example: Within 4 hours you report: '3 internet-facing servers affected, workaround applied to all three,
no signs of exploitation in logs, vendor patch expected in 2 days; residual risk Medium until patched.'
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Why this matters: Fast, calm risk assessment of new vulnerabilities is where GRC and security operations meet.
Leadership needs facts, not alarm.

Q18. Two business units score the same risk very differently. How do you get
consistent risk ratings?
Intermediate · Scenario

• Check the scales first. Different results usually come from vague definitions or different interpretations of
impact.

• Publish a single scoring guide with concrete examples for each level of likelihood and each impact type
(financial, patient safety, regulatory, reputation, operations).

• Run a calibration workshop: score 3–5 reference risks together and discuss the differences.

• Make GRC the second-line challenger for high ratings, so outliers are reviewed before they reach the
register.

• Review consistency each cycle and refine the examples.

Practical example: Dubai operations rated 'loss of clinic Wi-Fi' as High, while India rated it Low. After calibration
both use the same definition: impact 'High' requires patient care to stop for more than 4 hours, which Wi-Fi loss
does not cause because clinics have wired fallback.

Why this matters: Inconsistent scores make the register unreliable and let risks be rated down to avoid scrutiny.
Calibration is cheap and effective.

Q19. What is FAIR and why are organisations adopting it?
Advanced

FAIR (Factor Analysis of Information Risk) is a model for quantifying cyber and operational risk in financial
terms, maintained by the FAIR Institute and adopted as an Open Group standard.

• Risk is decomposed into Loss Event Frequency (how often a loss happens) and Loss Magnitude (how
much it costs).

• Loss Event Frequency comes from Threat Event Frequency and Vulnerability (probability a threat event
becomes a loss).

• Loss Magnitude includes primary losses (response, replacement, productivity) and secondary losses
(fines, legal, reputation).

• Inputs are ranges (min / most likely / max) and Monte Carlo simulation produces a distribution of possible
annual losses.

Benefits: comparable risks, cost-benefit analysis of controls, clearer board conversations.

Practical example: Using FAIR, a payments team estimates loss event frequency and loss magnitude ranges for
card-data theft, then runs a Monte Carlo simulation to show the board a loss exceedance curve instead of a red
box on a heat map.

Why this matters: Quantification is a differentiator for senior GRC roles — it lets you talk to CFOs and boards in
their language.

Q20. How do you handle a risk owner who refuses to remediate a high risk?
Advanced · Scenario

• Make sure the risk is clearly articulated in business terms (impact on revenue, patients/customers,
regulation, operations).

• Understand their constraints — budget, timelines, competing priorities — and explore alternatives or
compensating controls.
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• If they still choose not to treat it, follow the formal acceptance process: the decision must be made by
someone with authority for that level of risk.

• If the risk exceeds appetite, escalate through governance (risk committee, CISO, executive) — escalation
is a process, not a confrontation.

• Document the decision, rationale and review date, and monitor with KRIs.

Practical example: A plant manager refuses to replace legacy controllers because of downtime. GRC presents
the risk in production-loss terms, proposes network isolation as an interim compensating control, and escalates
the acceptance decision to the COO because the risk exceeds appetite.

Why this matters: GRC professionals do not force decisions; they make sure the right person makes an
informed decision and that it is recorded.

Q21. How do you aggregate many low-level risks into a meaningful enterprise view?
Advanced

• Use a risk taxonomy (for example, Level 1 'Cyber', Level 2 'Data breach', 'Service disruption',
'Third-party') so detailed risks roll up under common headings.

• Avoid simply averaging scores. Several medium risks with a shared cause can add up to a high
enterprise exposure.

• Look for common causes and dependencies (the same identity provider or the same unsupported
platform).

• Where possible, quantify and sum loss ranges, or at least report the worst credible scenarios per
category.

• Report at enterprise level by category, with drill-down available.

Practical example: Twelve 'medium' application risks all relate to a single legacy authentication service. Rolled
up, they form one high enterprise risk, 'compromise of central authentication', which gets funded for replacement.

Why this matters: Boards do not want 300 risks. They want to understand the few exposures that could hurt the
business, including when many small risks combine.

Q22. The CFO asks how much you should spend on cyber security. How do you
answer using risk?
Advanced · Scenario

• Avoid benchmarks alone ('X% of IT budget'). They say nothing about your specific risks.

• Start from the top risk scenarios and estimate their annual loss exposure, even as ranges.

• For each proposed investment, estimate how much it reduces likelihood or impact, and compare that with
its cost (return on risk reduction).

• Show what is needed to bring risk within appetite, and what the remaining risk is if a project is not funded.

• Include regulatory and contractual must-haves separately: some spending is a licence to operate.

Practical example: You show that the ransomware scenario has an estimated annual loss exposure in the low
millions, and that a segmentation and immutable-backup programme costing a fraction of that reduces it by more
than half. The CFO approves it ahead of a tool with less measurable benefit.

Why this matters: Finance leaders respond to expected loss, cost-benefit and options. Talking their language
gets security funded on merit.
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Q23. Your risk register has 400 risks, many outdated, and no one reads it. How do you
fix it?
Advanced · Scenario

1. Triage: close duplicates and risks that no longer exist, merge similar risks and convert issues or findings
into the issues log.

2. Re-baseline the top 20–30 risks with their owners using current scoring definitions.

3. Introduce a taxonomy so the remaining risks roll up into categories leadership understands.

4. Set review cadences by rating (for example, high risks monthly, medium quarterly).

5. Make it useful: link risks to KRIs, treatment plans, incidents and audit findings, and use it in actual
committee decisions.

6. Report trend and movement, not just a static list.

Practical example: After the clean-up, 400 entries become 85 active risks, with 18 at enterprise level. Each
committee meeting now reviews the risks that moved, and owners update them because the committee actually
asks about them.

Why this matters: A register is only valuable if it drives decisions. Too many risks and stale data make people
stop trusting it.

Q24. Your cyber insurance renewal asks for proof of specific controls and the
premium has risen sharply. How does GRC help?
Advanced · Scenario

• Treat insurance as a risk transfer option that only works alongside strong controls. It does not replace
them.

• Collect evidence for the controls insurers usually focus on, such as MFA (especially remote and
privileged access), EDR, offline or immutable backups with restore tests, patching and incident response
plans.

• Answer the questionnaire accurately. Misrepresentation can undermine a claim.

• Use your risk scenarios (and any quantification) to decide on limits, retentions and exclusions with the
broker and finance.

• Feed the insurer's requirements back into the roadmap as a business case.

Practical example: GRC provides evidence of MFA coverage, quarterly restore tests and an IR retainer. The
broker uses it to negotiate a better premium, and the one weak area (MFA for service accounts) becomes a
funded Q1 project.

Why this matters: Insurance questionnaires have become a de facto control standard. Accurate answers and
good evidence protect both the premium and the claim.
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Compliance & Audit
Control testing, evidence, audit lifecycles, findings and continuous compliance.

Q1. What is the difference between compliance and security?
Basic

• Compliance means meeting specific external or internal requirements (laws, standards, contracts,
policies) and being able to prove it.

• Security means actually protecting information and systems against threats.

They overlap heavily, but being compliant does not guarantee being secure: requirements are minimum
baselines, may lag new threats, and audits sample evidence at a point in time. A risk-based programme
uses compliance as a floor, not a ceiling.

Practical example: A company passes its PCI DSS assessment in March but stores an unencrypted export of
customer data in a public cloud bucket in May. It was compliant on paper but not secure in practice.

Why this matters: A classic interview question to check you will not treat 'passing the audit' as the goal.

Q2. What makes good audit evidence?
Basic

• Relevant: directly demonstrates the control requirement.

• Reliable: system-generated or from an independent source is stronger than a screenshot of a
spreadsheet.

• Complete: covers the full population and period, not just good examples.

• Timely and dated: shows when the control operated.

• Traceable: you can follow from the population to the sample to the outcome (e.g. ticket → approval →
change deployed).

Keep evidence in a central, organised repository mapped to controls.

Practical example: Good: a system-generated report of AD accounts with timestamps and the query used.
Weak: a screenshot with no date or source, or a manager's email saying 'we checked it'.

Why this matters: Weak or disorganised evidence is one of the most common reasons controls fail audits even
when they actually work.

Q3. What is a gap assessment?
Basic

A gap assessment compares the current state of controls against a target framework or regulation to identify
what is missing or insufficient.

• Define scope and the requirements to assess against.

• Gather evidence via interviews, documents and technical review.

• Rate each requirement (e.g. met / partially met / not met).

• Prioritise gaps by risk and effort, and build a roadmap with owners and timelines.

Practical example: Before a SOC 2 project you compare current practices against the Trust Services Criteria
and find 18 gaps, such as no vendor review process and no formal incident response plan. That list becomes your
remediation roadmap.

Why this matters: Gap assessments are often the first deliverable in a new compliance initiative and the basis
for budgeting.
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Q4. What is the audit lifecycle?
Basic

1. Planning: scope, objectives, criteria, risk assessment and audit programme.

2. Fieldwork: interviews, walkthroughs, evidence collection and control testing.

3. Findings: draft observations discussed and validated with management.

4. Reporting: final report with findings, ratings and management responses.

5. Follow-up: tracking corrective actions and validating closure.

Guidance such as ISO 19011 (management system audits) and ISACA's IT audit standards follow a similar
structure.

Practical example: In an internal audit of user access, planning sets the scope (3 critical applications, the last 12
months), fieldwork tests samples of joiners and leavers, two findings are agreed with IT, the report is issued in
week 6, and closure is validated 90 days later.

Why this matters: Knowing where you are in the lifecycle tells you what the auditor needs from you next, and
helps you prepare control owners in time.

Q5. What is the difference between an internal audit and an external audit?
Basic

• Internal audit: performed by the organisation's own audit function (or an outsourced provider acting for
it), reporting to the audit committee. It covers any area the audit plan prioritises.

• External audit: performed by an independent third party, such as a certification body (ISO 27001), a
CPA firm (SOC 2) or a QSA (PCI DSS), against a defined standard, often to give assurance to customers
or regulators.

• Internal audits help prepare for external ones but do not replace them.

• Both require independence from the activities audited.

Practical example: An ISO 27001 internal audit in May finds a gap in supplier reviews, which is fixed before the
external surveillance audit in September, so the certification body sees a working corrective-action process
instead of a nonconformity.

Why this matters: Interviewers check that you understand who audits whom, for what purpose, and what each
type of audit can and cannot give the organisation.

Q6. What is a compensating control?
Basic

A compensating control is an alternative measure put in place when the primary required control cannot be
implemented, which provides a similar level of protection against the same risk.

• It must address the same objective and risk as the original control.

• It should not be a control that is already required anyway.

• It must be documented, justified and tested.

• PCI DSS has a formal compensating-controls worksheet for this in the defined approach.

Practical example: A medical device cannot run anti-malware software. Compensating controls: it sits on an
isolated VLAN, only the vendor's management server can reach it, application allow-listing is enabled and
network traffic is monitored for anomalies.

Why this matters: Real environments always have constraints, such as legacy systems or vendor limitations.
Compensating controls let you manage risk honestly rather than ignore a requirement.
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Q7. What is sampling in audit, and how is a sample size chosen?
Basic

Sampling means testing a subset of a population (for example 25 of 400 changes) to conclude on the whole
population.

• Sample size depends on how often the control runs (annual, quarterly, monthly, weekly, daily, many
times a day), the risk, and the confidence the auditor needs.

• Audit firms typically use guidance tables: an annual control may need 1 sample, a daily control
around 20–40, and an automated control may need only 1 test plus evidence that change controls protect
the configuration.

• Samples should be selected randomly or systematically across the whole period, not chosen by the
auditee.

• Any exceptions found must be evaluated, and they may require a larger sample.

Practical example: For a SOC 2 Type II, the auditor asks for the complete list of 312 production changes in the
period and selects 25 at random. Two lack approval evidence, so the auditor reports an exception for change
management.

Why this matters: Understanding sampling helps you prepare full and accurate populations, which is one of the
most common sources of audit delays and findings.

Q8. A control owner says 'we do the review but never document it'. How do you
explain why evidence matters and fix it?
Basic · Scenario

• Explain simply: for an auditor, a control without evidence did not happen. Evidence also protects the
owner, because it proves they did their job.

• Agree the minimum evidence: who reviewed, what was reviewed, when, what was found and what
action was taken.

• Make it easy: a ticket template, a form in the GRC tool or an automated report with an approval step.

• Set reminders in an evidence calendar so collection happens when the control runs, not at audit time.

• Check the first few cycles together.

Practical example: The firewall rule review was being done verbally in a team meeting. It is now a quarterly ticket
with the rule export attached, comments on each rule changed, and the manager's approval. It takes 10 extra
minutes and passes the next audit cleanly.

Why this matters: Missing evidence is one of the most common causes of audit exceptions, even when the
control actually works.

Q9. Explain control design effectiveness vs operating effectiveness.
Intermediate

• Design effectiveness: if the control is performed as described, would it actually address the risk or
requirement? Tested through walkthroughs and documentation review.

• Operating effectiveness: did the control actually operate consistently as designed over a period of time?
Tested by sampling evidence across the period.

Example: a quarterly access review is well designed if it covers all privileged accounts and requires
managers to approve or revoke. It operates effectively if all four quarters were completed, by the right
people, and revocations were actioned.
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Practical example: Design: the change-management policy requires CAB approval for production changes (well
designed). Operating: a sample of 25 changes shows 6 were deployed without approval, so the control is not
operating effectively.

Why this matters: This is the core distinction behind SOC 2 Type I vs Type II and most internal control testing.

Q10. What are common audit testing methods?
Intermediate

• Inquiry: interviewing control owners (weakest evidence on its own).

• Observation: watching a control being performed.

• Inspection: examining documents, records, configurations, tickets and logs.

• Re-performance: the auditor independently performs the control to check the result.

Auditors usually combine methods and select samples based on control frequency (e.g. more samples for
daily controls than for annual ones).

Practical example: To test terminated-user removal, the auditor inquires with HR, inspects the leaver procedure,
observes the service desk disabling an account, and reperforms by comparing the HR leaver list against active
AD accounts.

Why this matters: Knowing how auditors test helps you prepare the right evidence and avoid surprises.

Q11. How do you prepare an organisation for an external audit or certification?
Intermediate

1. Confirm scope, framework/criteria, audit period and key dates with the auditor.

2. Perform a readiness or gap assessment against the requirements.

3. Remediate gaps and collect evidence in advance, mapped to each control.

4. Brief control owners on what to expect and how to answer (honestly, factually, within scope).

5. Set up logistics: single point of contact, request tracker, secure evidence sharing.

6. Track requests and turnaround daily during fieldwork.

7. Review draft findings for accuracy, agree management responses and remediation plans.

Practical example: Six months before an ISO 27001 Stage 2 audit: run a readiness assessment, close the gaps,
complete one full internal audit and a management review, build an evidence library and hold mock interviews
with control owners.

Why this matters: Preparation reduces findings, stress and cost — and shows leadership the GRC function adds
value.

Q12. How do you manage audit findings and remediation?
Intermediate

• Record each finding with its root cause, risk rating, owner, agreed action and due date.

• Focus on fixing the root cause, not just the instance found.

• Track progress regularly and escalate overdue items through governance.

• Require evidence of closure, and have it validated (by GRC or internal audit) before closing.

• Report trends: open/overdue findings by severity, repeat findings, ageing.

Practical example: Finding: no MFA on the admin console. Root cause: no standard for privileged access.
Action plan: enforce MFA in 30 days (quick fix) and publish a privileged access standard in 90 days (systemic fix),
tracked in the GRC tool and validated before closure.
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Why this matters: Repeat findings damage credibility with auditors and regulators. Disciplined remediation
tracking prevents them.

Q13. What is control mapping / a unified control framework, and why use it?
Intermediate

Control mapping links one internal control to the requirements of several frameworks — e.g. a single access
review control may satisfy ISO 27001 Annex A, SOC 2, HIPAA Security Rule, PCI DSS and NIST 800-53
requirements.

A unified (common) control framework is a single set of internal controls mapped to all applicable
frameworks.

• Test once, comply many.

• Reduces audit fatigue for control owners.

• Makes it easier to add a new framework or regulation (e.g. a UAE requirement) by mapping instead of
starting over.

Publicly available crosswalks (e.g. NIST's online mappings) can help, but mappings should be reviewed by
people who understand the context.

Practical example: One control, 'quarterly privileged access review', is mapped to ISO 27001 A.5.18, SOC 2
CC6.2/CC6.3, PCI DSS 7.2.4 and HIPAA 164.308(a)(4), so one piece of evidence serves four audits.

Why this matters: Organisations with multiple certifications cannot scale without a unified control set. This is a
highly valued GRC skill.

Q14. What is population completeness and accuracy, and why do auditors test it?
Intermediate

Before relying on a sample, the auditor needs confidence that the population (the full list of items, such as all
leavers or all changes) is complete and accurate. This is often called IPE: information produced by the entity.

• They check the source system, the query or report used, filters and parameters, and compare totals with
another source.

• A screenshot of the query and parameters, or the auditor watching the report run, is common evidence.

• If the population is incomplete, every test based on it is unreliable.

Practical example: The leaver list from HR shows 85 leavers, but the identity system shows 112 disabled
accounts. The difference is contractors who are not in the HR system. The population is expanded and the
auditor tests both groups.

Why this matters: A surprising number of audit problems come from bad populations, such as a leaver list from
HR that excludes contractors.

Q15. How do you write a good audit finding?
Intermediate

A good finding has five elements, often called the 5 Cs:

• Criteria: what should be happening, meaning the policy, standard or requirement.

• Condition: what was actually found, with facts and numbers.

• Cause: why it happened (root cause, not just a symptom).

• Consequence: the risk or impact to the business.

• Corrective action: the recommendation for what should be done.

Add a risk rating and agree the facts with management before issuing.
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Practical example: Criteria: leavers' access must be removed within 1 business day. Condition: 6 of 25 sampled
leavers kept access for 5–40 days. Cause: contractor leavers are not sent from the vendor-management system
to IAM. Consequence: former staff could access patient data. Recommendation: automate contractor end dates
into IAM.

Why this matters: Clear, evidence-based findings are accepted and fixed faster. Vague findings cause
arguments and delays.

Q16. What is a root cause analysis, and which techniques are used?
Intermediate

Root cause analysis (RCA) finds the underlying reason a problem happened so it can be fixed permanently,
rather than fixing only the symptom.

• 5 Whys: keep asking 'why' until you reach a process or design cause.

• Fishbone (Ishikawa) diagram: group possible causes into people, process, technology, environment,
and so on.

• Timeline analysis: for incidents and repeated failures.

• A good root cause is something you can act on, such as a missing process, unclear ownership or a
design flaw. 'Human error' alone is rarely the real root cause.

Practical example: Why were patches late? The team missed the window. Why? There was no maintenance
window agreed for clinical servers. Why? Clinical leadership was never asked. The root cause is a missing
governance agreement, not lazy admins.

Why this matters: Without RCA, findings come back in the next audit. Regulators and certification bodies look
for repeat findings as a sign of weak management.

Q17. An auditor asks for evidence you do not have. What do you do?
Intermediate · Scenario

• Be honest. Never create or back-date evidence. Fabricated evidence is far worse than a gap.

• Clarify exactly what the auditor needs. Sometimes alternative evidence exists, such as system logs,
tickets or meeting minutes.

• If the control did not operate, say so, explain any compensating controls and share the remediation plan.

• Agree a timeline for anything that can legitimately be provided later.

• Afterwards, fix the evidence process so the gap does not happen again (evidence calendar, automated
capture).

Practical example: The auditor asks for sign-off of the Q2 access review. There is no signed form, but the
ticketing system shows the reviewer's completed task with a timestamp and the list of removals. The auditor
accepts it, and a signed workflow is added for future reviews.

Why this matters: Auditors judge your integrity as well as your controls. How you handle a gap shapes how
much they trust everything else you show them.

Q18. You have three audits (ISO 27001 surveillance, SOC 2 Type II, and a customer
audit) in the same quarter. How do you manage it?
Intermediate · Scenario

• Build one combined audit calendar and avoid overlapping fieldwork weeks for the same teams.

• Use your unified control framework: collect evidence once and reuse it across audits.

• Create a single evidence repository with clear naming and dates.
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• Prepare control owners: brief them on what each auditor will ask and when.

• For the customer audit, offer existing reports (SOC 2, ISO certificate) first to reduce scope.

• Hold a short daily stand-up during fieldwork to clear requests quickly.

Practical example: By sharing 70% of the evidence across all three audits and reducing the customer audit to a
review of the SOC 2 report plus a 2-hour call, the team completes the quarter without pulling engineers off
product work for weeks.

Why this matters: Audit fatigue is a real risk to operations and staff morale. Good coordination protects the
business and the audit outcomes.

Q19. The same audit finding has been raised three years in a row. What do you do
differently this time?
Intermediate · Scenario

• Treat repeat findings as a governance issue, not just a technical one. Report it to the risk or audit
committee with its history.

• Do a proper root cause analysis. Previous fixes probably addressed symptoms (one-off clean-ups) rather
than the process.

• Assign a senior owner with authority and budget, and break the fix into milestones with dates.

• Validate closure with testing over a period, not just a single point in time.

• Add a KRI so drift is visible before the next audit.

Practical example: Excess admin rights had been found 3 years running because each year IT cleaned up just
before the audit. This time a privileged access management tool with just-in-time access is funded, and a monthly
KRI tracks standing admin accounts.

Why this matters: Repeat findings damage credibility with auditors and regulators and suggest weak
management oversight.

Q20. What is continuous control monitoring (CCM)?
Advanced

CCM uses automation to test controls continuously or frequently instead of only during annual audits.
Examples:

• Automated checks of cloud configuration against benchmarks.

• Daily comparison of HR leavers with active accounts.

• Alerts when endpoints are missing encryption or EDR.

• GRC platform integrations that pull evidence directly from source systems.

Benefits: earlier detection of control failures, less manual evidence collection, and a more accurate real-time
compliance posture.

Practical example: Instead of sampling quarterly, a script checks all cloud storage buckets every hour for public
access and opens a ticket automatically, so evidence for the auditor is a full population with timestamps.

Why this matters: Moving from point-in-time audits to continuous assurance is a major trend and a strong talking
point for senior roles.
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Q21. What is the difference between an attestation (for example SOC 2) and a
certification (for example ISO 27001)?
Advanced

• Certification: an accredited certification body confirms that a management system conforms to a
standard and issues a certificate, usually valid for 3 years with surveillance audits.

• Attestation: an independent CPA firm issues an opinion on management's description and controls
against criteria, such as the Trust Services Criteria for SOC 2. The output is a detailed report, not a
certificate.

• A SOC 2 report shows tests and results, including exceptions. An ISO certificate shows that the scope is
certified without control-level test details.

• Customers often want both: the certificate for the management system and the SOC 2 report for control
detail.

Practical example: A US customer asks a SaaS vendor for its 'SOC 2 certificate'. The GRC team explains that
SOC 2 is an attestation report, shares it under NDA, and adds the ISO 27001 certificate for the management
system.

Why this matters: Mixing up the two is a common interview mistake. Knowing the difference helps you choose
the right assurance for customers and interpret vendors' evidence correctly.

Q22. Leadership has bought a GRC platform and asks you to roll it out. How do you
make it succeed?
Advanced · Scenario

• Fix the process before you automate it. A tool will not fix unclear ownership or a messy control library.

• Start with a unified control set and clear data model (risks, controls, assets, vendors, evidence).

• Prioritise high-volume, repetitive work: evidence collection through integrations (cloud, identity,
ticketing), questionnaires and reminders.

• Phase the rollout: one framework or module first, measure the time saved, then expand.

• Plan adoption: training, dashboards people actually use, and executive sponsorship.

• Keep exports and data ownership in mind to avoid vendor lock-in.

Practical example: A company moves from spreadsheets to a GRC platform, starting with ISO 27001 and SOC
2 evidence from its cloud and identity systems. After 6 months, evidence-gathering time for the SOC 2 audit drops
by roughly half, which justifies adding the vendor-risk module next.

Why this matters: Many GRC tool projects fail because they automate chaos. Interviewers value people who
can deliver a working rollout.

Q23. A regulator sends an information request with a 10-day deadline. How do you
respond?
Advanced · Scenario

1. Log it, confirm the exact deadline and inform legal and compliance leadership immediately.

2. Clarify the scope. If anything is ambiguous, ask the regulator early and in writing.

3. Assign owners for each item and a single coordinator. All communication goes through the agreed
channel.

4. Gather evidence, review it for accuracy and consistency, and have legal review the response before it is
sent.

5. If the deadline cannot be met for some items, request an extension early with a reason.

6. Keep a complete record of what was sent and when, and track any follow-up commitments.
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Practical example: A health regulator asks for the last 12 months of access-review evidence for the EHR and the
incident log. The GRC lead coordinates responses from IT and privacy, legal reviews them, and the pack is
submitted on day 8 with a cover letter that indexes every document.

Why this matters: Regulatory responses are high-stakes. Accuracy, consistency and timeliness matter as much
as the content.

Q24. You discover a control has silently failed for six months (for example a
log-forwarding agent stopped). What do you do?
Advanced · Scenario

• Fix it immediately and confirm the control works again.

• Assess the impact of the gap: what activity went unmonitored, and could an incident have been
missed? Review other sources for that period if possible.

• Record it as an issue or deficiency, and tell the right people: the risk owner and, if it affects an audit
period, the auditor.

• Do a root cause analysis. Why did nothing alert you? Add monitoring of the control itself (for example, an
alert when log volume drops).

• Update the risk assessment and consider whether customers or regulators must be informed, based on
contracts and law.

Practical example: The SIEM stopped receiving logs from 30 servers after an agent update. After the fix, a
heartbeat alert is added so any source silent for more than 4 hours opens a ticket, and the SOC 2 auditor is told of
the gap and its remediation.

Why this matters: Controls that fail silently are worse than controls that fail loudly. Monitoring the health of
controls is a mark of a mature programme.
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ISO/IEC 27001 & 27002
The international standard for an Information Security Management System (ISMS) and its supporting
control guidance.

Q1. What is ISO/IEC 27001?
Basic

ISO/IEC 27001 is the international standard that specifies requirements for establishing, implementing,
maintaining and continually improving an Information Security Management System (ISMS). The current
version is ISO/IEC 27001:2022.

• It is risk-based: the organisation identifies its information security risks and selects controls to treat
them.

• Organisations can be certified by an accredited certification body.

• Clauses 4–10 contain the mandatory management system requirements; Annex A lists reference
controls.

Practical example: A healthcare SaaS vendor gets ISO 27001 certified so that UAE hospital customers accept
its security posture without each one sending a 300-question questionnaire.

Why this matters: ISO 27001 is the most widely recognised security certification globally, including in the UAE,
and its structure appears in many regional regulations.

Q2. What is the Statement of Applicability (SoA)?
Basic

The SoA is a mandatory ISO 27001 document that lists all Annex A controls and, for each one:

• Whether it is applicable (included) or excluded.

• The justification for inclusion (e.g. linked to risks, legal or contractual requirements).

• The justification for exclusion.

• Its implementation status.

It also includes any additional controls the organisation uses beyond Annex A. The SoA links the risk
treatment plan to the controls actually in place.

Practical example: An SoA line: 'A.7.4 Physical security monitoring: Excluded. Justification: fully remote
company with no offices; data centres covered by cloud provider's ISO 27001 certificate.' Each control has a
status and justification like this.

Why this matters: Auditors use the SoA as a roadmap for the audit. A weak SoA (e.g. exclusions without
justification) is an early red flag.

Q3. What is an ISMS?
Basic

An Information Security Management System (ISMS) is the set of policies, processes, roles, risk
assessments and controls an organisation uses to manage information security systematically and keep
improving it.

• It is a management system, not a technical product.

• It follows the Plan-Do-Check-Act idea: plan based on risk, implement controls, monitor and audit, then
improve.

• ISO/IEC 27001 defines the requirements for an ISMS. Organisations can be certified against it.
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Practical example: A hospital's ISMS includes its security policy, risk methodology, risk register, Statement of
Applicability, internal audit programme, management reviews and corrective-action log, all of it reviewed and
improved each year.

Why this matters: Interviewers want to hear that security is managed as an ongoing business process with
leadership involvement, not as a one-off project.

Q4. What are the four themes of Annex A in ISO/IEC 27001:2022, and how many
controls are there?
Basic

ISO/IEC 27001:2022 Annex A has 93 controls in four themes:

• Organizational controls (clause 5): 37 controls, such as policies, roles, threat intelligence, supplier
security and cloud services.

• People controls (clause 6): 8 controls, such as screening, awareness and remote working.

• Physical controls (clause 7): 14 controls, such as secure areas, physical security monitoring and
equipment.

• Technological controls (clause 8): 34 controls, such as access, logging, secure coding and data
masking.

The 2013 version had 114 controls in 14 domains. Many were merged, and 11 new controls were added.

Practical example: When converting an old SoA, the former 'A.12.4.1 Event logging' maps to the 2022 control
8.15 Logging, and 'A.9.2.6 Removal of access rights' maps into 5.18 Access rights.

Why this matters: This is one of the most commonly asked ISO questions and shows you are current with the
2022 revision.

Q5. What are the 11 new controls added in ISO/IEC 27001:2022?
Basic

• 5.7 Threat intelligence.

• 5.23 Information security for use of cloud services.

• 5.30 ICT readiness for business continuity.

• 7.4 Physical security monitoring.

• 8.9 Configuration management.

• 8.10 Information deletion.

• 8.11 Data masking.

• 8.12 Data leakage prevention.

• 8.16 Monitoring activities.

• 8.23 Web filtering.

• 8.28 Secure coding.

Practical example: For 8.28 Secure coding, a SaaS company shows its secure-coding standard, peer review
rules, static code analysis in the CI pipeline and developer training records as evidence.

Why this matters: These controls reflect the modern threat landscape (cloud, data leakage, threat intelligence)
and are where auditors look closely during transition and surveillance audits.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 41

Q6. A small startup asks you whether it 'needs' ISO 27001. How do you advise them?
Basic · Scenario

• ISO 27001 is voluntary unless a customer, contract or regulator requires it. Ask what is driving the
question.

• Look at the market: enterprise and healthcare customers, and many buyers in the UAE, Europe and
India, often ask for it. US customers often prefer SOC 2.

• Consider the effort: scope, policies, risk assessment, controls, internal audit and certification fees, plus
ongoing surveillance audits.

• Suggest a phased path: start with a gap assessment and basic controls, keep the scope focused on the
product customers buy, then certify when sales need it.

• Explain the benefits beyond the certificate: fewer questionnaires and better-organised security.

Practical example: A 25-person health-tech startup is losing UAE hospital tenders without a certificate. They
scope ISO 27001 to their SaaS platform, use a GRC tool to speed up evidence, and certify within about 9 months.

Why this matters: Good GRC advice is proportionate and tied to business goals. Recommending certification
without understanding the driver wastes money.

Q7. What are the main clauses (4–10) of ISO 27001?
Intermediate

• Clause 4 – Context of the organisation: internal/external issues, interested parties, ISMS scope.

• Clause 5 – Leadership: top management commitment, information security policy, roles and
responsibilities.

• Clause 6 – Planning: risk assessment, risk treatment, Statement of Applicability, security objectives,
planning of changes.

• Clause 7 – Support: resources, competence, awareness, communication, documented information.

• Clause 8 – Operation: operational planning and control, performing risk assessments and treatment.

• Clause 9 – Performance evaluation: monitoring and measurement, internal audit, management review.

• Clause 10 – Improvement: continual improvement, nonconformity and corrective action.

Clauses 1–3 cover scope, normative references and terms and definitions.

Practical example: Clause 6 drives the risk assessment and SoA, clause 8 is where the risk treatment plan is
actually executed, and clause 9 is where the internal audit and management review prove the ISMS works.

Why this matters: Certification auditors assess against clauses 4–10 first. Many first-time certifications fail on
management system elements, not technical controls.

Q8. How is Annex A structured in ISO 27001:2022?
Intermediate

Annex A of the 2022 version contains 93 controls grouped into four themes:

• Organisational controls (37)

• People controls (8)

• Physical controls (14)

• Technological controls (34)

The 2013 version had 114 controls in 14 domains. The 2022 update merged many controls and added 11
new ones, including threat intelligence, information security for use of cloud services, ICT readiness for
business continuity, data masking, data leakage prevention, web filtering and secure coding.
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ISO/IEC 27002:2022 gives implementation guidance for each control and introduces attributes (e.g. control
type, security properties, cybersecurity concepts) for filtering and mapping.

Practical example: Threat intelligence (5.7) sits in the Organizational theme, screening (6.1) in People, physical
security monitoring (7.4) in Physical, and data masking (8.11) in Technological.

Why this matters: Knowing the 2022 structure shows you are current — the transition period from the 2013
version has ended.

Q9. What is the difference between ISO 27001 and ISO 27002?
Intermediate

• ISO/IEC 27001 contains the requirements for an ISMS. Organisations are certified against it ('shall'
statements).

• ISO/IEC 27002 is a code of practice giving guidance on implementing security controls. Organisations are
not certified against it.

Annex A of 27001 lists the controls by name and short description; 27002 explains the purpose and
implementation guidance for each.

Practical example: 27001 says you must select controls based on risk and justify them in the SoA; 27002
explains how to implement control 8.15 Logging, such as what events to log and how to protect logs.

Why this matters: Mixing these up is a common mistake in interviews. The distinction is simple but important.

Q10. Describe the ISO 27001 certification process.
Intermediate

1. Define scope and implement the ISMS (risk assessment, SoA, policies, controls, internal audit,
management review).

2. Stage 1 audit: the certification body reviews documentation and readiness.

3. Stage 2 audit: assesses whether the ISMS is implemented and operating effectively.

4. Address any nonconformities (major nonconformities must be resolved before certification).

5. Certificate issued, typically valid for three years.

6. Surveillance audits during the cycle (usually annually), then a recertification audit before expiry.

Practical example: Stage 1 in January (documentation review finds the SoA lacks justifications), Stage 2 in
March (on-site evidence testing), certificate issued in April, surveillance audits in years 2 and 3, recertification in
year 3.

Why this matters: Interviewers want to know you have lived through — or can run — a certification cycle end to
end.

Q11. How do internal audit and management review work in an ISMS?
Intermediate

• Internal audit (Clause 9.2): planned audits, at defined intervals, to check the ISMS conforms to the
organisation's own requirements and the standard and is effectively implemented. Auditors must be
objective and impartial (they should not audit their own work).

• Management review (Clause 9.3): top management reviews the ISMS at planned intervals. Inputs
include status of previous actions, changes in context, performance and audit results, feedback from
interested parties, risk assessment results and improvement opportunities. Outputs are decisions on
improvement and changes.

Both must be documented and are always checked during certification audits.
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Practical example: The internal audit programme covers all clauses and relevant Annex A controls over the
cycle. Findings feed the management review, where top management decides on resources and changes, with
minutes kept as evidence.

Why this matters: These two activities prove that leadership oversees the ISMS and that it improves over time
— the heart of a management system.

Q12. What changed in the ISO 27001 clauses in 2022, and what did Amendment 1:2024
add?
Intermediate

Clause changes in 2022 were modest but important:

• 4.2: requirements of interested parties that will be addressed through the ISMS must be determined.

• 4.4: processes needed and their interactions must be determined.

• 6.2: information security objectives must be monitored.

• 6.3 (new): planning of changes to the ISMS.

• 8.1: criteria for processes and control of externally provided processes, products or services.

Amendment 1:2024 added climate action changes: in clause 4.1, the organisation must determine whether
climate change is a relevant issue, and in 4.2 that interested parties can have climate-related requirements.

Practical example: During a surveillance audit, the auditor asks to see how the company decided whether
climate change is relevant to its ISMS. The context document records that flood risk to the primary data centre
was considered and is addressed in business continuity planning.

Why this matters: Auditors check these clause-level changes, not just Annex A. Knowing the climate
amendment shows you follow the standard closely.

Q13. What are control attributes in ISO/IEC 27002:2022, and how are they useful?
Intermediate

ISO/IEC 27002:2022 tags each control with five attributes so you can filter and view controls in different
ways:

• Control type: preventive, detective, corrective.

• Information security properties: confidentiality, integrity, availability.

• Cybersecurity concepts: identify, protect, detect, respond, recover (aligned to the NIST CSF functions).

• Operational capabilities: such as governance, asset management, identity and access management.

• Security domains: governance and ecosystem, protection, defence, resilience.

Organisations can also create their own attributes.

Practical example: Filtering the SoA by the 'detect' concept shows only a handful of implemented detective
controls for cloud services, which justifies a project to add cloud security posture monitoring.

Why this matters: Attributes make it easier to map ISO controls to other frameworks and to report coverage, for
example 'do we have enough detective controls?'.

Q14. How do you define the scope of an ISMS?
Intermediate

Clause 4.3 requires a documented scope that considers internal and external issues (4.1), interested parties'
requirements (4.2) and interfaces and dependencies with other organisations.

• Define it in business terms: services, locations, teams, systems and data.
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• Be clear about interfaces: what is outside scope and how it connects (for example, an outsourced data
centre or a group IT function).

• Exclusions must not undermine the ISMS. You cannot exclude a team that has full access to in-scope
data.

• Make it match what customers think they are buying. A scope that is too narrow can mislead them and
will be challenged.

Practical example: 'The ISMS covers the development, operation and support of the cloud-based revenue-cycle
platform, delivered from the Bengaluru and Dubai offices, including supporting HR, IT and supplier management
processes.'

Why this matters: Scope decides the cost of the ISMS and the value of the certificate. Customers increasingly
read the scope statement closely.

Q15. What is the information security risk treatment plan, and how does it link to the
SoA?
Intermediate

Clause 6.1.3 requires the organisation to select risk treatment options, determine the necessary controls,
compare them with Annex A, produce a Statement of Applicability and formulate a risk treatment plan.

• The risk treatment plan lists the actions to treat each risk, with owners, resources and timelines.

• Risk owners must approve the plan and accept the residual risks.

• The SoA lists all necessary controls, the justification for including them, whether they are implemented,
and justification for excluding any Annex A controls.

So the chain is: risk assessment → treatment decision → controls → SoA and treatment plan →
implementation (clause 8.3).

Practical example: Risk R-07 'Data loss from lost laptops' is treated with 8.1 User endpoint devices and 8.24
Use of cryptography. The plan sets an encryption rollout by Q2, owned by the IT manager, and the SoA marks
both controls 'implemented' once the rollout is verified.

Why this matters: Auditors trace this chain. A control in the SoA with no link to a risk, or a high risk with no
treatment, is a common nonconformity.

Q16. During the Stage 1 audit, the auditor says your risk assessment does not cover
cloud services. What do you do before Stage 2?
Intermediate · Scenario

• Accept the observation and understand what the auditor expects (risk identification for cloud services,
clause 6.1.2, and control 5.23).

• Update the risk assessment to include each cloud service in scope: data stored, shared responsibility,
provider assurance and exit risks.

• Decide treatments and update the SoA and risk treatment plan.

• Implement or evidence the cloud controls: provider due diligence, configuration baselines, monitoring.

• Get risk owner approval and keep the records ready for Stage 2.

Stage 1 findings are meant to be fixed before Stage 2, so this is normal and manageable.

Practical example: The team adds risks for its main cloud platform, its SaaS email and its backup provider,
reviews each provider's ISO 27001 and SOC 2 reports, and documents customer-side responsibilities. Stage 2
goes ahead with no nonconformity on cloud.
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Why this matters: Stage 1 identifies readiness gaps. Showing that you can close them quickly and properly
gives the auditor confidence in the ISMS.

Q17. An auditor raises a minor nonconformity for a missing document approval. How
do you handle the corrective action?
Intermediate · Scenario

1. Correction: fix the immediate problem (get the document approved and published).

2. Root cause: why was it missed? For example, the document management process has no approval step
or reminder.

3. Corrective action: change the process so it does not recur, such as a mandatory approval workflow.

4. Check other documents for the same problem (extent of condition).

5. Submit the corrective action plan within the certification body's timeframe and keep evidence.

6. Verify effectiveness later. The auditor will check at the next audit.

Practical example: The supplier security policy was never formally approved. The fix approves it, adds an
approval step to the document workflow, and a check of all 18 policies finds two more unapproved ones, which
are approved within a week.

Why this matters: ISO 27001 clause 10.2 requires correction, root cause and corrective action. A plan that only
fixes the one document will be challenged.

Q18. Your company is moving to a new office and a new cloud provider during the
certification cycle. What ISO 27001 actions are needed?
Intermediate · Scenario

• Clause 6.3 (planning of changes): plan the changes to the ISMS in a controlled way.

• Update the risk assessment for the new site and the new provider, and update the SoA if controls
change.

• Apply physical security controls to the new office (clause 7 controls) and supplier/cloud controls
(5.19–5.23) to the new provider.

• Update the scope statement if locations or services change, and inform the certification body, which may
need to audit the new site.

• Update business continuity plans and asset inventory.

Practical example: The certification body is told 2 months in advance. A short special audit of the new office is
added to the next surveillance visit, and the cloud migration is tracked as a change with its own risk assessment
and sign-off.

Why this matters: Changes are where controls break. Certification bodies expect to be told about significant
changes and to see that they were managed through the ISMS.

Q19. The auditor asks how you decided which Annex A controls are not applicable.
What evidence do you show?
Intermediate · Scenario

• The SoA with a justification for each exclusion, linked to the scope and the risk assessment.

• The risk assessment results showing no risk that the control would treat, or that the risk is treated in
another way.

• Context evidence, such as 'no physical office' or 'no in-house software development', backed by facts
(lease documents, organisation chart).

• Records that the risk owners and top management approved the SoA.
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Note that a control can still apply partly through a supplier (for example the cloud provider's data centre).
Then you manage it through supplier controls rather than excluding it.

Practical example: The company excluded 8.28 Secure coding because 'we buy software'. The auditor finds it
customises its CRM with scripts. The control is reinstated in the SoA with a lightweight secure scripting standard
and peer review.

Why this matters: Exclusions are a classic audit focus because an unjustified exclusion can hide a real gap.

Q20. What is the difference between a major and a minor nonconformity?
Advanced

• Major nonconformity: a requirement is not met in a way that raises significant doubt about the ISMS
achieving its intended outcomes — e.g. no internal audit performed, no management review, or a
systemic failure of a control area.

• Minor nonconformity: a single or occasional lapse that does not undermine the system as a whole —
e.g. one missed access review.

• Opportunity for improvement / observation: not a nonconformity, but a suggestion.

Corrective action should address root cause, and its effectiveness is checked in a later audit.

Practical example: Major: no internal audit has ever been performed (clause 9.2 not implemented). Minor: one of
20 sampled leavers kept access for 10 days beyond policy.

Why this matters: How you respond to nonconformities (root cause and corrective action) is itself an ISMS
requirement in Clause 10.

Q21. How does ISO/IEC 27001 integrate with other management systems such as ISO
9001, ISO 22301, ISO/IEC 27701 and ISO/IEC 42001?
Advanced

All of these use the ISO harmonised structure (clauses 4–10 with common text), so they can share one
integrated management system:

• Common processes: context, leadership, document control, internal audit, management review and
corrective action.

• ISO 22301 (business continuity) links to 27001 controls 5.29 and 5.30.

• ISO/IEC 27701 adds privacy information management (PII controller and processor requirements) on top
of information security.

• ISO/IEC 42001 (AI management system) uses the same structure for governing AI.

• Integrated audits by the certification body can reduce audit days and duplicate work.

Practical example: A health-tech company runs one integrated management review covering ISO 27001, ISO
22301 and ISO 42001. It shares one internal audit programme and one corrective-action log, and its certification
body audits all three together.

Why this matters: Organisations rarely want separate management systems. Integration saves money and gives
leadership one view.

Q22. How do you measure the effectiveness of an ISMS (clause 9.1)?
Advanced

Clause 9.1 requires you to decide what to monitor and measure, the methods, when, who analyses it and
how results are evaluated.
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• Measure both the ISMS processes and the controls: objectives achieved, risk treatment progress,
audit results, incidents, control KPIs.

• Link metrics to information security objectives (clause 6.2), which must be measurable where practicable.

• Keep documented evidence of results and analysis, and use them in management review.

• Avoid measuring only activity (number of trainings). Include outcomes (phishing report rate, time to
revoke access).

Practical example: Objective: 'Reduce critical vulnerabilities older than 30 days to zero by Q4.' The metric is
tracked monthly, reviewed at management review, and a missed target in Q3 triggers extra patching resources.

Why this matters: Auditors frequently raise nonconformities under 9.1 when organisations collect data but never
analyse it or act on it.

Q23. Top management has not attended a management review in a year. Why is this a
problem and how do you fix it?
Advanced · Scenario

• Clause 5.1 (leadership and commitment) and clause 9.3 (management review) require top management
to direct and review the ISMS. Without them, it is likely to be a major nonconformity.

• Find out why: meetings too long, too technical or badly timed.

• Redesign the review: a short pack covering the 9.3 inputs (status of actions, changes, performance,
feedback, risk results, improvement opportunities), with clear decisions needed.

• Combine it with an existing leadership meeting if possible.

• Record minutes with decisions and actions, which is the evidence auditors want.

Practical example: The management review is moved into the quarterly executive meeting as a 30-minute item
with a 5-page pack. The CEO approves two resource requests, and the minutes become clean evidence for the
next surveillance audit.

Why this matters: Leadership involvement is the heart of an ISMS. A certification body will treat its absence as a
failure of the management system, not a paperwork issue.

Q24. An auditor samples 5 leavers and finds one still had access 3 weeks after
leaving. Is this a major or minor nonconformity, and what would you argue?
Advanced · Scenario

• A single isolated failure where the process exists and generally works is usually a minor nonconformity. It
becomes major if the control is missing entirely, failing systematically, or has led to a serious incident.

• Provide context with evidence: the leaver process, the other samples that passed, and whether the
account was actually used after the leave date (check logs).

• Do not argue the facts if they are correct. Explain the root cause and corrective action.

• Look for the extent of the problem: run a full reconciliation of all leavers against active accounts.

Practical example: Logs show the account was never used after the leave date, and the other 4 samples were
removed within a day. The full reconciliation finds one more case, both are fixed, and the auditor records a minor
nonconformity with the corrective action accepted.

Why this matters: Understanding how auditors grade nonconformities helps you respond professionally and
protect the certificate without being defensive.
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NIST CSF 2.0 & SP 800-53
The NIST Cybersecurity Framework 2.0, the SP 800-53 control catalogue and the Risk Management
Framework.

Q1. What is the NIST Cybersecurity Framework (CSF) 2.0?
Basic

NIST CSF 2.0, released in February 2024, is a voluntary framework that helps organisations of any size or
sector understand, assess, prioritise and communicate cybersecurity risk.

• It is outcome-based: it says what to achieve, not exactly how.

• Version 2.0 broadened the scope beyond critical infrastructure to all organisations.

• Its core is organised into Functions, Categories and Subcategories, supported by implementation
examples and informative references to other standards.

Practical example: A mid-sized US hospital uses CSF 2.0 to describe its current and target security posture to
the board, then picks specific controls from CIS Controls and HIPAA to close the gaps.

Why this matters: CSF is a common language for boards and technical teams, and is widely used to structure
security programmes and maturity assessments worldwide.

Q2. What are the six functions of NIST CSF 2.0?
Basic

• Govern (GV): establish and monitor the organisation's cybersecurity risk management strategy,
expectations and policy. New in 2.0.

• Identify (ID): understand current cybersecurity risks — assets, risk assessment, improvement.

• Protect (PR): safeguards to manage risk — identity and access, awareness, data security, platform
security, resilience.

• Detect (DE): find and analyse possible attacks and compromises.

• Respond (RS): take action on a detected incident.

• Recover (RC): restore assets and operations affected by an incident.

Govern sits at the centre, informing how the other five are implemented.

Practical example: Govern: the board approves the cyber strategy. Identify: asset inventory. Protect: MFA.
Detect: SIEM alerts. Respond: incident playbooks. Recover: restoring from backups and communicating with
stakeholders.

Why this matters: Expect this question for almost any GRC role — and mentioning that Govern is new in 2.0
shows you are up to date.

Q3. What are the three parts of NIST CSF 2.0 (Core, Profiles, Tiers)?
Basic

• The CSF Core: a hierarchy of cybersecurity outcomes arranged as Functions (6), Categories and
Subcategories.

• CSF Organizational Profiles: a description of an organisation's current and/or target posture in terms of
Core outcomes, used to find and prioritise gaps.

• CSF Tiers: a way to describe how rigorous the organisation's cybersecurity risk governance and
management practices are, from Tier 1 (Partial) to Tier 4 (Adaptive).

NIST also publishes supporting online resources such as Implementation Examples, Informative References
and Quick Start Guides.
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Practical example: A company records its current profile for PR.AA (identity management, authentication and
access control) as partially achieved, sets a target of fully achieved, places itself at Tier 2 overall and aims for Tier
3 within 18 months.

Why this matters: Knowing how the parts fit together lets you use the CSF practically, for assessment and
roadmap planning, not just as a list of functions.

Q4. What does a CSF subcategory identifier like PR.AA-01 mean?
Basic

• The first part is the Function (PR = Protect).

• The second part is the Category (AA = Identity Management, Authentication, and Access Control).

• The number is the specific Subcategory outcome (01 = identities and credentials for authorised users,
services and hardware are managed by the organisation).

CSF 2.0 reorganised many categories compared with 1.1. For example, the old PR.AC was replaced by
PR.AA, and the supply chain category moved under Govern as GV.SC.

Practical example: A gap report lists 'PR.AA-03: Users, services, and hardware are authenticated, not met for
service accounts' and links it to a project to vault and rotate service-account credentials.

Why this matters: Using identifiers precisely makes mapping, gap assessments and evidence tracking much
clearer.

Q5. What are the categories under the Govern function in CSF 2.0?
Basic

• GV.OC Organizational Context: mission, stakeholder expectations and legal and regulatory
requirements.

• GV.RM Risk Management Strategy: priorities, constraints, risk appetite and tolerance statements.

• GV.RR Roles, Responsibilities, and Authorities: accountability, including leadership's.

• GV.PO Policy: establishing, communicating and enforcing cybersecurity policy.

• GV.OV Oversight: results of risk management activities are used to inform and adjust strategy.

• GV.SC Cybersecurity Supply Chain Risk Management.

Practical example: For GV.RM, the company documents a board-approved risk appetite statement. For GV.OV,
the risk committee reviews KRI results each quarter and changes priorities when ransomware readiness falls
behind.

Why this matters: Govern is the biggest change in CSF 2.0 and is where GRC professionals add most value, so
interviewers often ask about it in detail.

Q6. An executive asks what the six CSF functions mean for their department. How do
you explain it simply?
Basic · Scenario

• Use their world, not framework language. For a clinic operations director, for example:

• Govern: who decides how much cyber risk the clinics can take, and who is accountable.

• Identify: knowing which systems and data the clinics rely on, and what could go wrong.

• Protect: the safeguards, such as logins with MFA, trained staff and backups.

• Detect: noticing quickly when something is wrong.

• Respond: what the clinic does in the first hours of an incident.

• Recover: getting back to normal, such as restoring systems and catching up on records.
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Then give one concrete action their department owns under each function.

Practical example: For the clinic director, Respond means 'switch to paper downtime forms and call the IT
hotline', and Recover means 'enter paper records into the EHR within 24 hours of restoration'. Both are added to
the clinic's own checklist.

Why this matters: Translating frameworks into business terms is how GRC professionals win support from
non-technical leaders.

Q7. What does the Govern function add in CSF 2.0?
Intermediate

Govern elevates cybersecurity governance to a top-level function. Its categories cover:

• Organisational context (mission, stakeholders, legal and regulatory requirements).

• Risk management strategy (priorities, appetite, tolerance).

• Roles, responsibilities and authorities.

• Policy.

• Oversight (reviewing and adjusting the strategy).

• Cybersecurity supply chain risk management.

It reflects the view that cybersecurity is an enterprise risk that leadership must direct, not just an IT activity.

Practical example: Under GV.SC, a company formally defines supplier security requirements and contract
clauses, something that sat loosely under Identify in CSF 1.1 and now has explicit governance ownership.

Why this matters: This aligns NIST with how modern GRC functions operate, and with the governance focus of
ISO 27001 and regulators.

Q8. What are CSF Profiles and Tiers?
Intermediate

• Profiles: a Current Profile describes the outcomes an organisation is achieving today; a Target Profile
describes the outcomes it wants to achieve. The gap between them drives an action plan. Community
Profiles are shared baselines for a sector or use case.

• Tiers: describe the rigour of cybersecurity risk governance and management — Tier 1 Partial, Tier 2 Risk
Informed, Tier 3 Repeatable, Tier 4 Adaptive.

Tiers are not a maturity certification; organisations choose the tier that fits their risk and resources.

Practical example: A current profile shows DE.CM (continuous monitoring) only partly achieved. The target
profile for next year raises it to a fully achieved outcome, and the gap becomes a funded project. Tier 2 → Tier 3
shows the move to repeatable, policy-driven practice.

Why this matters: Current vs Target Profile is a practical way to build and justify a security roadmap.

Q9. What is NIST SP 800-53?
Intermediate

NIST Special Publication 800-53 (currently Revision 5) is a comprehensive catalogue of security and privacy
controls for information systems and organisations.

• It contains 20 control families, e.g. Access Control (AC), Audit and Accountability (AU), Configuration
Management (CM), Contingency Planning (CP), Incident Response (IR), Risk Assessment (RA), System
and Communications Protection (SC), and Supply Chain Risk Management (SR), which was added in
Rev 5.
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• Rev 5 integrated privacy controls into the catalogue and made controls more outcome-focused so they
can be used by any organisation, not only US federal agencies.

• Control baselines (Low, Moderate, High, plus a privacy baseline) are published separately in SP
800-53B.

It is mandatory for US federal systems and is the basis of programmes such as FedRAMP; many private
organisations use it as a detailed control reference.

Practical example: A US federal contractor selects the Moderate baseline from SP 800-53B, tailors controls
such as AC-2 (account management) and documents the implementation in its system security plan.

Why this matters: 800-53 is the most detailed public control catalogue — useful for control design even where it
is not mandatory.

Q10. How does NIST CSF differ from NIST SP 800-53?
Intermediate

• CSF is a high-level, outcome-based framework for managing and communicating cybersecurity risk. It is
concise and voluntary.

• SP 800-53 is a detailed catalogue of specific security and privacy controls and enhancements.

• They are complementary: CSF says what outcomes to achieve; 800-53 provides detailed controls that
can achieve them. NIST publishes mappings between the two.

Practical example: CSF says 'identities and credentials are managed' (outcome). SP 800-53 says exactly what
to implement, such as IA-2(1) multi-factor authentication to privileged accounts (control).

Why this matters: Showing that you know which tool fits which audience (board vs control owners) is a mark of a
senior practitioner.

Q11. Which other NIST publications are useful for GRC professionals?
Intermediate

• SP 800-30: guide for conducting risk assessments.

• SP 800-37: Risk Management Framework.

• SP 800-61: computer security incident handling guide (Revision 3 aligns incident response with CSF 2.0).

• SP 800-34: contingency planning guide for information systems.

• SP 800-161: cybersecurity supply chain risk management.

• SP 800-171: protecting Controlled Unclassified Information in non-federal systems.

• NIST Privacy Framework: a companion to the CSF for privacy risk.

Practical example: Use SP 800-30 to run the risk assessment, SP 800-61 to structure the incident response
plan, SP 800-34 for contingency planning and SP 800-161 when assessing software supply chain risk.

Why this matters: Referencing the right guidance for a specific problem shows depth beyond the headline
frameworks.

Q12. What are CSF Implementation Tiers, and are they a maturity model?
Intermediate

• Tier 1 Partial: ad hoc, reactive cybersecurity risk management.

• Tier 2 Risk Informed: practices approved by management but not organisation-wide policy.

• Tier 3 Repeatable: formally approved, expressed as policy and regularly updated.

• Tier 4 Adaptive: adapts based on lessons learned and predictive indicators, and is part of the
organisational culture.
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NIST says Tiers describe the rigour of risk governance and management practices. They are not meant as a
strict maturity model for every subcategory, and not every organisation needs Tier 4. Many organisations still
use them, or their own scale, to express maturity.

Practical example: A regional clinic group targets Tier 3 because its risk is significant but its resources are
limited. A national bank targets Tier 4 for its threat intelligence and response practices.

Why this matters: Interviewers check you do not over-claim what the Tiers mean and that you choose a target
level based on risk and resources.

Q13. How do you perform a NIST CSF 2.0 gap assessment?
Intermediate

1. Agree scope and objectives with sponsors (whole enterprise or a business unit).

2. Select the relevant subcategories and consider using a Community Profile for your sector.

3. Collect evidence through interviews, documents and technical data for each outcome.

4. Rate the current state with a consistent scale and record it in a current profile.

5. Agree the target profile with leadership, based on risk, regulation and appetite.

6. Analyse and prioritise the gaps, then build an action plan with owners, cost and timing.

7. Reassess periodically to track progress.

Practical example: The assessment rates 106 subcategories. The biggest gaps are GV.SC (no supplier security
requirements) and RC.RP (recovery plans not tested). These become the top two roadmap items, with a board
update every quarter.

Why this matters: A CSF assessment is one of the most common GRC deliverables. A structured method
makes results defensible and repeatable.

Q14. What are the SP 800-53 control families, and what are control enhancements?
Intermediate

SP 800-53 Rev. 5 groups controls into 20 families, such as AC (Access Control), AU (Audit and
Accountability), CM (Configuration Management), IR (Incident Response), RA (Risk Assessment), SC
(System and Communications Protection), SR (Supply Chain Risk Management) and PT (PII Processing and
Transparency).

• A base control states the main requirement (for example AC-2 Account Management).

• Control enhancements add strength or capability, shown in brackets, such as AC-2(1) Automated System
Account Management.

• Baselines (Low, Moderate, High and a Privacy baseline) are published in SP 800-53B.

• Rev. 5 made controls outcome-based and integrated privacy and supply chain controls into the main
catalogue.

Practical example: A SaaS vendor pursuing FedRAMP Moderate maps its existing ISO 27001 controls to the
Moderate baseline and finds it needs extra enhancements in AU (audit log review automation) and CM (baseline
configuration).

Why this matters: Federal, defence and many regulated organisations specify requirements in 800-53 terms, so
you need to read and map them confidently.
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Q15. What is FIPS 199 security categorisation?
Intermediate

FIPS 199 categorises information and systems by the potential impact (Low, Moderate, High) of a loss of
confidentiality, integrity or availability.

• Each information type gets a rating for C, I and A.

• The system's overall category is usually the highest rating across them (the high-water mark).

• SP 800-60 helps map information types to provisional impact levels.

• The category drives which SP 800-53B baseline applies in the RMF Select step.

Practical example: A benefits system holds personal health information: confidentiality Moderate, integrity
Moderate, availability Low. The overall categorisation is Moderate, so the Moderate baseline applies.

Why this matters: Categorisation sets the scale of the control effort. Getting it wrong either wastes money or
leaves a system under-protected.

Q16. Leadership asks you to 'implement NIST CSF' in a company that already has ISO
27001. What do you advise?
Intermediate · Scenario

• Do not create a second programme. Use the CSF as a lens and communication tool on top of the existing
ISMS.

• Map the CSF subcategories to your ISO 27001 Annex A controls and SoA (NIST provides informative
references to help).

• Use CSF profiles to show current versus target posture to the board, especially for Govern, Detect,
Respond and Recover.

• Close the gaps the mapping reveals, often in supply chain governance, continuous monitoring and
recovery testing.

• Report using CSF functions if leadership finds that clearer, while keeping ISO certification evidence in the
ISMS.

Practical example: The mapping shows ISO coverage for most Protect outcomes but weak evidence for RC.RP
(executing recovery plans). The company adds annual full-recovery exercises and reports progress to the board
using a one-page CSF profile.

Why this matters: Avoiding duplication saves money and keeps one source of truth, while gaining the CSF's
strength in board communication.

Q17. A US customer asks you to show your posture against NIST CSF 2.0 in two
weeks. How do you respond?
Intermediate · Scenario

• Clarify what they need: a self-assessment, a mapping, or evidence for specific outcomes.

• Use an existing mapping from your current framework (ISO 27001 or SOC 2) to the CSF to produce a
profile quickly.

• Be honest about partial areas and include planned improvements with dates.

• Provide supporting evidence such as certificates and SOC 2 reports instead of raw internal documents.

• Keep the result as a reusable asset for other customers.

Practical example: Within 8 days the team sends a 6-page CSF 2.0 profile summary built from its SOC 2
controls mapping, flags two partially met outcomes with remediation dates, and attaches the SOC 2 Type II report
under NDA.
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Why this matters: Customers increasingly use the CSF as a common language. A quick, honest and reusable
response builds trust and saves future effort.

Q18. You need to choose a framework for a 200-person healthcare startup with no
security programme. NIST CSF, ISO 27001 or CIS Controls?
Intermediate · Scenario

• Start from the drivers: customers, regulations (HIPAA in the US, local health rules in the UAE), and
what buyers ask for.

• CIS Controls (with their Implementation Groups) give a practical, prioritised technical starting point for a
small team.

• NIST CSF 2.0 gives a business-friendly structure and board language, plus the Govern function.

• ISO 27001 gives a certifiable management system that customers recognise, especially outside the US.

• A common answer: use CIS IG1 for quick wins, CSF to structure and report, and plan ISO 27001 (or
SOC 2) when sales require it.

There is no single correct answer. Interviewers want your reasoning.

Practical example: The startup applies CIS IG1 in the first 6 months (inventory, MFA, backups, patching),
reports progress to the board as a CSF profile, and starts ISO 27001 in year two when it bids for UAE hospital
contracts.

Why this matters: Framework selection questions test judgement, not memory. Linking the choice to business
drivers is what matters.

Q19. What are the steps of the NIST Risk Management Framework (RMF)?
Advanced

The RMF (NIST SP 800-37 Rev 2) has seven steps:

1. Prepare: establish context and priorities at organisation and system level.

2. Categorise: determine system impact level based on the information processed (using FIPS 199 / SP
800-60).

3. Select: choose and tailor controls from SP 800-53.

4. Implement: put controls in place and document them.

5. Assess: determine whether controls are implemented correctly and producing the desired outcome.

6. Authorise: a senior official accepts the residual risk and authorises the system to operate (ATO).

7. Monitor: continuously monitor controls, changes and risk.

Practical example: For a new claims-processing system: Prepare, Categorize (Moderate under FIPS 199),
Select the baseline, Implement, Assess with an independent assessor, Authorize (ATO signed by the authorising
official), Monitor continuously.

Why this matters: RMF illustrates the full lifecycle from categorisation to continuous monitoring — a useful
model even outside government.

Q20. How do NIST SP 800-171 and CMMC relate, and why might they matter outside
the US?
Advanced

• SP 800-171 sets security requirements for protecting Controlled Unclassified Information (CUI) in
non-federal systems. Revision 3 was published in 2024.

• The US Department of Defense's CMMC programme uses SP 800-171 as the basis for its assessment
levels for defence contractors.
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• Outside the US, these matter for companies in the defence supply chain or those serving US government
clients, including subsidiaries in the Middle East and India.

• They also offer a useful, well-structured control set for protecting sensitive data in general.

Practical example: An engineering firm in Abu Dhabi supplying parts to a US defence prime is told it must meet
SP 800-171 requirements and prepare for a CMMC assessment before the next contract renewal.

Why this matters: Multinational employers often have US federal or defence customers. Knowing where these
requirements come from helps you scope programmes correctly.

Q21. How does the NIST AI Risk Management Framework (AI RMF) relate to the CSF?
Advanced

The NIST AI RMF 1.0 (2023) is a voluntary framework for managing risks of AI systems. It has four functions:

• Govern: culture, policies, accountability for AI risk.

• Map: understand the context and identify risks of an AI system.

• Measure: analyse, assess and track AI risks (accuracy, bias, robustness, security).

• Manage: prioritise and act on risks.

It complements the CSF. The CSF addresses cybersecurity outcomes, while the AI RMF covers wider
trustworthiness issues such as fairness, transparency and safety. NIST has also published a Generative AI
profile for the AI RMF.

Practical example: Before deploying an AI tool that summarises clinical notes, the governance group uses the
Map function to identify risks such as inaccurate summaries, then Measure to test error rates on sample notes
before approving a limited pilot.

Why this matters: AI governance roles are growing quickly. Showing you can connect cyber frameworks with AI
risk frameworks is valuable in interviews.

Q22. What is continuous monitoring in the RMF, and how is it different from a
one-time authorisation?
Advanced

• In the RMF Monitor step, controls and risks are monitored on an ongoing basis according to a continuous
monitoring strategy (SP 800-137).

• Monitoring frequency is based on control volatility and risk: automated controls might be checked
daily, policies yearly.

• Results feed ongoing authorisation decisions, so the authorising official sees current risk instead of a
3-year-old assessment.

• It requires good asset data, automation and clear thresholds for when changes trigger reassessment.

Practical example: Instead of reassessing every 3 years, an agency's system has vulnerability, configuration
and account data fed into a dashboard weekly. A significant configuration drift triggers a targeted reassessment
rather than waiting for the next cycle.

Why this matters: Point-in-time compliance quickly goes stale. Continuous monitoring is where modern GRC
(and CCM tools) is heading.

Q23. The authorising official refuses to sign an ATO because of many open POA&M
items. What do you do?
Advanced · Scenario

• Review the Plan of Action and Milestones (POA&M) with the system owner and prioritise by risk.
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• Close quick wins and get realistic dates and resources for the rest.

• Identify compensating controls that reduce risk while items are open.

• Present a clear risk picture to the authorising official: what is open, the residual risk and the plan.

• Options include a time-limited or conditional authorisation, reduced system scope, or delaying go-live.
The AO decides; GRC makes sure the decision is informed and documented.

Practical example: Of 34 POA&M items, 12 are closed in two weeks and 8 are covered by compensating
monitoring. The AO grants a 6-month authorisation with conditions and a required review of the remaining high
items.

Why this matters: The RMF puts risk acceptance in the hands of the authorising official. GRC supports a
decision that is evidence-based rather than pushing for a signature.

Q24. Your SOC uses NIST SP 800-61, but the new revision aligns incident response to
CSF 2.0. How do you update the programme?
Advanced · Scenario

• Read the new revision (SP 800-61 Rev. 3, finalised in 2025), which describes incident response through
the CSF 2.0 functions rather than the older four-phase lifecycle.

• Map your existing plan and playbooks to the CSF functions: preparation lives largely in Govern,
Identify and Protect, while Detect, Respond and Recover cover the incident itself.

• Check gaps such as governance roles, supplier involvement and lessons-learned feedback into risk
management.

• Update the plan, train the team and test with a tabletop exercise.

• Keep what works. Revision changes are about alignment and integration, not discarding effective
processes.

Practical example: The IR plan update adds a Govern section (decision rights, regulatory notification owners,
supplier contacts) and a feedback step that sends lessons learned into the risk register. It is validated in a
ransomware tabletop exercise with executives.

Why this matters: Keeping incident response aligned with current guidance shows a living programme. Auditors
and customers notice outdated references.
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SOC 2 & PCI DSS
Service organisation assurance reports and the payment card industry security standard.

Q1. What is a SOC 2 report?
Basic

SOC 2 is an attestation report issued by an independent CPA firm under AICPA standards. It reports on a
service organisation's controls relevant to the AICPA Trust Services Criteria:

• Security (the common criteria — always included).

• Availability.

• Processing Integrity.

• Confidentiality.

• Privacy.

The organisation chooses which criteria beyond Security are in scope. SOC 2 is not a certification — it is an
auditor's opinion, and reports are generally restricted to customers and other parties with sufficient
knowledge.

Practical example: A US hospital asks its cloud billing vendor for its SOC 2 Type II report instead of auditing the
vendor itself, and reviews it annually as part of vendor monitoring.

Why this matters: SaaS and healthcare technology vendors are frequently asked for SOC 2 reports by
customers; it is often a requirement to win deals.

Q2. What is the difference between SOC 2 Type I and Type II?
Basic

• Type I: assesses whether controls are suitably designed and implemented as of a specific date.

• Type II: assesses design and operating effectiveness over a period of time (commonly 6 to 12 months;
shorter for a first report).

Type II gives much stronger assurance because the auditor tests samples across the whole period. Many
customers require a Type II.

Practical example: Type I (as of 30 June): the access review control is designed properly. Type II (1 Jan–30
June): the auditor tested samples across six months and found it operated every quarter.

Why this matters: A favourite interview question. It also maps directly to design vs operating effectiveness.

Q3. What is PCI DSS and who must comply?
Basic

The Payment Card Industry Data Security Standard (PCI DSS) is a set of security requirements maintained
by the PCI Security Standards Council. It applies to all entities that store, process or transmit cardholder data
or sensitive authentication data, or that can affect the security of that environment — merchants, processors
and service providers.

• Compliance is enforced contractually through card brands and acquiring banks, not by law (though some
laws reference it).

• The current version is PCI DSS v4.0.1; v3.2.1 was retired in 2024, and requirements that were
'future-dated' in v4.0 became mandatory from 31 March 2025.

• Validation is via a Report on Compliance (ROC) by a Qualified Security Assessor or a Self-Assessment
Questionnaire (SAQ), depending on volume and brand rules.
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Practical example: A clinic that takes card payments for co-pays at the front desk is a merchant and must
comply with PCI DSS. In practice it usually completes a Self-Assessment Questionnaire through its acquiring
bank.

Why this matters: Any organisation that takes card payments has PCI obligations; scope mistakes are one of
the most expensive errors in compliance.

Q4. What are the five Trust Services Criteria categories in SOC 2?
Basic

• Security (the Common Criteria, CC1–CC9): mandatory in every SOC 2.

• Availability: the system is available for operation and use as committed.

• Processing Integrity: processing is complete, valid, accurate, timely and authorised.

• Confidentiality: information designated as confidential is protected.

• Privacy: personal information is collected, used, retained, disclosed and disposed of in line with
commitments.

The criteria come from the AICPA's 2017 Trust Services Criteria, with revised points of focus published in
2022.

Practical example: A cloud EHR vendor includes Security, Availability and Confidentiality in its SOC 2 because
hospital customers care most about uptime and protection of records. It leaves Processing Integrity out for now.

Why this matters: Choosing the right categories shapes the audit scope, cost and value to customers.

Q5. What is the SOC 2 Common Criteria structure (CC1–CC9)?
Basic

• CC1–CC5 follow the COSO internal control components: Control Environment, Communication and
Information, Risk Assessment, Monitoring Activities and Control Activities.

• CC6 Logical and Physical Access Controls.

• CC7 System Operations (including detection and incident response).

• CC8 Change Management.

• CC9 Risk Mitigation (including vendor and business partner risk).

Each criterion has points of focus that help, but they are not a checklist of mandatory requirements.

Practical example: The company maps its quarterly access review to CC6.2/CC6.3, its SIEM alerting to CC7.2,
its CAB process to CC8.1, and its vendor reviews to CC9.2.

Why this matters: Knowing the structure helps you map controls efficiently and understand where an auditor will
look for each topic.

Q6. What is a QSA, an ISA, an ASV and an SAQ in PCI DSS?
Basic

• QSA (Qualified Security Assessor): an independent assessor approved by the PCI Security Standards
Council who performs on-site assessments and signs Reports on Compliance (ROCs).

• ISA (Internal Security Assessor): a trained employee who can perform internal assessments.

• ASV (Approved Scanning Vendor): performs the quarterly external vulnerability scans required by PCI
DSS.

• SAQ (Self-Assessment Questionnaire): a self-assessment for eligible merchants and service
providers, with different types (A, A-EP, B, C, D and others) depending on how cards are accepted.
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Which validation is required depends on the merchant level or service provider level set by card brands and
acquirers.

Practical example: A mid-sized merchant validates with an SAQ D signed by an officer, uses an ASV for
quarterly external scans, and its acquirer asks for a QSA-led ROC once transaction volume crosses the next
level.

Why this matters: PCI terminology is used heavily in interviews and real projects. Mixing these up suggests a
lack of hands-on experience.

Q7. A small clinic asks which PCI DSS SAQ applies when it uses a standalone card
terminal at the front desk. How do you guide them?
Basic · Scenario

• Start by documenting how cards are accepted: the type of terminal, how it connects (phone line, IP,
mobile), and whether any card data is stored or written down.

• Standalone terminals often fit SAQ B (or SAQ B-IP for IP-connected devices), if all eligibility criteria are
met.

• Confirm with the acquiring bank, which decides validation requirements.

• Basic controls still apply: inspect terminals for tampering, never keep card numbers on paper, train
staff.

• If cards are also taken over the phone and keyed into a web portal, a different SAQ may apply.

Practical example: The clinic uses one IP-connected terminal approved for PCI and stores no card data. With
the acquirer's confirmation it completes SAQ B-IP and adds a weekly terminal inspection checklist for front-desk
staff.

Why this matters: Small merchants are often over-burdened by choosing the wrong SAQ, or under-protected by
ignoring the eligibility criteria.

Q8. What is the difference between SOC 1, SOC 2 and SOC 3?
Intermediate

• SOC 1: controls relevant to user entities' internal control over financial reporting (e.g. payroll or billing
processors).

• SOC 2: controls relevant to security, availability, processing integrity, confidentiality and privacy. Detailed,
restricted use.

• SOC 3: a general-use summary of a SOC 2 engagement without the detailed control testing — suitable
for public distribution.

Practical example: A payroll processor gives its clients' financial auditors a SOC 1 (it affects financial
statements), gives security teams a SOC 2 under NDA, and posts a SOC 3 seal on its website.

Why this matters: Asking for the right report from a vendor (or providing the right one to customers) saves time
in third-party risk reviews.

Q9. What are the 12 requirements of PCI DSS?
Intermediate

1. Install and maintain network security controls.

2. Apply secure configurations to all system components.

3. Protect stored account data.

4. Protect cardholder data with strong cryptography during transmission over open, public networks.
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5. Protect all systems and networks from malicious software.

6. Develop and maintain secure systems and software.

7. Restrict access to system components and cardholder data by business need to know.

8. Identify users and authenticate access to system components.

9. Restrict physical access to cardholder data.

10. Log and monitor all access to system components and cardholder data.

11. Test security of systems and networks regularly.

12. Support information security with organisational policies and programs.

Practical example: Requirement 3 (protect stored account data) means the e-commerce database must not
keep CVV codes after authorisation and must render PANs unreadable, e.g., by tokenisation.

Why this matters: You do not always need them word for word, but you should know the themes and be able to
place a control within them.

Q10. How can an organisation reduce its PCI DSS scope?
Intermediate

• Network segmentation to isolate the cardholder data environment (CDE) from other systems (validated by
testing).

• Do not store card data unless there is a business need; never store sensitive authentication data (e.g. full
track data, card verification codes, PINs) after authorisation.

• Tokenisation, so internal systems handle tokens instead of primary account numbers (PANs).

• Point-to-point encryption (P2PE) solutions validated by the PCI SSC.

• Outsourcing payment pages to a compliant payment service provider (e.g. hosted payment page or
redirect).

Outsourcing reduces scope but does not remove all responsibility — service provider compliance must be
monitored.

Practical example: An online shop moves to a hosted payment page (iframe/redirect) from its PSP, so card data
never touches its servers. That can reduce it from SAQ D to a much shorter SAQ A, if the eligibility criteria are
met.

Why this matters: Less scope means fewer systems to secure and audit — lower cost and lower risk.

Q11. What are the key changes in PCI DSS v4.0/v4.0.1, and what became mandatory
on 31 March 2025?
Intermediate

PCI DSS v4.0 was published in 2022 and v4.0.1 (a limited revision with clarifications) in 2024. v4.0 was
retired at the end of 2024. Key themes:

• Two ways to validate: the defined approach and the customized approach.

• Targeted risk analyses (12.3.1) to justify the frequency of some activities.

Many requirements were 'future-dated' (best practice until 31 March 2025, then mandatory), including:

• MFA for all access into the cardholder data environment (8.4.2).

• Management of payment page scripts (6.4.3) and change and tamper detection on payment pages
(11.6.1).

• Automated technical controls against phishing (5.4.1) and authenticated internal vulnerability scans
(11.3.1.2).

Always check the current Council documents and FAQs for exact wording.
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Practical example: An e-commerce site implements a script inventory with business justification and integrity
checks for every script on its checkout page (6.4.3), and a tamper-detection tool that alerts on unauthorised page
changes (11.6.1), to counter web-skimming attacks.

Why this matters: Many organisations are still embedding the future-dated requirements. Interviewers expect
you to know what changed and why.

Q12. What is the customized approach in PCI DSS v4.x?
Intermediate

• The defined approach follows each requirement and its testing procedures as written.

• The customized approach lets an entity meet a requirement's stated objective with its own control design,
when it has a mature risk management process.

• The entity must document a controls matrix and a targeted risk analysis for each customized requirement,
and the assessor designs testing procedures.

• Some requirements cannot use the customized approach, and it is not available through self-assessment
questionnaires.

It is not a shortcut. It usually requires more documentation and evidence, not less.

Practical example: A large bank uses a modern continuous authentication and device-trust model instead of a
specific password rule. It documents the control's objective coverage, a targeted risk analysis and testing
evidence, which the QSA validates.

Why this matters: The customized approach is a big conceptual change in PCI DSS and a favourite interview
topic for advanced roles.

Q13. What is a bridge letter (gap letter) in SOC reporting?
Intermediate

A bridge letter is a statement from the service organisation's management covering the period between the
end of the last SOC report and the current date (or the next report).

• It states whether there have been material changes to the system or controls, and whether management
is aware of any control failures.

• It is a management assertion, not audited, so it gives limited assurance.

• Customers typically accept bridge letters for a short gap (often up to about 3 months). Beyond that they
should ask for a newer report or other evidence.

Practical example: A vendor's SOC 2 period ended 31 March, and you are reviewing in August. You request a
bridge letter covering April–July and check it against news of incidents and changes in the vendor's service.

Why this matters: Vendor reviews often happen months after the SOC report period. Knowing what a bridge
letter does and does not provide avoids false assurance.

Q14. What are complementary user entity controls (CUECs) and subservice
organisations in a SOC report?
Intermediate

• CUECs are controls the customer (user entity) must operate for the service organisation's controls to
achieve their objectives. Example: the customer must remove its own users from the vendor's platform.

• Subservice organisations are vendors the service organisation relies on, such as a cloud hosting
provider.
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• Carve-out method: the subservice organisation's controls are excluded from the report, so you need its
own SOC report.

• Inclusive method: the subservice organisation's controls are included and tested in the report.

• Complementary subservice organisation controls (CSOCs) are controls the subservice organisation is
expected to operate.

Practical example: A SOC 2 for a billing platform lists the CUEC 'customers are responsible for reviewing their
user access quarterly'. The hospital adds this to its own access-review control and audit evidence.

Why this matters: Many customers skip these sections, then assume protection they do not have. CUECs
become your own control obligations.

Q15. A vendor sends you a SOC 2 Type I when you asked for Type II. What do you do?
Intermediate · Scenario

• Understand why: they may be new to SOC 2 and have a Type II in progress.

• A Type I only shows control design at a point in time. It does not show the controls operated over a
period.

• Ask for the Type II timeline, the planned period and any interim evidence (penetration test, ISO certificate,
internal audit results).

• For a high-risk vendor, consider contract conditions: provide the Type II within a set time, with the
right to further assessment if it is qualified.

• Record the residual risk and get acceptance if onboarding proceeds.

Practical example: The vendor's Type II period ends in four months. You approve onboarding with no PHI in the
pilot, a contract clause requiring the Type II report within 30 days of issue, and a VP risk acceptance for the
interim period.

Why this matters: Accepting a Type I as if it were a Type II is a common TPRM mistake that leaves operating
risk untested.

Q16. Your company wants to stop storing card numbers but needs to issue refunds.
What options reduce PCI DSS scope?
Intermediate · Scenario

• Tokenisation: replace the PAN with a token from the payment service provider, which can be used for
refunds and recurring payments without holding the card number.

• Use the PSP's hosted payment pages or iframes so card data never touches your systems.

• Delete historical PAN data after confirming retention needs (requirement 3.2.1) and that no business
process depends on it.

• Segment any remaining systems that still touch card data, and validate segmentation by testing.

• Update the data flow diagram and confirm scope with your QSA or acquirer.

Practical example: A clinic chain replaces stored card numbers with PSP tokens, deletes 5 years of old card
data, and moves from SAQ D to a much smaller assessment because card data no longer enters its environment.

Why this matters: The cheapest PCI control is not holding card data. Scope reduction lowers cost and breach
risk together.
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Q17. An e-commerce site discovers an unknown script on its checkout page. What do
you do?
Intermediate · Scenario

1. Treat it as a possible web-skimming (Magecart-style) incident. Activate incident response.

2. Remove or block the script, preserve evidence (page source, logs, timeline) and find how it got there.

3. Determine the exposure window and whether card data could have been captured.

4. Follow PCI incident procedures: inform your acquirer and card brands as required, and consider
whether a PCI Forensic Investigator (PFI) is needed.

5. Strengthen controls: script inventory and authorisation (6.4.3), change and tamper detection (11.6.1),
Content Security Policy and subresource integrity.

Practical example: The tamper-detection tool alerts on a new script loading from a look-alike domain. It is
removed within an hour, logs show a 3-day exposure window, the acquirer is notified, and the team traces the
injection to a compromised third-party marketing plugin.

Why this matters: This is exactly the threat the PCI DSS v4 script requirements were written for, and it is a
realistic interview scenario.

Q18. When reviewing a vendor's SOC 2 report, what do you look for?
Advanced

• Report type (Type II preferred), period covered and how recent it is; ask for a bridge letter if there is a gap
to today.

• Scope: are the services and systems you use actually included? Which Trust Services Criteria are
covered?

• Auditor's opinion: unqualified vs qualified (qualified means significant issues).

• Exceptions/deviations in testing and management's responses.

• Subservice organisations (e.g. cloud hosting) and whether they are carved out or included — you may
need their reports too.

• Complementary User Entity Controls (CUECs): controls your organisation must operate for the
vendor's controls to be effective.

Practical example: While reviewing a vendor's SOC 2, you notice the period ended 11 months ago, the data
centre is carved out, and there is an exception on change management. You ask for a bridge letter, the hosting
provider's report, and the remediation status.

Why this matters: Simply collecting a SOC 2 PDF is not due diligence. Reading it properly is what protects the
organisation.

Q19. How should you read the auditor's opinion and exceptions in a SOC 2 report?
Advanced

• Opinion types: unqualified (clean), qualified (one or more criteria not met), adverse or disclaimer (rare
and serious).

• Section 4 lists tests and results. Exceptions do not automatically mean a qualified opinion. Consider how
many, how severe and whether other controls compensate.

• Read management's responses to exceptions and check whether fixes are dated and credible.

• Check the scope and period: are the services you use in scope? Is the period recent?

• Record your conclusions and any follow-up questions in the vendor risk file.
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Practical example: The report has an unqualified opinion but 3 exceptions in change management (deployments
without approval). You ask the vendor for its remediation status and add a contract commitment to notify you of
significant changes.

Why this matters: A SOC 2 report is only useful if you read it critically. A clean opinion with narrow scope can
still leave your risk untreated.

Q20. What is the difference between a PCI DSS service provider and a merchant, and
why does it matter for vendors?
Advanced

• A merchant accepts payment cards for goods or services.

• A service provider is a business that stores, processes or transmits account data on behalf of another
entity, or could affect the security of that data (for example managed security or hosting providers).

• Merchants must manage their service providers under requirement 12.8, including written agreements
and monitoring their PCI DSS compliance status annually.

• Service providers have extra requirements, and requirement 12.9 requires them to acknowledge their
responsibility to customers in writing.

• A responsibility matrix (who does which requirement) is essential.

Practical example: A merchant uses a payment gateway and a managed firewall provider. It obtains each
provider's PCI DSS Attestation of Compliance, a responsibility matrix, and reviews them yearly as part of its own
assessment evidence.

Why this matters: Most card breaches involve third parties. Clear responsibility splits prevent gaps that both
sides assume the other is covering.

Q21. Your QSA says your network segmentation is not adequate, so the whole
corporate network is in PCI scope. What do you do?
Advanced · Scenario

• Understand the gap precisely: which connections are allowed between the CDE and other networks,
and which segmentation tests failed.

• Redesign segmentation: strict firewall rules allowing only necessary traffic, separate admin paths (jump
hosts with MFA), and no shared services that bypass controls.

• Run segmentation penetration testing to prove isolation. Service providers must test every six months;
merchants at least annually and after changes.

• Consider reducing the CDE further (tokenisation, outsourcing payment processing).

• Agree the timeline with the QSA and acquirer. Until fixed, the larger scope applies.

Practical example: The test showed the corporate Wi-Fi could reach a CDE database port. The rule is removed,
admin access moves to an MFA jump host, a retest confirms isolation, and the QSA accepts the reduced scope
for the assessment.

Why this matters: Segmentation is the main tool for PCI scope control. When it fails, compliance cost and risk
both grow sharply.

Q22. A customer finds out your SOC 2 report excludes the product they are buying.
How do you handle it?
Advanced · Scenario

• Be transparent about the current scope and why the product was excluded (for example, it was launched
after the period started).
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• Offer alternative assurance: how the product inherits shared controls (identity, change management,
hosting) that are in scope, plus a penetration test summary or ISO certificate.

• Commit to a timeline for adding the product to the next SOC 2 period, and offer a bridge letter.

• Review your SOC 2 scope process so new products are added in time and sales teams describe the
scope accurately.

Practical example: The new analytics module launched mid-period. The customer receives a letter explaining
which shared controls cover it, a recent pentest summary, and a commitment to include it in next year's SOC 2.
Sales materials are corrected.

Why this matters: Scope mismatches damage trust and can affect contracts. Honesty plus a credible plan is the
best response.

Q23. You are moving from SOC 2 Type II annual audits to continuous assurance. How
would you design it?
Advanced · Scenario

• Automate evidence collection for key controls from source systems (cloud configuration, identity,
ticketing, endpoint management).

• Define control health checks with thresholds and alerts, so failures are seen and fixed within days rather
than found by the auditor months later.

• Keep a log of exceptions and remediation, which becomes evidence of monitoring (CC4).

• Agree with the audit firm how they will use the automated evidence, and whether shorter or rolling report
periods would help customers.

• Share a customer-facing trust centre with current status and documents.

Practical example: Daily checks flag any production storage bucket without encryption. Each alert opens a ticket
closed within 48 hours, and the auditor tests the monitoring control plus a sample of tickets instead of manual
screenshots.

Why this matters: Customers want current assurance, not a report that is a year old. Continuous controls
monitoring reduces audit effort and surprises.
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HIPAA, GDPR & DPDP
US healthcare privacy and security rules, the EU GDPR and India's DPDP Act, plus how privacy applies to
AI and health data.

Q1. What is HIPAA and who does it apply to?
Basic

HIPAA (the US Health Insurance Portability and Accountability Act of 1996) includes rules, enforced by the
HHS Office for Civil Rights, that protect individually identifiable health information (Protected Health
Information, PHI).

• Covered entities: health plans, healthcare clearinghouses and healthcare providers that conduct certain
transactions electronically.

• Business associates: organisations that create, receive, maintain or transmit PHI on behalf of a covered
entity (e.g. many healthcare technology, billing and cloud providers). The HITECH Act (2009) made
business associates directly liable for compliance with parts of HIPAA.

Key rules: the Privacy Rule, the Security Rule and the Breach Notification Rule.

Practical example: A US hospital (covered entity) and its cloud EHR hosting provider (business associate) are
both directly liable under the HIPAA Security Rule for protecting ePHI.

Why this matters: Healthcare GRC experience is a strong differentiator; being able to explain HIPAA clearly also
shows you can work with regulated health data in other countries.

Q2. What is a Business Associate Agreement (BAA)?
Basic

A BAA is a contract required by HIPAA between a covered entity and a business associate (or between a
business associate and its subcontractor). It sets out:

• Permitted uses and disclosures of PHI.

• Requirements to implement appropriate safeguards (Security Rule).

• Obligations to report breaches and security incidents.

• Flow-down obligations to subcontractors.

• Return or destruction of PHI at contract end.

Practical example: Before an AI transcription vendor processes clinicians' voice notes containing PHI, the
hospital signs a BAA that requires safeguards, breach reporting and flow-down to its sub-processors.

Why this matters: No BAA, no PHI. It is a basic third-party control in any healthcare supply chain.

Q3. What are the key principles of GDPR?
Basic

GDPR (EU General Data Protection Regulation, applicable since 25 May 2018) Article 5 sets out seven
principles:

• Lawfulness, fairness and transparency.

• Purpose limitation.

• Data minimisation.

• Accuracy.

• Storage limitation.

• Integrity and confidentiality (security).

• Accountability — the controller must be able to demonstrate compliance.
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GDPR also applies to organisations outside the EU that offer goods or services to, or monitor the behaviour
of, people in the EU.

Practical example: Data minimisation: a fitness app asks only for date of birth (not full address) to calculate
age-based heart-rate zones. Storage limitation: it deletes inactive accounts after 24 months.

Why this matters: These principles underpin most modern privacy laws, including the UAE PDPL, so they
transfer well between jurisdictions.

Q4. What is PHI/ePHI under HIPAA, and what are the 18 identifiers about?
Basic

• Protected Health Information (PHI) is individually identifiable health information held or transmitted by a
covered entity or business associate, in any form. ePHI is PHI in electronic form, which the Security Rule
protects.

• It covers information about health condition, care provided or payment for care that identifies the person
or could reasonably be used to identify them.

• The Safe Harbor de-identification method lists 18 identifiers (such as names, small geographic areas,
dates other than year, phone numbers, email, medical record numbers, device identifiers, full-face
photos) that must be removed, with no actual knowledge that the rest could identify someone.

• The alternative is Expert Determination by a qualified statistician.

Practical example: An analytics team wants to share appointment data with a research partner. Removing
names, MRNs and exact dates but keeping year and state-level location helps meet Safe Harbor, so the data set
can be shared as de-identified.

Why this matters: Knowing exactly what counts as PHI decides whether HIPAA applies to a data set, which is
the first question in any healthcare privacy review.

Q5. What is the HIPAA 'minimum necessary' standard?
Basic

• Covered entities and business associates must make reasonable efforts to use, disclose and request only
the minimum PHI needed for the purpose.

• It applies to most uses and disclosures, but not to disclosures for treatment, to the individual, or where
required by law, among other exceptions.

• In practice it is implemented through role-based access, data minimisation in reports and standard
protocols for routine disclosures.

Practical example: A billing team's report originally included full clinical notes. Under minimum necessary, the
report is changed to include only procedure codes, dates and amounts.

Why this matters: Minimum necessary is the HIPAA version of least privilege and data minimisation. Auditors
and investigators often look for it after an incident.

Q6. What rights do individuals have under GDPR?
Basic

• Right to be informed (transparency).

• Right of access (subject access request), usually answered within one month.

• Right to rectification.

• Right to erasure ('right to be forgotten'), with exceptions.

• Right to restriction of processing.
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• Right to data portability.

• Right to object, including to direct marketing.

• Rights related to automated decision-making, including profiling (Article 22).

Practical example: A former patient of a private clinic in Germany asks for all her data. The DSAR process
locates records in the EHR, CRM and email archive, applies legal exemptions where needed, and replies within
the one-month deadline.

Why this matters: Handling data subject rights is a daily operational task for privacy teams, and failing to
respond is a common basis for complaints.

Q7. What is India's Digital Personal Data Protection (DPDP) Act 2023, and what are its
key concepts?
Basic

The DPDP Act 2023 is India's general data protection law for digital personal data. The DPDP Rules were
notified in November 2025, with most obligations phased in over the following months. Check the official
timeline.

• Data Fiduciary (similar to a controller) and Data Processor; Significant Data Fiduciaries have extra duties
such as a DPO, independent audits and DPIAs.

• Processing is based on consent (free, specific, informed, unambiguous, with clear notice) or certain
'legitimate uses' listed in the Act.

• Data Principal rights: access to information, correction and erasure, grievance redressal and
nomination.

• Duties: reasonable security safeguards, breach notification to the Data Protection Board and affected
individuals, and erasure when the purpose is served.

• Extra protections for children's data, and Consent Managers as a new type of registered intermediary.

• Enforcement by the Data Protection Board of India, with significant financial penalties.

Practical example: An Indian hospital-software company maps its GDPR programme to DPDP: it reuses its
breach process and DSAR workflow, rewrites consent notices to DPDP standards (including language options),
and assesses whether it might be designated a Significant Data Fiduciary.

Why this matters: Many GRC roles in India, and global companies with Indian operations or data, now need
DPDP knowledge alongside GDPR.

Q8. What are the safeguards in the HIPAA Security Rule?
Intermediate

The Security Rule protects electronic PHI (ePHI) through three categories of safeguards:

• Administrative: security management process (including risk analysis and risk management), assigned
security responsibility, workforce security, training, incident procedures, contingency planning, evaluation
and business associate agreements.

• Physical: facility access controls, workstation use and security, device and media controls.

• Technical: access control, audit controls, integrity, person or entity authentication, transmission security.

Implementation specifications are either 'required' or 'addressable'.

Practical example: Administrative: annual risk analysis and workforce training. Physical: badge access to the
server room and workstation privacy screens. Technical: unique user IDs, audit logs and encryption of ePHI.

Why this matters: The required risk analysis is consistently highlighted in OCR enforcement — it is the
foundation of HIPAA security compliance.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 69

Q9. What does 'addressable' mean in the HIPAA Security Rule?
Intermediate

'Addressable' does not mean optional. For each addressable implementation specification, the organisation
must assess whether it is reasonable and appropriate in its environment and then:

• implement it, or

• implement an equivalent alternative measure, or

• not implement it if neither is reasonable and appropriate —

and in every case document the decision and rationale. Encryption of ePHI is a well-known addressable
specification.

Practical example: Encryption at rest is addressable. A small clinic that decides not to encrypt a server must
document why, e.g., the server is in a locked room and offline, and what equivalent measure it uses.
'Addressable' never means 'optional'.

Why this matters: Misunderstanding 'addressable' as optional is a common and costly compliance mistake.

Q10. Summarise the HIPAA Breach Notification Rule.
Intermediate

When unsecured PHI is breached (unless a risk assessment shows a low probability that the PHI has been
compromised):

• Affected individuals must be notified without unreasonable delay and no later than 60 calendar days after
discovery.

• Breaches affecting 500 or more individuals: notify HHS within the same timeframe and, where more
than 500 residents of a state or jurisdiction are affected, prominent media outlets.

• Breaches affecting fewer than 500 individuals: log them and report to HHS within 60 days of the end
of the calendar year.

• Business associates must notify the covered entity of a breach.

PHI that is properly encrypted according to HHS guidance is not considered 'unsecured'.

Practical example: A stolen unencrypted laptop holds 1,200 patient records: notify individuals without
unreasonable delay (no later than 60 days), notify HHS and prominent media because more than 500 residents of
a state may be affected.

Why this matters: Incident response plans in healthcare must build in these timelines; GRC teams often own the
breach risk assessment process.

Q11. What are the GDPR lawful bases for processing, and what is the 72-hour rule?
Intermediate

Article 6 lawful bases:

• Consent.

• Contract.

• Legal obligation.

• Vital interests.

• Public task.

• Legitimate interests.

Special category data (e.g. health data) additionally needs an Article 9 condition.

The 72-hour rule (Article 33): a controller must notify the supervisory authority of a personal data breach
without undue delay and, where feasible, within 72 hours of becoming aware of it, unless the breach is

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 70

unlikely to result in a risk to individuals. High-risk breaches must also be communicated to affected
individuals. Processors must notify the controller without undue delay.

Practical example: A hospital processes health data for treatment using an Article 6 basis plus the Article 9(2)(h)
healthcare condition. When a misdirected email exposes 40 patients' results on Friday afternoon, the DPO
notifies the supervisory authority by Monday afternoon.

Why this matters: Breach timelines drive incident response design; lawful basis is the first question in any
privacy review.

Q12. What is the difference between a data controller and a data processor? What is a
DPIA?
Intermediate

• Controller: decides why and how personal data is processed.

• Processor: processes personal data on behalf of and on the instructions of the controller (e.g. a SaaS or
cloud provider). A written contract with required terms (GDPR Article 28) is needed.

A Data Protection Impact Assessment (DPIA, Article 35) is required before processing that is likely to result
in a high risk to individuals — e.g. large-scale processing of special category data such as health data, or
systematic monitoring. It describes the processing, assesses necessity and proportionality, identifies risks to
individuals and the measures to address them.

Practical example: A hospital (controller) uses a cloud transcription service (processor) under an Article 28
contract. Before introducing AI-based patient triage, it runs a DPIA because the processing is large-scale special
category data using new technology.

Why this matters: Roles determine obligations, and DPIAs are a privacy-by-design control that GRC teams often
facilitate.

Q13. How does a HIPAA risk analysis differ from a general risk assessment?
Intermediate

The HIPAA Security Rule requires an accurate and thorough assessment of potential risks and
vulnerabilities to the confidentiality, integrity and availability of all ePHI the organisation creates, receives,
maintains or transmits.

• Scope must cover all ePHI, wherever it is: EHR, imaging, email, laptops, backups, medical devices,
cloud apps.

• It should identify threats and vulnerabilities, current controls, likelihood, impact and risk level, and be
documented.

• It must be reviewed and updated periodically and after changes, and lead to a risk management plan.

• HHS enforcement actions frequently cite the lack of an accurate, enterprise-wide risk analysis.

Practical example: A clinic group's risk analysis covered only the EHR. Updating it to include imaging systems, a
patient-messaging app and backup tapes finds that the tapes were unencrypted, which becomes a priority fix.

Why this matters: The risk analysis is the foundation of HIPAA Security Rule compliance, and its absence is one
of the most cited issues in enforcement.

Q14. What are the GDPR rules for international data transfers?
Intermediate

Chapter V of the GDPR restricts transfers of personal data to countries outside the EEA unless protection
travels with the data:
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• Adequacy decisions: the European Commission has recognised certain countries (and the EU-US Data
Privacy Framework for certified US companies).

• Appropriate safeguards: Standard Contractual Clauses (SCCs), Binding Corporate Rules (BCRs) and
others.

• After the Schrems II judgment, exporters using SCCs should assess the destination's laws and practices
(a transfer impact assessment) and add supplementary measures if needed.

• Limited derogations (such as explicit consent) apply for occasional, specific transfers.

Practical example: A European clinic uses a support team in India. It signs the EU SCCs with the vendor,
performs a transfer impact assessment, and adds supplementary measures such as encryption and access
logging.

Why this matters: Cloud and outsourcing almost always involve transfers. Getting the mechanism wrong is a
common and costly compliance failure.

Q15. What is a Record of Processing Activities (RoPA), and why is it useful beyond
compliance?
Intermediate

Article 30 GDPR requires controllers and processors (with some exceptions) to keep a record of processing
activities, including purposes, categories of data and data subjects, recipients, transfers, retention and
security measures.

• It acts as the privacy equivalent of an asset inventory.

• It helps with DSARs (where is the data?), breach assessment (whose data is affected?), DPIA triggers
and vendor management.

• It should be maintained by process owners with privacy oversight and reviewed regularly.

Practical example: When a marketing vendor reports a breach, the RoPA shows immediately that the vendor
holds names and emails of 30,000 newsletter subscribers but no health data, so the risk assessment and
notification decision take hours instead of days.

Why this matters: A current RoPA makes every other privacy process faster. Without it, organisations scramble
during breaches and DSARs.

Q16. An employee emails a spreadsheet with 300 patients' details to the wrong
external address. Walk through your response.
Intermediate · Scenario

1. Contain: ask the recipient to delete it and confirm in writing, recall the message if possible, and preserve
the details.

2. Assess: what data (identifiers, diagnoses?), how many people, who received it, and whether it was
opened or forwarded.

3. Apply the legal tests: HIPAA's 4-factor risk assessment for a breach of unsecured PHI, GDPR Article 33
risk-to-individuals test, and any local law or contract.

4. Notify where required, within the deadlines (GDPR 72 hours to the authority, HIPAA without
unreasonable delay and within 60 days), with legal involved.

5. Document everything, even if you conclude notification is not required.

6. Fix the root cause: email DLP rules, auto-complete clean-up, and training.

Practical example: The recipient, a clinic in another city, confirms deletion within an hour. The risk assessment
finds a low probability of compromise, and this is documented. DLP now warns staff when a file with medical
record numbers is sent outside the domain.
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Why this matters: Misdirected email is one of the most common privacy incidents. A calm, documented process
protects patients and the organisation.

Q17. A US hospital wants to use a new cloud vendor for patient messaging, but the
vendor will not sign a BAA. What do you advise?
Intermediate · Scenario

• Without a BAA, the hospital cannot let the vendor create, receive, maintain or transmit PHI on its behalf.
Doing so would breach HIPAA.

• Options: find a vendor that will sign a BAA, use the vendor only for non-PHI messages (such as generic
reminders with no health information), or negotiate.

• If the business still wants the vendor, document the decision and design controls so PHI cannot enter it.

• Check the vendor's security anyway: SOC 2 or ISO 27001, encryption and access controls.

Practical example: The vendor refuses a BAA, so the hospital selects a competitor that signs one and has a
SOC 2 Type II. The original vendor is kept only for marketing newsletters, which contain no PHI.

Why this matters: This is a frequent real-world decision. The BAA is a legal precondition, not a negotiable
nice-to-have.

Q18. A data subject asks a company to delete all their data, but the company must
keep invoices for tax law. What do you do?
Intermediate · Scenario

• Erasure is not absolute. Article 17(3) GDPR allows retention when needed to comply with a legal
obligation.

• Delete what is not needed: marketing data, profiles, support chats beyond retention periods.

• Keep only the invoice data the law requires, restrict access to it, and delete it when the legal retention
period ends.

• Reply to the person within the deadline explaining what was erased, what is retained, the legal reason
and how long it will be kept.

• Record the request and the decision.

Practical example: The company deletes the customer's account, preferences and marketing history, keeps the
invoices for the legally required period in a restricted finance archive, and sends a clear explanation within 3
weeks.

Why this matters: Balancing rights with legal obligations is the everyday reality of privacy work. Transparent
responses prevent complaints.

Q19. Your company processes Indian customers' data and the DPDP Rules are now
notified. What do you do first?
Intermediate · Scenario

1. Confirm applicability: digital personal data processed in India, or outside India in connection with
offering goods or services to people in India.

2. Build or update the data inventory and data flows, including processors and cross-border transfers.

3. Review notices and consent flows against DPDP requirements (clear, itemised notice, easy withdrawal,
language options).

4. Set up processes for Data Principal rights, grievance handling and breach notification to the Data
Protection Board and affected individuals.

5. Check retention and erasure rules, children's data handling and security safeguards.
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6. Assess whether you may be a Significant Data Fiduciary, and plan against the phased compliance dates
in the Rules.

Practical example: A UAE-headquartered health-tech firm with Indian users runs a 6-week DPDP gap
assessment, reuses its GDPR DSAR and breach processes, and rewrites its Indian consent screens in English
and Hindi with a one-click withdrawal option.

Why this matters: A structured first response turns a new law into a manageable programme and shows
leadership a clear plan and timeline.

Q20. What did the January 2025 proposed HIPAA Security Rule update aim to
change?
Advanced

In January 2025, HHS's Office for Civil Rights published a Notice of Proposed Rulemaking to update the
HIPAA Security Rule. Main proposals included:

• Removing the distinction between 'required' and 'addressable' implementation specifications, making
most of them required.

• Explicit requirements such as encryption of ePHI at rest and in transit, MFA, an asset inventory and
network map, vulnerability scanning and penetration testing, and documented restoration capabilities.

• More specific requirements for business associates and for contingency planning.

A proposed rule is not final law. Check the current status before treating any of these as mandatory, and
remember that many are already good practice.

Practical example: A health-tech vendor uses the proposed requirements as a gap checklist. MFA and
encryption are already in place, but it lacks a documented network map and annual penetration test of a legacy
system, so it funds both regardless of the final rule's timing.

Why this matters: Following the direction of regulatory change lets you plan ahead and explain the trend to
leadership, while being careful not to overstate the legal status.

Q21. How do you approach privacy for AI systems that process personal or health
data?
Advanced

• Lawful basis and purpose: is training or using AI on this data compatible with the original purpose and
the notice given to people?

• Do a DPIA (and where relevant an AI impact assessment) before deployment, covering bias, accuracy,
explainability, security and automated decision-making rights.

• Minimise and de-identify data used for training, and control whether vendors may use your data to train
their models.

• Ensure human oversight for decisions with significant effects on individuals.

• Address vendor terms (data location, retention, sub-processors) and security (prompt injection, data
leakage).

• Keep records that let you answer regulators' and patients' questions.

Practical example: Before using an AI scribe in clinics, the hospital runs a DPIA, confirms that the vendor does
not train on its data, stores recordings in-country, deletes audio after transcription, and requires clinicians to
review every note.

Why this matters: AI multiplies existing privacy risks. Regulators in the EU, US, India and the UAE are all
applying existing privacy law to AI.
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Q22. Ransomware attackers claim they stole patient data from a business associate.
What are your obligations as the covered entity?
Advanced · Scenario

• Activate incident response and legal counsel. Get facts from the business associate quickly: what
systems, what data, which patients, what timeline.

• Under HIPAA, the business associate must notify the covered entity of a breach. The covered entity is
generally responsible for notifying individuals, HHS and, where 500+ residents of a state are affected, the
media, unless the BAA delegates this.

• HHS guidance treats ransomware encryption of PHI as a presumed breach unless a low probability of
compromise can be shown.

• Check other laws that apply (state laws, GDPR, local rules) and contract duties to customers.

• Review the BAA and the vendor's controls afterwards, and decide whether to continue the relationship.

Practical example: A transcription vendor confirms data on 8,000 patients was stolen. The hospital's breach
team coordinates notification letters through the vendor (as agreed in the BAA), reports to HHS, notifies media
where required, and adds stronger security terms to the contract.

Why this matters: Third-party breaches are common in healthcare, and responsibility for notification often stays
with the covered entity even when the vendor was at fault.

Q23. A marketing team wants to use patient lists for a new wellness campaign. What
privacy questions do you raise?
Advanced · Scenario

• Under HIPAA, most marketing communications using PHI need the patient's written authorisation. There
are limited exceptions, such as face-to-face communications.

• Under GDPR or the DPDP Act, check the lawful basis (often consent for marketing), the original purpose
and the notice given.

• Health data is special category or sensitive, which requires higher standards.

• Check opt-outs, electronic marketing rules and whether third-party tools (email platforms, ad pixels)
would receive health information.

• Recommend an approach based on opt-in consent, collected separately from treatment consent.

Practical example: Instead of using the patient list, the team launches an opt-in wellness newsletter on the
website and in clinics. Ad-tracking pixels are removed from patient portal pages after a privacy review.

Why this matters: Marketing use of health data has led to major regulatory actions, especially around tracking
pixels and sharing with ad platforms.
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UAE & Dubai Regulations
Regional frameworks relevant to GRC roles in Dubai and the wider UAE: UAE IA Regulation (formerly
NESA standards), Dubai DESC ISR, UAE PDPL, free-zone and health-data rules.

Q1. What does the cyber and data regulatory landscape in the UAE look like?
Basic

The UAE has federal, emirate-level and free-zone layers. Key items a GRC professional should know:

• Federal: the UAE Information Assurance (IA) Regulation, originally issued as the UAE IA Standards by
the National Electronic Security Authority (NESA) and later published by the telecoms regulator (TRA,
now TDRA); the UAE Cyber Security Council now leads national cyber security strategy.

• Federal privacy: Federal Decree-Law No. 45 of 2021 on the Protection of Personal Data (PDPL),
overseen by the UAE Data Office.

• Dubai: the Dubai Electronic Security Center (DESC) and its Information Security Regulation (ISR) for
Dubai government entities, plus standards such as the DESC cloud service provider standard.

• Free zones with their own data protection laws: DIFC (Data Protection Law No. 5 of 2020) and ADGM
(Data Protection Regulations 2021).

• Sector regulators: e.g. the Central Bank of the UAE for financial institutions, and health authorities
(Ministry of Health and Prevention, Dubai Health Authority, Abu Dhabi Department of Health).

Versions and issuing authorities change, so always check the latest official publication.

Practical example: A Dubai healthcare provider may have to map controls to the UAE IA Regulation, DHA health
data requirements, the ICT Health Law on data localisation and possibly the PDPL for non-health personal data,
all at once.

Why this matters: Dubai employers value candidates who can map their international experience (ISO, NIST,
HIPAA) to local requirements from day one.

Q2. Who are the main cyber and data regulators and bodies in the UAE?
Basic

• UAE Cyber Security Council: sets national cybersecurity strategy and policy.

• TDRA (Telecommunications and Digital Government Regulatory Authority) and aeCERT, the national
computer emergency response team.

• UAE Data Office: established under the PDPL framework to oversee personal data protection.

• Dubai Electronic Security Center (DESC): Dubai government cybersecurity, including the Dubai ISR
and cloud security standards.

• Abu Dhabi Department of Health (DoH) and Dubai Health Authority (DHA): health sector requirements,
including ADHICS and health data policies.

• Free-zone regulators: DIFC's Commissioner of Data Protection and ADGM's Office of Data Protection.

• Sector regulators such as the Central Bank of the UAE for financial services.

Responsibilities have moved between bodies over time, so always confirm the current owner of a regulation.

Practical example: A health-tech company entering Dubai lists DHA (health data policies), DESC (if serving
Dubai government entities), the PDPL (for non-health personal data of staff and customers) and aeCERT (for
incident coordination) in its obligations register.

Why this matters: In Dubai interviews you are expected to know who regulates what. It shows you can navigate
the local landscape on day one.
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Q3. What is ADHICS?
Basic

The Abu Dhabi Healthcare Information and Cyber Security Standard (ADHICS) is issued by the Abu Dhabi
Department of Health for healthcare entities it licenses.

• It covers governance, risk management and a wide range of security controls, such as access control,
asset management, communications, incident management and third-party security.

• Requirements are applied according to the entity's size and type.

• Compliance is checked by DoH through audits, and it is a condition of operating in the Abu Dhabi health
sector.

• It is closely linked to health information exchange connectivity (Malaffi) and the handling of patient data.

Practical example: An Abu Dhabi hospital maps its existing ISO 27001 SoA to ADHICS controls, finds extra
requirements around health information exchange and medical device security, and assigns owners before the
DoH audit.

Why this matters: For healthcare GRC roles in Abu Dhabi, ADHICS is the main control framework. Knowing it,
and how it maps to ISO 27001, is a key differentiator.

Q4. What is NABIDH and Malaffi, and why do they matter for GRC?
Basic

• NABIDH is Dubai's health information exchange platform, run under the Dubai Health Authority, which
connects healthcare facilities to share patient records.

• Malaffi is the Abu Dhabi health information exchange, connected to providers licensed by the Department
of Health.

• Connecting to them means meeting the regulator's security, privacy and data quality requirements, with
policies on access, consent and auditing.

• GRC is involved in assessments, policy alignment, access controls and audit logging for HIE connectivity.

Practical example: A Dubai clinic group connecting to NABIDH updates its access policy so only treating
clinicians can view shared records, enables audit log reviews, and trains staff on the DHA's confidentiality
requirements.

Why this matters: Health information exchanges are central to UAE digital health. GRC professionals in the
sector deal with their security requirements directly.

Q5. What is the UAE Information Assurance Regulation (formerly the NESA
standards)?
Intermediate

The UAE IA Regulation is a national framework of information security requirements intended to raise the
minimum level of information assurance across UAE entities, particularly government entities and those
operating critical information infrastructure.

• It is risk-based and structurally similar to ISO 27001: entities assess risk and apply controls
accordingly.

• Controls are organised into management control families (e.g. strategy and planning, risk management,
awareness and training, HR security, compliance, performance evaluation) and technical control families
(e.g. asset management, physical security, operations, communications, access control, third-party
security, systems acquisition and development, incident management, continuity).

• Controls are prioritised (P1 to P4) so entities can implement the highest-priority controls first, with
applicability driven by risk assessment.
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Organisations already aligned with ISO 27001 typically perform a mapping and gap assessment rather than
starting from scratch.

Practical example: A critical-infrastructure energy entity uses the UAE IA standard's management and technical
control families, prioritises controls based on its threat profile, and reports compliance to the sector regulator.

Why this matters: Many government, semi-government and critical-sector organisations in the UAE — and their
suppliers — are expected to align with it.

Q6. What is the Dubai Information Security Regulation (ISR) from DESC?
Intermediate

The Dubai Electronic Security Center (DESC), established under Dubai law in 2014, is responsible for the
cyber security of the Dubai Government. Its Information Security Regulation (ISR) sets information security
requirements for Dubai Government entities.

• It follows a management-system approach similar to ISO 27001, covering governance, risk management
and a broad set of security control domains.

• DESC also publishes related standards, such as a Cloud Service Provider (CSP) security standard and
an IoT security standard, and runs compliance and assessment activities.

• Suppliers to Dubai Government entities may be asked to demonstrate alignment with ISR or related
DESC requirements.

Check DESC's official website for the current ISR version and scope before any assessment.

Practical example: A Dubai government department aligns to the Dubai ISR, and its cloud provider pursues
DESC's cloud security requirements so the department can host workloads with it.

Why this matters: If you are targeting Dubai government or semi-government employers, familiarity with DESC
ISR is often explicitly listed in job descriptions.

Q7. What are the key features of the UAE PDPL?
Intermediate

Federal Decree-Law No. 45 of 2021 on the Protection of Personal Data came into force on 2 January 2022.
Key features:

• Applies to processing of personal data of people residing or doing business in the UAE, and to
controllers/processors in or outside the UAE processing such data.

• Exclusions include government data, personal data held by security and judicial authorities, and
categories such as health and banking/credit personal data that have their own regulating legislation.
Free zones with their own data protection laws (DIFC, ADGM) are also excluded.

• GDPR-like concepts: lawful processing (consent as the main basis, with specified exceptions), data
subject rights (access, correction, erasure, restriction, objection, portability), security obligations, breach
notification to the UAE Data Office and in some cases data subjects, data protection officers in certain
cases, and rules on cross-border transfers.

• Many operational details depend on executive regulations, so check their current status.

Practical example: A Dubai e-commerce company (mainland, not a free zone) updates its consent flows, builds
a process for access and erasure requests, and maps its cross-border transfers to its EU-hosted CRM under the
PDPL.

Why this matters: Privacy obligations are a core part of GRC in the UAE; showing you understand both GDPR
and the PDPL makes you immediately useful.
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Q8. How do DIFC and ADGM data protection laws fit in?
Intermediate

DIFC (Dubai International Financial Centre) and ADGM (Abu Dhabi Global Market) are financial free zones
with their own legal systems and data protection regimes:

• DIFC Data Protection Law No. 5 of 2020, overseen by the DIFC Commissioner of Data Protection.

• ADGM Data Protection Regulations 2021, overseen by the ADGM Office of Data Protection.

Both are closely modelled on GDPR principles (lawful basis, data subject rights, breach notification, DPOs in
certain cases, transfer rules). Entities in these free zones follow their free-zone law rather than the federal
PDPL for personal data protection.

Practical example: A fintech in DIFC follows the DIFC Data Protection Law and its Commissioner's guidance
rather than the federal PDPL, while its mainland sister company follows the PDPL.

Why this matters: Many Dubai employers in finance and professional services sit in DIFC, so knowing which
privacy law applies is a practical day-one skill.

Q9. How would you map an existing ISO 27001 / NIST programme to UAE
requirements?
Intermediate

1. Identify which UAE requirements apply (federal IA Regulation, DESC ISR, PDPL or free-zone law, sector
rules such as health or banking) based on entity type, location and data.

2. Obtain the official documents and build a requirements list.

3. Map each requirement to the existing unified control set (ISO 27001 Annex A / NIST 800-53 / CSF).

4. Identify gaps — typically local specifics such as data localisation, local incident reporting to authorities,
specific documentation formats, or prioritisation schemes.

5. Remediate gaps, update policies to reference local laws and authorities, and adjust evidence collection.

6. Report status through governance and maintain the mapping as regulations are updated.

Practical example: Starting from an ISO 27001 SoA, you map each Annex A control to UAE IA controls, mark
full/partial/no coverage, and find the gaps, typically UAE-specific reporting, data localisation and local incident
notification.

Why this matters: This answer shows you can deliver value quickly in a new jurisdiction without reinventing the
programme.

Q10. What does the UAE ICT Health Law say about storing health data outside the
UAE?
Intermediate

Federal Law No. 2 of 2019 on the use of information and communications technology in health fields sets
rules for electronic health data:

• As a general rule, health data and information relating to health services provided in the UAE must be
stored and processed inside the UAE.

• Exceptions are allowed in cases defined by decisions of the health authorities in coordination with the
Ministry of Health and Prevention.

• It also covers confidentiality, accuracy, retention periods and the responsibilities of entities handling
health data.

Always check the latest implementing decisions and regulator guidance, because exceptions and details are
set there.
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Practical example: A US-based EHR SaaS vendor cannot simply host a Dubai hospital's records in its US
region. It deploys in a UAE cloud region and restricts offshore support access, documenting this for the hospital's
DHA compliance.

Why this matters: Data localisation is the biggest practical difference from many other regimes. It affects cloud
architecture, vendor selection and support models.

Q11. How does breach notification work under the UAE PDPL compared to GDPR?
Intermediate

• The PDPL requires controllers to notify the UAE Data Office of a personal data breach that would harm
the privacy, confidentiality or security of personal data, and in some cases to inform the data subject.

• Processors must notify the controller.

• Unlike GDPR's explicit 72-hour target, the specific timelines and the content of notifications depend on
the executive regulations and Data Office guidance. Check their current status.

• Sector rules (health, banking) and free-zone laws (DIFC, ADGM) have their own notification
requirements, which may be stricter or faster.

Build one incident process that checks all applicable regimes in parallel.

Practical example: During a breach affecting customers in Dubai mainland and DIFC, the response team
prepares notifications under both the PDPL and the DIFC Data Protection Law, which has its own timeline and
process with the DIFC Commissioner.

Why this matters: Multi-jurisdiction incidents are common in the UAE. Knowing that timelines differ, and where
to check, prevents missed notifications.

Q12. What are the key features of the DIFC Data Protection Law No. 5 of 2020?
Intermediate

• Applies to entities incorporated in the DIFC and, in some cases, to processing in the DIFC by others.

• Closely modelled on GDPR: lawful bases, data subject rights, DPIAs, records of processing and DPOs
in certain cases.

• Requires breach notification to the Commissioner of Data Protection and, in some cases, to data
subjects.

• Controls on transfers out of the DIFC, with a list of adequate jurisdictions and other safeguards.

• Includes specific provisions on processing using new technologies and, through regulations, on
autonomous systems and AI.

The Commissioner issues regulations and guidance, and the law has been amended since 2020, so check
the current version.

Practical example: A wealth-management firm in DIFC appoints a DPO, registers its processing with the
Commissioner as required, and runs DPIAs before using AI-based client profiling.

Why this matters: Many international banks and tech firms in Dubai operate from the DIFC. Its data protection
regime is often more demanding than the federal one.

Q13. What is DESC's cloud security standard, and who needs it?
Intermediate

The Dubai Electronic Security Center publishes a cloud security standard and runs a certification scheme for
cloud service providers serving Dubai government entities.
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• It defines security requirements for cloud providers, covering governance, operations, data protection and
incident management.

• Dubai government entities are expected to use providers that meet DESC requirements for their cloud
workloads.

• It sits alongside the Dubai ISR, which applies to the government entities themselves.

Check DESC's current publications, as standards are updated and renamed over time.

Practical example: A SaaS provider bidding for a Dubai government contract finds that DESC certification is a
tender requirement. It plans the assessment alongside its ISO 27001 and SOC 2 audits to reuse evidence.

Why this matters: Selling cloud services to Dubai government entities often depends on this certification, so it
comes up in vendor and GRC roles.

Q14. You join a Dubai hospital that has never been audited against DHA requirements.
What do you do in your first month?
Intermediate · Scenario

1. Identify which DHA policies and standards apply (health data protection and confidentiality, information
security, HIE requirements) and any other obligations (PDPL for non-health data, ICT Health Law).

2. Meet key stakeholders: medical director, IT, health information management, legal and privacy.

3. Run a quick gap assessment against the priority requirements, using any ISO 27001 or JCI work as a
starting point.

4. Identify high-risk gaps, such as patient data stored outside the UAE, weak EHR access controls or
missing audit logs.

5. Present a prioritised remediation plan and governance structure to leadership.

Practical example: The first-month assessment finds that a radiology reporting service sends images to an
overseas teleradiology vendor without regulator approval. It becomes the top priority, with legal review and a plan
to move to an approved in-country arrangement.

Why this matters: Starting with applicability and a quick, risk-based gap view creates momentum and shows
leadership where the real exposure is.

Q15. A multinational wants to centralise UAE employee and customer data in its EU
data centre. What do you check?
Intermediate · Scenario

• Data types: if any health data is involved, the ICT Health Law localisation rules may prevent it unless an
exception applies.

• Under the PDPL, cross-border transfers are allowed to countries with adequate protection or under the
mechanisms the law and executive regulations permit, such as contracts and consent in specified cases.

• If entities are in DIFC or ADGM, their own transfer rules apply.

• Sector rules: banking, telecoms or government data may have extra restrictions.

• Document the transfer assessment and safeguards (contracts, encryption, access controls).

Practical example: HR and CRM data for mainland employees and customers can move with appropriate
contracts, but patient records from the group's Dubai clinic must remain in a UAE region. The architecture is split
accordingly.

Why this matters: Cross-border transfers are a frequent request in multinational companies. UAE rules differ by
data type and jurisdiction, which is easy to get wrong.
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Q16. Your global company has ISO 27001. A UAE government client asks for
compliance with the Dubai ISR. How do you approach it?
Intermediate · Scenario

• Get the exact requirements and the scope the client expects: does it apply to your organisation, your
service, or both?

• Map your ISO 27001 SoA to the ISR controls, noting full, partial and missing coverage.

• Expect gaps in local specifics, such as data location, reporting to the client and DESC-specific
requirements, and possibly the need for DESC cloud certification.

• Plan remediation with costs and timelines, and confirm the evidence format the client needs.

• Reuse ISO evidence wherever possible.

Practical example: The mapping shows about 80% coverage from ISO 27001. The remaining gaps are mostly
local data residency and specific incident reporting to the client. They are closed in 3 months, and the client
accepts a mapping document plus the ISO certificate.

Why this matters: Mapping existing certifications to local requirements is the most common real-world task for
GRC professionals moving to the UAE.

Q17. What should a GRC professional know about health data in the UAE?
Advanced

Health data in the UAE has its own rules alongside general data protection law:

• Federal Law No. 2 of 2019 on the use of ICT in health fields regulates electronic health data, including
confidentiality and restrictions on storing or processing health data outside the UAE except where
permitted.

• Emirate-level health regulators set their own requirements — for example the Abu Dhabi Department of
Health's Abu Dhabi Healthcare Information and Cyber Security Standard (ADHICS) and Dubai Health
Authority policies and health information exchange requirements.

• Because the federal PDPL excludes health data covered by its own legislation, healthcare organisations
must check which regime applies.

Coming from a HIPAA background, focus on the differences — particularly data localisation and the role of
emirate-level health regulators.

Practical example: A US health-tech vendor selling to an Abu Dhabi hospital must check ADHICS requirements,
whether patient data can be hosted outside the UAE under the ICT Health Law, and whether integration with the
Malaffi health information exchange is in scope.

Why this matters: For someone with healthcare technology GRC experience, this is the bridge between your
current expertise and UAE healthcare employers.

Q18. What other GCC frameworks might come up in a Dubai interview?
Advanced

Many Dubai-based roles cover the wider Gulf region. Frameworks often mentioned include:

• Saudi Arabia: the National Cybersecurity Authority (NCA) Essential Cybersecurity Controls (ECC) and
related NCA controls (e.g. for cloud and critical systems); SAMA's Cyber Security Framework for financial
institutions; and the Saudi Personal Data Protection Law.

• UAE financial sector: Central Bank of the UAE requirements for licensed financial institutions.

• Qatar, Bahrain, Oman and Kuwait also have national cyber security and data protection requirements.

You don't need to know every detail — knowing they exist, that they share ISO/NIST-style structures and
how to run a gap assessment is usually enough.
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Practical example: Candidates for a Riyadh-linked role are often asked about Saudi NCA ECC and SAMA's
cyber framework. For Qatar it is the National Information Assurance standard, and for Bahrain the CBB rulebook
cyber module.

Why this matters: Regional awareness signals that you can support multi-country clients or group entities, which
is common for Dubai hubs.

Q19. How is the UAE IA Regulation structured, and how do its priorities work?
Advanced

The UAE Information Assurance Regulation (originally published by the former NESA, now under the
national cybersecurity authorities) defines controls for entities identified as critical:

• Management controls (strategy, governance, risk, awareness, HR, compliance) and technical controls
(asset management, physical, operations, communications, access, acquisition and development,
incident management, continuity).

• Controls are prioritised (P1 to P4) based on the threat landscape and the risk they address, which
supports a phased implementation.

• Entities perform risk assessments, implement applicable controls and report compliance to their sector
authority.

Check the current issuing authority and version, as national cybersecurity governance in the UAE has been
reorganised.

Practical example: A healthcare operator treated as critical infrastructure implements all P1 controls in the first
year, P2 in the second, and reports progress to its sector regulator using the IA compliance template.

Why this matters: The UAE IA standard is a key reference for critical sectors such as government, energy,
telecoms and health. Understanding its prioritisation shows practical depth.

Q20. How would you design a GRC programme for a company operating in UAE
mainland, DIFC and India?
Advanced

• Build one control framework based on ISO 27001, and map local requirements onto it: UAE PDPL, the
DIFC DP Law, the ICT Health Law and DHA/DoH rules if health data is involved, and India's DPDP Act
and Rules.

• Keep a single obligations register showing which entity and data set each requirement applies to.

• Design data flows and hosting with localisation in mind (health data in the UAE, transfer rules out of DIFC
and India).

• Use one incident response process with a jurisdiction checklist for notification timelines and authorities.

• Assign local accountability (DPOs or privacy leads where required) under one group governance model.

Practical example: A group with a mainland clinic, a DIFC-licensed holding company and a Bengaluru
development centre uses one ISO 27001 ISMS. Each legal entity has its own privacy notice and DPO
arrangement, and patient data stays in a UAE cloud region.

Why this matters: Most Dubai employers operate across several regimes. Showing you can unify them without
duplication is a senior-level skill.
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Q21. A UAE health provider wants to use a US-based AI tool that analyses patient
records. What questions do you raise?
Advanced · Scenario

• Data localisation: does any patient data leave the UAE? Under the ICT Health Law this needs an
approved exception or an in-country deployment.

• Regulator approval: DoH or DHA policies on AI in healthcare, data sharing and clinical safety.

• Privacy and consent: what patients were told, and whether data will be used to train the vendor's
models.

• Security: vendor assurance (ISO 27001, SOC 2), encryption, access, logging, and contract terms such
as data deletion and breach notification.

• Clinical governance: validation of accuracy for the local population, human oversight and accountability
for decisions.

• Alignment with frameworks such as ISO/IEC 42001 for AI governance.

Practical example: The provider requires the vendor to deploy in a UAE cloud region, contractually prohibit
training on its data, and run a 3-month supervised pilot with clinician review of every output before scaling.

Why this matters: AI in healthcare combines several of the hardest GRC topics: localisation, privacy, vendor risk
and clinical safety.

Q22. A cyber incident at a Dubai entity may affect personal data, health data and a
government client. How do you manage notifications?
Advanced · Scenario

1. Activate the incident response plan and open a notification decision log immediately.

2. Map the affected data and parties: personal data (PDPL, Data Office), health data (DHA or DoH
requirements), government client contracts and possibly DESC reporting obligations, plus aeCERT
coordination.

3. Check each regime's timeline and content requirements. The fastest one drives your schedule.

4. Coordinate a consistent message through legal and communications, with factual and regular updates.

5. Record every decision, including reasons for not notifying where that is the conclusion.

6. Review afterwards and update the jurisdiction checklist.

Practical example: Within the first hours, the team identifies three notification paths: the government client
(contract requires prompt notice), DHA (patient data) and the Data Office (non-health personal data). It sends
consistent initial notices and follows up with detailed reports.

Why this matters: Overlapping notification duties are a real UAE challenge. A pre-built checklist and decision log
prevent missed or inconsistent reports.

Q23. An ADGM-licensed fintech asks whether the UAE PDPL applies to it. What is
your answer?
Advanced · Scenario

• The PDPL generally does not apply to free zones that have their own data protection legislation, such as
ADGM and DIFC. ADGM has its Data Protection Regulations 2021, overseen by the ADGM Office of
Data Protection.

• So the fintech's own processing in ADGM is mainly governed by the ADGM regulations.

• But check the group structure: a mainland subsidiary or branch would fall under the PDPL.

• Also check sector rules (FSRA requirements, Central Bank rules if relevant) and data transfers between
ADGM and mainland entities.
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Give a clear answer with the boundaries, and recommend legal confirmation for edge cases.

Practical example: The fintech's ADGM entity follows the ADGM regulations, but its mainland customer support
company follows the PDPL. Intra-group transfers are covered by a data sharing agreement that meets both
regimes.

Why this matters: Free-zone versus mainland questions come up constantly in UAE interviews and real advisory
work.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 85

Third-Party & Vendor Risk
Assessing and monitoring suppliers, cloud providers and the wider supply chain.

Q1. What is third-party risk management (TPRM) and why is it important?
Basic

TPRM is the process of identifying, assessing, mitigating and monitoring risks arising from vendors,
suppliers, service providers, partners and their own subcontractors (fourth parties).

• Organisations increasingly outsource critical processes and data to third parties (cloud, SaaS, billing,
support).

• You can outsource the service but not the accountability — regulators and customers hold you
responsible.

• Many major breaches have originated in the supply chain.

Practical example: A billing vendor with remote access to a hospital's network is compromised, and attackers
pivot into the hospital. TPRM would have required MFA, least-privilege access and contract notification terms
before onboarding.

Why this matters: Vendor risk is a top concern for regulators and boards, and is explicitly addressed by ISO
27001, NIST CSF 2.0 (Govern), HIPAA (BAAs), GDPR (processors) and UAE regulations.

Q2. What are standard vendor security questionnaires?
Basic

Instead of custom questionnaires, many organisations use industry standards:

• Shared Assessments SIG (Standardized Information Gathering) questionnaire.

• Cloud Security Alliance CAIQ (Consensus Assessments Initiative Questionnaire), aligned to the Cloud
Controls Matrix.

• Sector-specific options exist, e.g. in healthcare.

Questionnaires should be validated with evidence (reports, policies, test results) for higher-risk vendors —
self-attestation alone is weak assurance.

Practical example: Instead of a custom 400-question form, you accept the vendor's completed SIG Lite or CAIQ
(cloud), plus their ISO 27001 certificate and SOC 2, and ask only follow-up questions where there are gaps.

Why this matters: Standard questionnaires save time for both sides and make vendor comparisons more
consistent.

Q3. What is the difference between a third party, a vendor, a supplier and a fourth
party?
Basic

• Third party: any external organisation the company has a relationship with, including vendors, suppliers,
partners, contractors, resellers and outsourcers.

• Vendor or supplier: a third party that provides goods or services. In practice the terms are often used
interchangeably.

• Fourth party: your vendor's vendors (subcontractors and sub-processors), such as the cloud provider
hosting your SaaS vendor.

• Nth party: further down the chain.
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Practical example: A hospital's TPRM inventory covers software vendors but not visiting locum agencies or the
medical device maintenance firm with remote access. Both are added after a review shows they handle patient
data.

Why this matters: Defining the population clearly decides what your TPRM programme covers. Many
programmes miss partners and contractors who are not formally 'vendors'.

Q4. What is inherent versus residual vendor risk?
Basic

• Inherent vendor risk: the risk the relationship carries before considering the vendor's controls. It is
based on data access, system access, criticality of the service, regulatory impact and spend.

• Residual vendor risk: what remains after assessing the vendor's controls and any extra controls you
add (contract terms, restricted access, monitoring).

• Inherent risk decides the tier and depth of assessment. Residual risk decides approval, conditions and
how often you review.

Practical example: A cloud EHR vendor has high inherent risk (patient data, critical service). After reviewing its
SOC 2, ISO certificate and contract terms, residual risk is rated medium and it is approved with annual
reassessment.

Why this matters: Separating the two avoids wasting effort on low-risk vendors while making sure high-risk ones
get proper scrutiny.

Q5. What is due diligence in vendor onboarding?
Basic

Due diligence is the set of checks done before signing with a vendor, proportionate to its risk:

• Security and privacy: questionnaires, certifications (ISO 27001, SOC 2), penetration test summaries,
policies.

• Financial stability and ownership: can they stay in business, and are there sanctions or conflicts?

• Legal and compliance: data location, sub-processors, regulatory licences, litigation history.

• Operational resilience: BCP/DR, support model and SLAs.

• Reputation and ESG concerns where relevant.

Practical example: During due diligence for a new payroll provider, the team finds that data is processed in a
country not covered by its transfer arrangements. The contract is changed to keep processing in approved
locations before signing.

Why this matters: Problems found before signing are cheap to fix. After signing, your leverage drops sharply.

Q6. Describe the third-party risk management lifecycle.
Intermediate

1. Planning and sourcing: define the business need and data/system access involved.

2. Inherent risk scoring / tiering: classify the vendor by criticality and data sensitivity.

3. Due diligence: questionnaires, SOC 2 / ISO 27001 reports, policies, pen test summaries, financial and
reputational checks — depth based on tier.

4. Risk assessment and remediation: identify gaps, agree remediation or compensating controls, or
decide not to proceed.

5. Contracting: security, privacy, audit rights, breach notification, subcontracting and exit clauses.
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6. Ongoing monitoring: periodic reassessment, security ratings, news monitoring, performance and
incident tracking.

7. Offboarding: revoke access, return or destroy data, obtain confirmation.

Practical example: Onboarding a cloud call-centre: plan and scope → inherent risk tiering → due diligence (SOC
2, questionnaire) → contract clauses → ongoing monitoring (annual reassessment, security ratings) →
offboarding (data return and access removal).

Why this matters: A lifecycle approach avoids the common trap of assessing a vendor once at onboarding and
never again.

Q7. How do you tier vendors?
Intermediate

Vendor tiering assigns an inherent risk level so assessment effort matches risk. Common factors:

• Type and volume of data accessed (e.g. PHI, personal data, card data, confidential IP).

• Level of system or network access.

• Criticality of the service to operations (what if it fails for a week?).

• Regulatory relevance and geography (e.g. data hosted outside the country).

• Substitutability and concentration (how hard is it to replace?).

High-tier vendors get full due diligence and annual reviews; low-tier vendors may only need a short
questionnaire.

Practical example: Tier 1: an EHR hosting vendor (patient data, critical service). Tier 2: an HR SaaS with
employee PII. Tier 3: a catering supplier with no data or system access. Assessment depth follows the tier.

Why this matters: Tiering lets a small GRC team focus on the vendors that could really hurt the organisation.

Q8. What security clauses should be in a vendor contract?
Intermediate

• Security requirements and adherence to standards/policies.

• Data protection terms (e.g. BAA under HIPAA, data processing agreement under GDPR/PDPL), including
data location and transfer restrictions.

• Breach and incident notification obligations with defined timeframes.

• Right to audit or to receive independent assurance reports (SOC 2, ISO 27001 certificate).

• Subcontractor (fourth-party) approval and flow-down obligations.

• Business continuity and service level commitments.

• Data return and secure destruction at termination; exit and transition support.

• Liability, indemnity and insurance requirements.

Practical example: A contract for a cloud data processor includes: breach notification within 24–72 hours, right to
audit or accept a SOC 2, data location limits, sub-processor approval, encryption requirements and data deletion
on exit.

Why this matters: If it isn't in the contract, you usually cannot enforce it later — especially during an incident.

Q9. How does the cloud shared responsibility model affect risk management?
Intermediate

In cloud services, security responsibilities are split between the provider and the customer, and the split
depends on the model:
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• IaaS: provider secures physical infrastructure and virtualisation; customer secures operating systems,
applications, data, identities and configuration.

• PaaS: provider also manages the platform/runtime; customer manages applications, data and access.

• SaaS: provider manages most of the stack; customer is still responsible for data, user access,
configuration and use.

Common failures come from customers assuming the provider handles something it does not, such as
misconfigured storage or excessive permissions.

Practical example: In IaaS the provider secures the hypervisor and data centre. The customer must still
configure security groups, patch VMs and manage IAM. Most cloud breaches come from the customer's side of
the line.

Why this matters: Misunderstanding the shared responsibility model is one of the most frequent root causes of
cloud data exposure.

Q10. A critical vendor fails your security assessment, but the business insists on
using them. What do you do?
Intermediate · Scenario

• Clarify the specific gaps and translate them into business risk (data exposure, regulatory impact,
operational impact).

• Work with the vendor on a remediation plan with dates, and include it in the contract.

• Identify compensating controls on your side (e.g. limit data shared, encryption, extra monitoring, SSO
with MFA).

• If residual risk remains above appetite, document it and route it for formal risk acceptance by an
appropriate authority.

• Set conditions and reassessment dates; track remediation through to closure.

Practical example: A marketing analytics vendor lacks SSO and encryption at rest. The business needs it for a
launch. Approve with conditions: no PHI uploaded, contract commitment to fix in 90 days, a VP-signed risk
acceptance, and reassessment at day 90.

Why this matters: This shows you can enable the business while keeping risk visible and owned — the essence
of GRC.

Q11. How do you use security ratings services and continuous monitoring in TPRM?
Intermediate

• Security ratings tools scan a vendor's internet-facing footprint (exposed services, patching, email security,
leaked credentials) and give a score.

• Useful for monitoring many vendors between assessments and for spotting sudden changes.

• Limitations: they only see the outside, can misattribute assets and do not reflect internal controls.

• Combine them with threat and news monitoring (breaches, financial distress) and with periodic
assessments.

• Define triggers: a big score drop or a reported breach starts a vendor follow-up.

Practical example: A Tier 1 vendor's rating drops after an exposed remote desktop service appears on its
network. The TPRM team contacts the vendor within 24 hours, and the service is closed within two days.

Why this matters: Annual questionnaires are a snapshot. Continuous signals help you react between reviews,
but they should not replace evidence-based assessment.
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Q12. What should a vendor offboarding (exit) process include?
Intermediate

• Revoke all access: accounts, VPN, API keys, shared credentials and physical badges.

• Recover or securely delete data, with a certificate of destruction or evidence of return.

• Transition services and knowledge if replacing the vendor.

• Close or update contracts, and check surviving obligations such as confidentiality.

• Update the vendor inventory, risk register and data flows.

• For critical vendors, have an exit plan prepared in advance (a DORA requirement for EU financial entities,
and good practice everywhere).

Practical example: When a hospital ends a contract with a transcription service, it disables the vendor's SFTP
account and API keys, receives a deletion certificate for 3 years of audio files, and removes the vendor from its
RoPA.

Why this matters: Offboarding is often forgotten. Former vendors with live access or retained data are a real
breach source.

Q13. How do you assess a SaaS vendor's security efficiently?
Intermediate

• Start with the data and integration: what data goes in, how users authenticate (SSO), and what
integrations or API scopes are needed.

• Request existing assurance first: SOC 2 Type II, ISO 27001 certificate and SoA, penetration test
summary, a trust centre.

• Focus on key controls: encryption, access management (SSO, MFA, RBAC), logging, vulnerability
management, incident notification, data location and deletion, sub-processors.

• Check the configuration you control: tenant settings, admin roles, audit logs.

• Ask follow-up questions only where evidence is missing.

Practical example: For a new collaboration SaaS, the team reviews its SOC 2, confirms SSO and data residency
options, enables audit logging and restricts external sharing in the tenant. The review takes 5 days instead of 5
weeks.

Why this matters: Efficient SaaS reviews keep up with the speed of business adoption without lowering
standards.

Q14. A vendor tells you they had a security incident but cannot share details yet. What
do you do?
Intermediate · Scenario

1. Log it as a potential incident and inform your incident response team and privacy/legal.

2. Ask the key questions in writing: what services and data are affected, is your data involved, what is the
timeline, what containment is in place, and when will they update you?

3. Check your contract: notification timelines, cooperation duties and audit rights.

4. Take protective steps: rotate shared credentials or API keys, review logs for activity from the vendor's
connections, and consider suspending integrations.

5. Track your own regulatory clocks. Your notification duty may start when you become aware, not when the
vendor finishes its investigation.

6. Follow up until closure and reassess the vendor afterwards.
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Practical example: A file-transfer vendor reports 'suspicious activity'. The hospital disables the integration,
rotates the SFTP credentials and checks logs. Two days later the vendor confirms the hospital's data was not
affected, and the decision log records each step.

Why this matters: Vendor incidents are often reported slowly and vaguely. Acting on your own side immediately
limits harm and protects your compliance position.

Q15. Procurement signed a contract with a new vendor without a security review.
What do you do?
Intermediate · Scenario

• Assess the vendor now, prioritising by its inherent risk: what data and access does it already have?

• If high risk, apply interim controls (restrict data and access) until the review is done.

• Check whether the contract has security clauses. If not, negotiate an addendum or data processing
agreement.

• Fix the process: build the security review into the procurement workflow (no purchase order for in-scope
categories without a TPRM ticket), and train procurement.

• Report the process gap as a finding if it is a pattern.

Practical example: A department bought a survey tool that collects patient feedback with names. The review
finds no DPA, so one is signed within a week, and procurement adds a mandatory 'data involved?' question that
routes purchases to TPRM.

Why this matters: Bypassed reviews are a process failure, not just a one-off. Fixing the workflow prevents
repeats.

Q16. The business wants to give a vendor's support team permanent admin access to
a production system. What controls do you require?
Intermediate · Scenario

• Challenge the need: can access be time-bound and approved per session instead of permanent?

• Require named accounts (no shared logins), MFA and access through a controlled path such as a
privileged access management tool or jump host.

• Least privilege: only the systems and rights needed.

• Session logging or recording, with review of high-risk activity.

• Contract terms: confidentiality, background checks, incident notification and liability.

• Periodic access reviews and immediate removal when staff change.

Practical example: The imaging system vendor gets just-in-time access through the PAM tool. Each session
needs approval from the hospital IT on-call engineer, is recorded, and expires after 4 hours.

Why this matters: Vendor remote access is one of the most common breach routes. Strong controls let the
vendor do its job without creating a permanent back door.

Q17. A vendor's SOC 2 report shows exceptions in access reviews. How do you
decide whether this matters to you?
Intermediate · Scenario

• Read the exception details: how many samples failed, what kind of access, and over what period.

• Check whether the failing control affects the services and data you use.

• Look at management's response and remediation date.
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• Check for compensating controls in the report or in your own environment (for example, your own SSO
and access reviews on the vendor platform).

• Decide: accept with follow-up, require remediation evidence, or escalate if the risk is significant. Record
the decision in the vendor file.

Practical example: Two of 25 terminated vendor employees kept access for a week. The vendor has since
automated deprovisioning. Because your data sits in an encrypted tenant you administer, you accept the finding
and ask for evidence of the fix at the next review.

Why this matters: Exceptions are information, not an automatic fail. Good TPRM interprets them in the context
of your own risk.

Q18. What is fourth-party and concentration risk?
Advanced

• Fourth-party risk: risk from your vendors' own suppliers (e.g. your SaaS provider's hosting provider).
You usually have no direct contract with them, so you rely on your vendor's controls, contractual
flow-downs and SOC reports listing subservice organisations.

• Concentration risk: dependence on a single provider (or a few) for many critical services, so one failure
has a wide impact — e.g. many services hosted with the same cloud provider or region.

Mitigations include mapping critical supply chains, requiring disclosure of material subcontractors,
multi-region or multi-provider designs where justified, and exit planning.

Practical example: Five of your critical SaaS vendors all run on the same cloud region and use the same identity
provider. A single outage there would hit all five at once. That is concentration and fourth-party risk.

Why this matters: Recent large-scale outages and supply chain attacks have made these topics a board-level
concern.

Q19. How do you manage software supply chain risk (open source, SBOMs, vendor
updates)?
Advanced

• Inventory software components, ideally through Software Bills of Materials (SBOMs) from vendors and
your own builds.

• Monitor components for vulnerabilities and use frameworks such as NIST SSDF (SP 800-218) for secure
development expectations.

• Require vendors to have secure development practices, signed updates and timely vulnerability
disclosure.

• Protect your build pipeline (access control, integrity checks, dependency pinning).

• Include software supply chain events in incident playbooks, such as a compromised update or a critical
library vulnerability.

Practical example: When a critical vulnerability is announced in a common logging library, a company with
SBOMs identifies affected applications in hours and asks the three vendors listed as using it for their patch status.

Why this matters: Attacks through trusted software updates and widely used open-source libraries have shown
that supply chain risk can affect thousands of organisations at once.
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Q20. How do you measure and report the health of a TPRM programme?
Advanced

• Coverage: percentage of vendors inventoried and tiered; percentage of Tier 1 and 2 vendors assessed
on time.

• Risk: number of vendors with high residual risk, open vendor issues by age, and vendors with expired
assurance (old SOC 2 reports).

• Contract: percentage of critical vendors with required security clauses and exit plans.

• Events: vendor incidents, response times and notification compliance.

• Concentration: critical services dependent on a single provider.

Report to the risk committee with trends and the few vendors that need decisions.

Practical example: The quarterly report shows 96% of Tier 1 vendors assessed on time, 4 vendors with expired
SOC 2 reports, and 3 critical services all relying on one cloud region. The last point leads to a resilience review.

Why this matters: Metrics show whether the programme reduces risk or only produces questionnaires.

Q21. Your most critical cloud provider has a region-wide outage. What should TPRM
and BCM have prepared?
Advanced · Scenario

• Concentration analysis: know which services depend on that provider and region, including fourth
parties (SaaS vendors hosted there).

• Architecture: multi-zone or multi-region designs for critical services, with tested failover.

• Exit and contingency plans: documented and tested, including manual workarounds.

• Contracts: SLAs, credits, status communication and support escalation paths.

• Communication: templates for customers and regulators about service disruption.

• After the event: review actual impact against the BIA and adjust the strategy.

Practical example: During a regional outage, the patient portal fails over to a second region in 40 minutes as
tested. But a SaaS scheduling vendor hosted in the same region is down for 6 hours, so clinics use paper
downtime procedures, and the vendor's resilience becomes a contract renewal topic.

Why this matters: Cloud concentration is now a board-level and regulator topic. Preparation is the difference
between a short disruption and a crisis.

Q22. A Tier 1 vendor refuses to complete your questionnaire, saying 'we are too big to
fill in customer forms'. How do you handle it?
Advanced · Scenario

• Accept that large providers often will not complete custom questionnaires, but still need assurance.

• Use what they publish: SOC 2 Type II, ISO 27001/27017/27018 certificates, CSA STAR entries, trust
centre documentation and contractual commitments.

• Map that evidence to your requirements and note gaps.

• Focus on your side of shared responsibility: configuration, identity, logging and encryption choices.

• Where gaps remain, record residual risk and get it accepted by the business owner.

Practical example: A hyperscale cloud provider declines the questionnaire. The team maps its SOC 2 and ISO
certificates to 85% of requirements, documents the customer-side controls for the rest, and the CIO signs off the
residual risk.
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Why this matters: TPRM must be practical. The goal is enough assurance to make an informed decision, not a
completed form.

Q23. You need to assess 300 existing vendors with a team of two. How do you plan it?
Advanced · Scenario

1. Build the inventory with spend data from finance, SSO and network data, and contract lists.

2. Tier every vendor with a short inherent-risk questionnaire completed by the business owner.

3. Focus deep assessments on Tier 1 (maybe 20–30 vendors) and lighter, evidence-based reviews on Tier
2.

4. For Tier 3, rely on contract terms and periodic attestation only.

5. Reuse existing assurance (SOC 2, ISO) and shared assessment services where possible.

6. Automate with a TPRM tool: reminders, questionnaires and scoring.

7. Agree a phased schedule with leadership and report progress.

Practical example: Tiering reduces the 300 vendors to 24 Tier 1, 70 Tier 2 and 206 Tier 3. The two-person team
completes all Tier 1 assessments in the first quarter and shows the risk committee a clear plan for the rest.

Why this matters: Risk-based tiering is the only way to cover a large population with limited resources, and it is
what regulators and auditors expect to see.
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Business Continuity & Incident Management
Keeping the business running and responding well when things go wrong: BIA, RTO/RPO, DR, incident
response and lessons learned.

Q1. What is the difference between business continuity, disaster recovery and
incident response?
Basic

• Business continuity (BC): keeping critical business functions running during and after a disruption —
people, processes, facilities, suppliers and technology. ISO 22301 is the main standard.

• Disaster recovery (DR): restoring IT systems, infrastructure and data after a disruption. DR is a subset
of BC focused on technology.

• Incident response (IR): detecting, containing, eradicating and recovering from security incidents (e.g.
malware, data breach).

They connect: a major cyber incident may trigger IR, then DR to restore systems, under the overall BC and
crisis management plan.

Practical example: Ransomware hits: incident response contains and eradicates it; DR restores servers from
immutable backups; business continuity has clinics switch to paper downtime procedures until the EHR is back.

Why this matters: Interviewers check you understand how these plans fit together rather than treating them as
separate documents.

Q2. What is a Business Impact Analysis (BIA)?
Basic

A BIA identifies critical business processes and the impact over time of their disruption. It typically
determines:

• Impacts (financial, operational, regulatory, reputational, patient/customer safety) at different time
intervals.

• Maximum Tolerable Period of Disruption (MTPD, also called maximum tolerable downtime).

• Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO).

• Dependencies: systems, people, suppliers, facilities and data.

• Minimum resources needed to resume.

The BIA drives continuity strategy and DR investment.

Practical example: The BIA shows outpatient scheduling can be down for 24 hours before revenue and
patient-safety impacts become severe, but medication dispensing can only tolerate 2 hours. That sets very
different recovery priorities.

Why this matters: Without a BIA, recovery priorities are guesswork and DR spending may protect the wrong
systems.

Q3. Explain RTO, RPO and MTPD.
Basic

• Recovery Time Objective (RTO): the target time to restore a process or system after disruption.

• Recovery Point Objective (RPO): the maximum acceptable amount of data loss, measured in time —
e.g. an RPO of 1 hour means backups or replication must allow restoring to no more than 1 hour before
the incident.

• Maximum Tolerable Period of Disruption (MTPD): the point after which the impact becomes
unacceptable. RTO must be shorter than MTPD.
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Shorter RTO and RPO usually mean higher cost (e.g. real-time replication vs nightly backups), so they
should be justified by the BIA.

Practical example: Pharmacy system: RTO 2 hours (back up within 2 hours), RPO 15 minutes (lose at most 15
minutes of data), MTPD 8 hours (beyond that, patient harm becomes unacceptable).

Why this matters: These metrics translate business tolerance into technical requirements — and are a
guaranteed interview question.

Q4. What are the phases of incident response?
Basic

NIST SP 800-61 has long described the incident response lifecycle as:

1. Preparation: policies, plans, roles, tools, training, contact lists.

2. Detection and analysis: identify, validate, classify and prioritise incidents.

3. Containment, eradication and recovery: limit damage, remove the cause, restore normal operations.

4. Post-incident activity: lessons learned and improvements.

SP 800-61 Revision 3 (2024) re-frames incident response around the NIST CSF 2.0 functions, but the
lifecycle above is still widely used. Other models (e.g. SANS PICERL) are similar.

Practical example: Phishing-based account takeover: prepare (playbook, logging), detect (impossible-travel
alert), contain (reset credentials, revoke sessions), eradicate (remove mail rules), recover (restore mailbox),
lessons learned (enforce phishing-resistant MFA).

Why this matters: A structured lifecycle prevents chaotic responses and supports regulatory reporting and
evidence handling.

Q5. What is a business continuity plan (BCP), and what should it contain?
Basic

A BCP documents how the organisation will continue critical activities during and after a disruption. Typical
contents:

• Scope, objectives and the critical activities covered (from the BIA).

• Roles and responsibilities, including the crisis or incident management team and deputies.

• Activation criteria and escalation steps.

• Recovery strategies and workarounds for each critical activity (alternate site, manual processes, alternate
suppliers).

• Contact lists, communication plans and resources needed.

• Testing, maintenance and review arrangements.

ISO 22301 sets requirements for a business continuity management system.

Practical example: A clinic's BCP for an EHR outage includes paper downtime forms, a printed list of the day's
appointments generated every evening, a phone tree and the rule that IT must confirm data reconciliation before
normal operations resume.

Why this matters: A plan that is short, current and practised is far more useful in a crisis than a large document
nobody has read.
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Q6. What is a tabletop exercise?
Basic

A tabletop exercise is a discussion-based session where the team walks through a realistic scenario and
talks about how they would respond, without touching live systems.

• A facilitator presents the scenario in stages (injects), such as 'the attackers now threaten to publish data'.

• Participants explain decisions, roles and communications.

• It reveals gaps in plans, contacts, decision rights and coordination.

• It ends with an after-action report and improvement actions.

Practical example: A 2-hour ransomware tabletop with executives finds that nobody knows who can approve
shutting down the patient portal, and that the legal team does not have the cyber insurer's hotline. Both are fixed
within a week.

Why this matters: Tabletops are a low-cost, high-value way to test plans and train leaders, and regulators and
insurers increasingly ask for evidence of them.

Q7. What is the 3-2-1 backup rule, and why are immutable backups important?
Basic

• 3-2-1: keep at least 3 copies of data, on 2 different media or storage types, with 1 copy off-site.

• Many now extend it to 3-2-1-1-0: one copy offline or immutable, and zero errors after restore
verification.

• Immutable backups cannot be changed or deleted for a set period, even by administrators, which protects
them against ransomware and malicious insiders.

• Backups must be tested by actual restores. An untested backup is only a hope.

Practical example: After ransomware encrypts file servers, the attackers also delete the online backups. The
organisation restores from an immutable cloud copy locked for 30 days and is back online in 2 days without
paying.

Why this matters: Attackers deliberately target backups first. Immutable, tested backups are often what decides
whether an organisation recovers quickly or pays a ransom.

Q8. A user reports a suspicious email after clicking the link. What should happen
next?
Basic · Scenario

1. Thank the user. Fast reporting is what you want, so never punish someone who reports.

2. The security team checks whether credentials were entered or a file was run.

3. If credentials were entered: reset the password, revoke sessions, check MFA prompts and mailbox
rules, and review sign-in logs.

4. Search for the same email in other mailboxes and remove it.

5. Block the sender and malicious URLs.

6. Record the incident and use it (anonymised) in awareness.

Practical example: The user reported within 3 minutes. The SOC finds the same email in 40 mailboxes, removes
it from all of them, resets the user's password and blocks the domain, all within 20 minutes.

Why this matters: Speed of reporting decides how much damage phishing does. A reporting culture is built by
how the first report is handled.
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Q9. How should business continuity and DR plans be tested?
Intermediate

Common test types, from least to most disruptive:

• Plan review / checklist: owners review the plan for accuracy.

• Tabletop exercise: discussion-based walkthrough of a scenario with key decision makers.

• Simulation / functional exercise: practising specific procedures under realistic conditions.

• Parallel test: recovery systems are brought up alongside production.

• Full interruption test: production is actually failed over (highest assurance, highest risk).

After each test, document results, gaps and actions, and update plans. Test at least annually and after
significant changes.

Practical example: Year plan: Q1 tabletop for executives on ransomware, Q2 DR failover test of the EHR to the
secondary site, Q3 call-tree test, Q4 full simulation. Each one produces an after-action report with tracked
improvements.

Why this matters: An untested plan is an assumption. Testing proves recovery objectives can be met and builds
team confidence.

Q10. What is the difference between a security event, an incident and a breach?
Intermediate

• Event: any observable occurrence in a system or network (e.g. a failed login).

• Incident: an event or series of events that actually or potentially jeopardises confidentiality, integrity or
availability, or violates security policy.

• Breach (data breach): an incident that results in unauthorised access to, disclosure, or loss of protected
data, typically triggering legal notification analysis (e.g. HIPAA, GDPR, UAE PDPL).

Not every incident is a breach, and the legal definition of 'breach' varies by law, so legal and privacy teams
should be involved in the decision.

Practical example: Event: a failed login. Incident: 500 failed logins followed by a successful one from an unusual
country. Breach: confirmed access to a mailbox containing patient information, which triggers notification
analysis.

Why this matters: Getting the classification right determines escalation, notification deadlines and potential
regulatory exposure.

Q11. What is the role of GRC during a major security incident?
Intermediate

GRC is usually not the hands-on technical responder, but plays important roles:

• Making sure the incident response plan, roles and escalation paths are followed.

• Supporting the breach/notification assessment with legal and privacy (regulatory timelines, contractual
notification duties to customers).

• Tracking decisions and evidence for regulators, auditors and insurers.

• Coordinating third-party notifications and obligations.

• After the incident: running lessons learned, updating the risk register, tracking corrective actions and
reporting to leadership.

Practical example: During a ransomware incident, GRC tracks regulatory notification clocks (GDPR 72 hours,
HIPAA 60 days), keeps the decision log, coordinates with legal and insurers, and later updates the risk register
and control set.
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Why this matters: Showing how GRC adds value in a crisis (not just during audits) makes you stand out.

Q12. Why are post-incident reviews (lessons learned) important, and how do you run
one?
Intermediate

Purpose: understand what happened and why, and improve — not to assign blame.

• Hold it soon after the incident while details are fresh.

• Include all involved teams and relevant third parties.

• Build a timeline; identify what went well, what didn't, and the root causes (technical, process and people).

• Agree specific, owned, dated actions (e.g. new detections, playbook updates, training, control changes).

• Track actions to closure and feed findings into the risk register and future exercises.

Practical example: After a 9-hour outage, a blameless review finds an expired TLS certificate was the root
cause. The actions are automated certificate monitoring, an owner for each certificate, and a new KRI:
'certificates expiring in under 30 days'.

Why this matters: Organisations that learn from incidents get breached less often and recover faster the next
time.

Q13. What is a crisis management team, and how is it different from the incident
response team?
Intermediate

• The incident response team (technical) handles detection, containment, eradication and recovery of the
incident.

• The crisis management team (executive) handles the strategic impact: business decisions, stakeholder
and media communication, legal and regulatory matters, customer impact and resources.

• They connect through a defined escalation path and a regular briefing rhythm.

• Not every incident is a crisis. Activation criteria decide when the crisis team is convened.

Practical example: During a ransomware attack, the IR team works on containment while the crisis team (CEO,
COO, legal, communications, CISO) meets every 4 hours to decide on clinic operations, patient communication
and regulator notifications.

Why this matters: Mixing technical and executive roles slows both down. Clear separation with good links
speeds up decisions.

Q14. What should an incident response plan and playbooks include?
Intermediate

• Plan: purpose, scope, definitions and severity levels, roles (incident commander, technical lead,
communications, legal, GRC), escalation, communication rules and evidence handling.

• Playbooks: step-by-step guides for common incident types, such as ransomware, BEC, data leakage,
lost devices, DDoS and insider threats.

• Contacts: internal, external (forensics retainer, insurer, legal counsel, regulators, law enforcement).

• Notification matrix: which laws and contracts require notification, to whom and by when.

• Post-incident review and plan maintenance.

Practical example: The BEC playbook lists exactly what to do in the first hour: contact the bank's fraud desk,
preserve the email headers, reset the mailbox password, remove forwarding rules and inform the finance director.
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Why this matters: A good plan and practical playbooks turn panic into a routine. They are also among the first
things insurers and auditors ask to see.

Q15. What is digital forensics readiness, and why does it matter for GRC?
Intermediate

Forensic readiness means preparing in advance so that evidence can be collected and used effectively after
an incident:

• Keep enough logs, for long enough, and protect their integrity (centralised, time-synchronised,
tamper-resistant).

• Define how evidence is preserved, with chain of custody.

• Have a forensics retainer, ideally pre-approved by the insurer.

• Train first responders not to destroy evidence (for example, by wiping and rebuilding a machine too
early).

Practical example: Because firewall and EDR logs were kept for 12 months, investigators could show attackers
accessed only a test server, not the patient database, and notification was not required.

Why this matters: Without evidence you cannot confirm what data was accessed, which can force wider
notifications and weaken your legal position.

Q16. Your BIA says the payroll system has an RTO of 4 hours, but IT says recovery
takes 3 days. What do you do?
Intermediate · Scenario

• Validate both sides: is 4 hours a real business need (payroll runs monthly, so maybe 48 hours is fine
near the payroll date), and is IT's 3 days based on a recent test?

• Discuss with the process owner what happens at each point: 4 hours, 1 day, 3 days, especially near
payroll dates.

• If the gap is real, present options with costs: faster recovery architecture, manual workarounds (re-run
the previous month's payroll), or accepting the risk.

• Record the agreed RTO and the decision, and retest.

Practical example: The process owner agrees that a 48-hour RTO is enough except in the last 3 days of the
month, when a manual fallback (repeat last month's payroll and adjust later) is documented and tested.

Why this matters: RTO gaps are common. Resolving them with facts and options, rather than just raising a
finding, is what makes BCM credible.

Q17. An employee's laptop with customer data is stolen from a car. Walk through the
response.
Intermediate · Scenario

1. Report quickly: the employee reports to IT/security and police; get a police reference.

2. Check the device status: was it encrypted, was MFA required, when did it last check in? Trigger remote
lock or wipe.

3. Revoke sessions and reset credentials stored on the device.

4. Assess the data: what was stored locally, how sensitive, how many people.

5. Decide on notification. If the device was fully encrypted and the key was not compromised, many laws
treat the data as protected (for example HIPAA's encryption safe harbour), but document the
assessment.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 100

6. Learn: is local storage of sensitive data necessary? Are encryption and MDM compliance enforced on
every device?

Practical example: MDM confirms the laptop was encrypted with BitLocker and last checked in that morning. It is
remotely wiped when it next connects, sessions are revoked, and the incident is closed as 'no breach' with
documented reasoning.

Why this matters: Lost-device incidents are frequent and simple if the basics (encryption, MDM, cloud storage)
are in place. They become serious if not.

Q18. A DR test fails halfway through. How do you handle it?
Intermediate · Scenario

• First, make sure production is safe and restore normal operations if the test affected them.

• Record exactly what failed, when and why. A failed test is valuable information, not a disaster.

• Run a short lessons-learned session with IT and business owners.

• Create corrective actions with owners and dates, and update the risk register (recovery capability is
weaker than assumed).

• Schedule a retest, and inform governance of the result and the plan.

• Do not report it as a 'partial success' to leadership. Be honest about what it means for RTO.

Practical example: The database failover worked, but the application could not connect because DNS records
were hard-coded. The fix is automated DNS failover, and a retest a month later meets the RTO.

Why this matters: The purpose of testing is to find failures before a real disaster does. Hiding failed tests defeats
the purpose.

Q19. A key supplier for clinical consumables goes out of business suddenly. How
does BCM help?
Intermediate · Scenario

• The BIA and supplier mapping should already identify critical suppliers and single points of failure.

• Activate the continuity plan for that dependency: alternate suppliers, emergency stock, mutual aid
with other facilities.

• Communicate with clinical leaders about what is affected and for how long.

• Afterwards, review supplier diversification, stock levels and financial monitoring of critical suppliers (a
TPRM link).

BCM is not only about IT. Supply chain disruptions are a common real-world continuity event.

Practical example: The hospital switches to a pre-approved second supplier within 48 hours, using its 2-week
safety stock in the meantime. Financial health checks on Tier 1 suppliers are added to the TPRM programme.

Why this matters: Interviewers check that you see continuity as a business discipline, not just IT disaster
recovery.

Q20. How do you align business continuity with ISO 22301 and ISO 27001 control
5.30?
Advanced

• ISO 22301 provides the full business continuity management system: context, BIA and risk assessment,
strategies, plans, exercising, evaluation and improvement.

• ISO 27001:2022 control 5.29 covers information security during disruption, and 5.30 (ICT readiness for
business continuity) requires ICT readiness to be planned, implemented, maintained and tested based on

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 101

business continuity objectives.

• Practically, the BIA sets RTO and RPO, and IT must prove its DR capability meets them through testing.

• One integrated programme avoids two inconsistent sets of recovery targets.

Practical example: The BIA requires the EHR to be back in 4 hours, but the last DR test took 9 hours. Control
5.30 evidence shows the gap, and a project to automate failover is funded, with a retest that achieves 3.5 hours.

Why this matters: Auditors look for the link between business requirements (BIA) and proven ICT capability. A
gap between them is a common finding.

Q21. Should an organisation pay a ransom? What are the GRC considerations?
Advanced

This is a business and legal decision for leadership, not a GRC or IT decision, but GRC prepares the
decision framework:

• Legal: sanctions rules (paying a sanctioned group may be illegal), local laws and law enforcement
guidance.

• Practical: payment does not guarantee decryption or deletion of stolen data, and may mark you as a
repeat target.

• Insurance: policy terms, insurer involvement and approval.

• Recovery alternatives: are backups intact and how long will restore take?

• Patient safety and critical service impact.

Decide the principles in advance, in calm conditions, and document the decision during the incident.

Practical example: During a tabletop, the board agrees a policy: no payment unless backups have failed and
there is a risk to patient safety, and then only after legal sanctions checks and insurer involvement. In the real
incident, backups worked and no payment was considered.

Why this matters: Ransom decisions made under pressure without a framework are often poor. Preparing the
criteria in advance is a governance responsibility.

Q22. You are the GRC lead in the first hour of a ransomware attack on a hospital.
What are your priorities?
Advanced · Scenario

• Support the incident commander. Do not run the technical response yourself.

• Start the decision log and the regulatory clock tracker (which laws, which authorities, which deadlines).

• Make sure patient safety is escalated: clinical leaders activate downtime procedures.

• Bring in legal counsel, the insurer and the forensics retainer through the agreed channels.

• Prepare short, factual updates for executives and the board at a set rhythm.

• Ensure evidence preservation is part of containment decisions.

• Track third parties affected or involved (vendors, HIE connections, customers).

Practical example: Within the first hour, the GRC lead has a decision log running, has confirmed that the DoH
and the cyber insurer must be informed, has set 2-hourly executive updates, and has listed 3 vendors with live
connections that must be checked.

Why this matters: GRC's value in a crisis is structure: decisions recorded, obligations met and leadership
informed, so technical teams can focus on recovery.
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Q23. A cyber incident is taking longer than expected, and leadership wants to
announce it is 'resolved'. How do you advise them?
Advanced · Scenario

• Explain the risk of announcing too early: if new facts appear (more data affected, attackers still
present), the organisation loses credibility and may face regulatory criticism.

• Recommend factual, accurate wording: what is known, what is being done, and when the next update
will be given.

• Check what notifications have been made and whether the public statement is consistent with them.

• Define 'resolved' with the IR team: containment confirmed, eradication validated, monitoring in place.

• Involve legal and communications in final wording.

Practical example: Instead of 'the incident is resolved', the statement says 'systems are restored and operating
normally; our investigation with independent experts continues, and we will update affected patients directly if
needed'. Two weeks later, new findings require a small number of extra notifications, and the earlier statement
remains accurate.

Why this matters: Accurate communication during incidents protects trust. Premature 'all clear' messages are a
common and damaging mistake.
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Metrics, KRIs & Reporting
Measuring and communicating risk and programme performance to management and the board.

Q1. What is the difference between a KPI, a KRI and a KCI?
Basic

• KPI (Key Performance Indicator): measures how well a process or programme is performing against its
goals — e.g. percentage of staff completing training on time.

• KRI (Key Risk Indicator): an early warning signal that risk exposure is increasing — e.g. number of
critical vulnerabilities older than the patching SLA.

• KCI (Key Control Indicator): measures whether a specific control is operating effectively — e.g.
percentage of leavers whose access was removed within the required time.

The same metric can sometimes serve more than one purpose; what matters is that it is linked to an
objective, risk or control and has thresholds.

Practical example: KPI: 95% of staff completed training. KRI: number of critical vulnerabilities older than 30
days. KCI: percentage of quarterly access reviews completed on time.

Why this matters: Clear metric types help leadership understand whether a number is about performance, risk
exposure or control health.

Q2. Give examples of useful cyber risk metrics.
Basic

• Percentage of critical/high vulnerabilities remediated within SLA; ageing of open vulnerabilities.

• MFA coverage for remote, privileged and cloud access.

• Percentage of assets with EDR / encryption / up-to-date patches.

• Privileged accounts reviewed on schedule; orphaned accounts found.

• Phishing simulation report rate vs click rate trends.

• Mean time to detect and respond to incidents.

• Backup success rate and results of restore tests.

• Number of high-risk vendors without a current assessment.

• Open audit findings and overdue remediation actions by severity.

• Number of risks above appetite and accepted risks past their review date.

Practical example: Mean time to patch critical vulnerabilities, percentage of assets with EDR, phishing
simulation report rate, number of overdue audit findings, and the share of Tier 1 vendors assessed on time.

Why this matters: Having concrete examples ready shows practical experience, not just theory.

Q3. What is the difference between a metric, a measure and a target?
Basic

• Measure: a raw value collected, such as '37 critical vulnerabilities'.

• Metric: a measure put in context so it means something, such as '37 critical vulnerabilities older than 30
days, up from 22 last month'.

• Target or threshold: the value you are aiming for or must not exceed, such as 'zero critical
vulnerabilities older than 30 days' or 'amber above 10, red above 25'.

Good reporting shows the metric, the target and the trend together.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 104

Practical example: 'Patch compliance 82%' means little on its own. '82% of critical patches applied within SLA,
target 95%, down from 90% because of a delayed maintenance window in two clinics' tells leadership what is
happening and why.

Why this matters: Raw numbers without context or targets cannot drive decisions. This basic distinction is where
good reporting starts.

Q4. What is a GRC dashboard, and who are its audiences?
Basic

A dashboard displays key metrics visually so different audiences can see status at a glance:

• Board and executives: top risks against appetite, trends and decisions needed.

• Risk committee and CISO: KRIs, programme progress, major findings and exceptions.

• Control owners and operational teams: detailed control health, overdue actions and tasks.

Each audience needs a different level of detail. One dashboard for everyone usually serves no one well.

Practical example: The board sees one page with 5 risks and 4 KRIs. The CISO's monthly dashboard has 25
metrics. Control owners see their own overdue actions in the GRC tool, refreshed daily.

Why this matters: Matching content to the audience is the most important design choice in GRC reporting.

Q5. What is mean time to detect (MTTD) and mean time to respond (MTTR)?
Basic

• MTTD: the average time between an incident starting (or the first malicious activity) and its detection.

• MTTR: the average time from detection to containment or resolution. Define which one you mean,
because 'respond' is used for both.

• Lower values mean less time for attackers to cause damage.

• Measure them consistently with clear start and end points, and look at the distribution, because one very
long incident can distort an average.

Practical example: Over a quarter, MTTD for phishing compromises is 25 minutes, but MTTD for insider data
misuse is 19 days. That difference justifies investment in user behaviour analytics.

Why this matters: These are among the most widely used operational security metrics and are often asked
about in interviews.

Q6. You are asked to start measuring a GRC programme that currently has no
metrics. Where do you begin?
Basic · Scenario

1. Start from objectives and top risks. Ask what leadership needs to know.

2. Pick a small set (5–10) of metrics that can be measured reliably now, such as overdue findings, critical
patch age, MFA coverage, access review completion and vendor assessments on time.

3. Define each metric clearly with a data source and an owner.

4. Collect a baseline for a few months before setting targets.

5. Report simply and improve the set over time.

Practical example: Within 6 weeks, a new GRC lead produces a monthly report with 7 metrics. Within 6 months,
thresholds are agreed, and two of the metrics become formal KRIs linked to the risk appetite.
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Why this matters: Starting small with reliable data builds credibility. Trying to measure everything at once leads
to bad data and abandoned dashboards.

Q7. What makes a good KRI?
Intermediate

• Linked to a specific risk in the register and to risk appetite.

• Leading (predictive) where possible, not only lagging.

• Measurable, consistent and ideally automated from reliable data sources.

• Has defined thresholds (e.g. green / amber / red) and an owner who acts when thresholds are breached.

• Easy to understand by its audience.

• Reviewed periodically to make sure it still reflects the risk.

Practical example: 'Privileged accounts without MFA' is a good KRI: it is linked to a top risk (account takeover),
measurable daily, has thresholds (green 0, amber 1–3, red >3) and has a clear owner who can act.

Why this matters: Good KRIs give leadership time to act before a risk becomes an incident.

Q8. Leading vs lagging indicators — what's the difference?
Intermediate

• Lagging indicators measure outcomes that have already happened — e.g. number of incidents, breaches
or audit findings last quarter.

• Leading indicators predict future risk — e.g. rising patching backlog, falling training completion, increasing
number of policy exceptions.

A good dashboard combines both: lagging shows results, leading lets you intervene early.

Practical example: Leading: percentage of critical systems with tested backups (predicts recovery ability).
Lagging: number of hours of unplanned downtime last quarter (tells you what already happened).

Why this matters: Boards want to know 'are we getting safer?' — leading indicators help answer that before
something goes wrong.

Q9. What is a capability maturity model and how is it used in GRC?
Intermediate

A maturity model rates how developed a capability is on a scale, often from initial/ad hoc to optimised.
Examples include CMMI-style 0–5 scales, the NIST CSF Tiers (as an indicator of rigour) and C2M2
(Cybersecurity Capability Maturity Model) for energy and other sectors.

Used to:

• Baseline current state and set a target state.

• Prioritise improvements and build a roadmap.

• Communicate progress to leadership over time.

Ratings should be evidence-based and calibrated to avoid optimism bias.

Practical example: Using a 0–5 scale against CSF 2.0 categories, a company scores itself at 2 (repeatable) for
incident response and targets 3 (defined) in 12 months, with specific steps to get there.

Why this matters: Maturity assessments turn 'we need more security' into a structured, measurable
improvement plan.
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Q10. What are common mistakes in GRC reporting?
Intermediate

• Too much technical detail, too little business context.

• Vanity metrics (e.g. 'number of attacks blocked') that do not drive decisions.

• No thresholds or targets, so nobody knows whether a number is good or bad.

• Inconsistent definitions between periods, making trends meaningless.

• Manual, error-prone data collection.

• Reporting status without clear asks or decisions for the audience.

Practical example: Reporting '1.2 million blocked attacks' to the board is a vanity metric. Reporting 'two critical
systems still lack tested backups, which puts our ransomware recovery target at risk' drives a decision.

Why this matters: Avoiding these mistakes is what makes leadership trust and use GRC reporting.

Q11. How do you set thresholds (green/amber/red) for KRIs?
Intermediate

• Start from risk appetite and tolerance: red should mean 'outside appetite, escalation needed'.

• Use historical data to understand normal ranges, then set amber as an early warning before red.

• Agree thresholds with risk owners and the risk committee, and document them.

• Define the action at each level: amber means the owner investigates, red means escalation to the
committee with a plan.

• Review thresholds annually or when the environment changes.

Practical example: KRI: privileged accounts without MFA. Green 0, amber 1–2 (owner fixes within 5 days), red
3+ (CISO informed, item reported to the risk committee).

Why this matters: Thresholds turn metrics into triggers for action. Without them, a dashboard is just a collection
of numbers.

Q12. How do you measure the effectiveness of security awareness training?
Intermediate

• Go beyond completion rates, which show activity but not effect.

• Behaviour metrics: phishing simulation click rate and, more importantly, report rate and time to report.

• Real-world outcomes: real phishing reported by staff, incidents caused by human error, policy
violations.

• Targeted measurement: high-risk groups (finance, executives, administrators) separately.

• Knowledge checks and surveys, used carefully.

Practical example: Completion is 98%, but the report rate for simulated phishing is only 12%. After adding a
one-click report button and short monthly tips, the report rate rises to 50% in 6 months, and real phishing is
reported faster.

Why this matters: Awareness programmes are often judged on completion, which says little about risk.
Behaviour-based metrics show whether training works.

Q13. What is a balanced scorecard for a security programme?
Intermediate

A balanced scorecard groups metrics into a few perspectives so reporting is not dominated by technical
numbers:
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• Risk: top risks and KRIs against appetite.

• Compliance: audit findings, certification status, regulatory obligations.

• Operations: control health, incident metrics, vulnerability management.

• Programme delivery: roadmap progress, budget, resourcing.

• People and culture: awareness behaviour, staff turnover in the security team, training.

Pick 3–5 metrics per perspective at most.

Practical example: The quarterly scorecard shows good operational metrics but slow programme delivery (two
of five roadmap items late because of hiring). The board approves contractor budget to recover.

Why this matters: A balanced view prevents the board from seeing only what is easy to measure, and shows the
programme's health as a whole.

Q14. How do you report audit findings and remediation status to management?
Intermediate

• Summarise open findings by rating, owner and age, with trends.

• Highlight overdue items and repeat findings, which signal governance problems.

• Show the root-cause themes behind the findings (for example identity management) rather than a long
list.

• Show progress against agreed dates, and any requests for extensions with reasons.

• Ask for specific decisions or support where needed.

Practical example: Of 32 open findings, 9 are overdue. Six of those relate to the same identity-management
gap. The report asks the executive committee to approve a single IAM project rather than chasing six separate
owners.

Why this matters: Management attention is limited. Grouping and prioritising findings gets the right ones fixed
first.

Q15. Your CISO wants a one-page monthly report for the executive committee. What
do you include?
Intermediate · Scenario

• A headline: overall position against appetite in one or two sentences.

• Top 5 risks with a rating, trend arrow and one line on what is being done.

• 3–5 KRIs with thresholds, highlighting any amber or red.

• Significant events: incidents, audit results, regulatory changes.

• Roadmap status: on track, at risk, late.

• Decisions or support needed from the committee.

Use plain language and avoid technical jargon.

Practical example: The first report fits on one page. The committee spends 10 minutes on it and approves one
decision: enforcing MFA for all vendor accounts, including those that previously had exceptions.

Why this matters: Executives give your report a few minutes. A tight structure gets the important messages and
decisions through.
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Q16. A KRI turns red for the third month in a row, but nothing changes. What do you
do?
Intermediate · Scenario

• Check that the KRI is still valid. Is the threshold realistic and the data accurate?

• If it is valid, the problem is governance: the escalation is not leading to action.

• Present it to the risk committee with the consequence in business terms, the cause, and options with
costs.

• Ask the committee for a decision: fund a fix, change the appetite consciously, or formally accept the
risk.

• Record the decision. Continued red without a decision is unmanaged risk.

Practical example: 'Critical vulnerabilities older than 30 days' has been red for 3 months because a legacy
system cannot be patched. The committee approves isolating it and replacing it next year, and the KRI is
re-baselined with a documented exception.

Why this matters: Metrics only matter if they trigger action. Persistent red KRIs with no response are a sign of
weak governance that auditors and regulators will notice.

Q17. Two departments report different numbers for the same metric. How do you fix
it?
Intermediate · Scenario

• Find the cause: different data sources, definitions, timing or scope.

• Agree one metric definition: what is counted, from which source, when, and how it is calculated.

• Assign a metric owner responsible for its accuracy.

• Document it in a metric catalogue and automate collection where possible.

• Reconcile historic numbers so trends are not broken, or mark the change clearly.

Practical example: IT reported 1,200 endpoints, security reported 1,450. Security's count included BYOD
phones enrolled in MDM. The catalogue now defines 'managed endpoints' and 'enrolled mobile devices'
separately.

Why this matters: Conflicting numbers destroy confidence in all reporting. A metric catalogue with owners
prevents it.

Q18. Leadership wants to set a target of 'zero incidents'. How do you respond?
Intermediate · Scenario

• Explain that zero incidents is unrealistic and can be harmful: it encourages under-reporting and hiding
events.

• Suggest better targets: faster detection and containment, no high-severity incidents caused by known
unpatched vulnerabilities, and 100% of incidents reported within the policy timeframe.

• Encourage reporting: a rise in reported minor incidents can be a sign of better visibility and culture.

• Keep severity in view: what matters is limiting the impact.

Practical example: The executive team agrees to targets of MTTD under 1 hour for critical alerts and no repeat
incidents from the same root cause. Reported phishing attempts double in the next quarter, which is presented as
a positive sign.

Why this matters: Targets shape behaviour. Choosing the wrong one can make a security culture worse.
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Q19. How do you report cyber risk to the board?
Advanced

• Speak in business terms: impact on strategy, revenue, operations, patients/customers, regulation and
reputation — not tool names.

• Focus on top risks versus appetite, trend direction and what decisions or support you need.

• Keep it concise: a one-page summary with drill-down appendices.

• Show progress against the roadmap and investment outcomes.

• Include significant incidents, regulatory changes and audit results briefly.

• Use quantification where possible (e.g. loss ranges) and consistent visuals over time.

• Be honest about gaps — credibility matters more than a green dashboard.

Practical example: A one-page board report: top 5 risks against appetite with trend arrows, 3 KRIs breaching
tolerance with actions, progress on the funded roadmap, and one clear ask, such as approval to fund network
segmentation.

Why this matters: Board communication is a core senior GRC skill; it determines whether security gets attention
and funding.

Q20. How do you use cyber risk quantification in board reporting?
Advanced

• Pick a few top risk scenarios and estimate loss ranges and frequency (for example, with FAIR).

• Show annualised loss exposure and a loss exceedance curve or a simple range ('there is a 10% chance
of losing more than X in a year').

• Compare risk with appetite stated in financial terms, and show how proposed investments change the
exposure.

• Explain the assumptions and uncertainty clearly. Ranges are honest; precise single numbers are not.

• Start small and build credibility, combining quantified and qualitative views.

Practical example: The board sees that the ransomware scenario has a 10% chance of causing a loss above a
certain amount in a year, and that the proposed segmentation project roughly halves that. It approves the project
and asks for the same analysis for third-party risk.

Why this matters: Boards make financial decisions every day. Quantified risk, used carefully, puts cyber on the
same footing as other business risks.

Q21. How do you avoid 'watermelon' metrics (green outside, red inside)?
Advanced

• Watermelon metrics look green at summary level but hide real problems underneath.

• Causes: averaging across areas, measuring activity rather than outcome, gaming targets, or excluding
hard-to-measure assets.

• Fixes: measure coverage (what percentage of assets is included in the metric), show worst performers,
not just averages, and combine automated data with independent testing.

• Regularly ask 'what would make this metric misleading?' and validate it against incidents and audit
results.

Practical example: Patch compliance showed 96%, but only covered servers in the CMDB. Adding coverage
revealed 120 unmanaged servers. Real compliance across all servers was 78%.

Why this matters: Misleading metrics are worse than no metrics, because they create false confidence and
cause surprise failures.
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Q22. The board asks for a comparison with peers ('Are we better than other
hospitals?'). How do you answer?
Advanced · Scenario

• Be careful: industry benchmarks are often based on different definitions, self-reported surveys or small
samples.

• Use credible sources where available (industry ISACs, maturity benchmarks from assessments, insurer
feedback) and say what they can and cannot show.

• Focus on your own risk against appetite and your trend, which matter more than peer averages.

• If useful, compare maturity using a common framework (for example, CSF profiles) with peers through an
independent assessor.

• Avoid claiming 'we are better than others'. Attackers do not grade on a curve.

Practical example: The CISO shares that an independent assessment placed the organisation in the middle of a
peer group on CSF maturity, explains where it is above and below, and connects the below-average areas to the
funded roadmap.

Why this matters: Boards like comparisons, but a misleading benchmark can create false comfort. Honest
framing keeps the focus on your own risk.

Q23. You must justify a security budget increase using metrics. What do you present?
Advanced · Scenario

• The risk story: top scenarios, current exposure and trend.

• Evidence of gaps from metrics and testing: for example, recovery test results, coverage gaps or
overdue findings.

• For each request: the cost, the expected risk reduction (quantified where possible) and the metrics that
will show success.

• What happens if not funded: residual risk, regulatory or contractual consequences.

• Results from previous investments, to build credibility.

Practical example: The request shows that EDR coverage rose from 70% to 98% after last year's investment
and incidents contained within an hour doubled. This year's request for backup immutability is supported by a
failed restore test of two critical systems.

Why this matters: Budgets follow evidence. Linking spending to measurable risk reduction is how GRC wins
resources.
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Scenario & Behavioural
Situational and behavioural questions. Use the STAR method (Situation, Task, Action, Result) and tailor
the examples to your own experience.

Q1. Tell me about yourself (GRC version).
Basic

Structure a 60–90 second answer: present → past → future.

• Present: your current role, scope and environment (e.g. cyber risk governance in a healthcare
technology company; frameworks such as ISO 27001, NIST, SOC 2, HIPAA).

• Past: 2–3 achievements with measurable outcomes (e.g. led a certification, built a risk register, reduced
overdue findings, improved vendor assessment turnaround).

• Future: why this role and location — e.g. bringing regulated-industry GRC experience to a growing
market like Dubai and learning regional frameworks.

Keep it relevant to the job description; avoid reciting your CV line by line.

Practical example: 'I'm a CISA-certified ISO 27001 Lead Auditor working in cyber risk governance for a
healthcare technology company. I run risk assessments, audits and vendor reviews across ISO 27001, SOC 2
and HIPAA, and I want to bring that to regulated healthcare and financial services in the UAE.'

Why this matters: First impressions shape the whole interview. A crisp, outcome-focused story sets the tone.

Q2. Why do you want to work in GRC in Dubai?
Basic

Tailor this to your own motivation. Good themes:

• The UAE's rapid digital transformation and national focus on cyber security and data protection, creating
demand for experienced GRC professionals.

• The chance to apply international framework experience (ISO 27001, NIST, SOC 2, HIPAA) while
learning regional regulations (UAE IA Regulation, DESC ISR, PDPL).

• Interest in a specific sector there, e.g. healthcare, government or financial services.

• Long-term commitment to the region and the role.

Avoid answers focused only on tax or lifestyle.

Practical example: 'Dubai is investing heavily in digital health and regulation, with frameworks such as ADHICS,
the DHA policies and the PDPL. My mix of healthcare, ISO 27001 and audit experience fits that growth directly.'

Why this matters: Employers want candidates who are motivated by the work and committed to staying.

Q3. How do you use the STAR method to answer behavioural questions in a GRC
interview?
Basic · Scenario

STAR stands for Situation, Task, Action, Result:

• Situation: brief context, such as the organisation, team, and what was happening.

• Task: your responsibility or the goal.

• Action: what you did, specifically. Use 'I', not just 'we'. This should be the longest part.

• Result: the outcome, with numbers if possible, and what you learned.

Prepare 6–8 stories in advance that cover common themes: audit, risk, conflict, failure, influence, deadlines,
learning.
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Practical example: Situation: an ISO 27001 surveillance audit was 6 weeks away with 14 open actions. Task: I
owned audit readiness. Action: I prioritised by risk, ran weekly owner check-ins and built an evidence tracker.
Result: 12 were closed before the audit, the audit had no major nonconformities, and the tracker is now standard.

Why this matters: Behavioural questions decide many GRC interviews. A structured answer shows clear
thinking and real experience.

Q4. Tell me about a time you made a mistake at work. What happened?
Basic · Scenario

• Choose a real but manageable mistake, not a disaster and not a fake 'weakness'.

• Explain the situation briefly and take ownership. Do not blame others.

• Focus on how you noticed it, what you did to fix it and who you told.

• End with what you changed so it would not happen again (process, checklist, habit).

Interviewers want honesty, accountability and learning.

Practical example: 'I sent a draft audit report with an incorrect sample count to a control owner. I noticed within
an hour, told them and my manager, corrected it, and added a peer-review step before any finding leaves the
team. We have not had a similar error since.'

Why this matters: In GRC, integrity and transparency matter most. This question tests whether you report
problems or hide them.

Q5. Why should we hire you for a GRC role in healthcare or in the UAE?
Basic · Scenario

• Connect your experience directly to their needs: regulated healthcare data, audit and certification, risk
governance and vendor risk.

• Mention your credentials briefly (for example CISA and ISO 27001 Lead Auditor) and what you have
done with them.

• Show local awareness: UAE PDPL, DHA/DoH requirements such as ADHICS, data localisation, and the
free-zone regimes.

• Give one or two short results with numbers.

• End with enthusiasm for their mission.

Practical example: 'I bring hands-on cyber risk governance from healthcare technology: ISO 27001, SOC 2 and
HIPAA, risk assessments and vendor reviews, backed by CISA and ISO 27001 Lead Auditor credentials. I've
mapped those controls to UAE requirements such as ADHICS and the PDPL, so I can contribute from day one.'

Why this matters: This closing question is your summary pitch. A focused, evidence-based answer is far more
convincing than general statements.

Q6. You join an organisation with no formal GRC programme. What do you do in your
first 90 days?
Intermediate · Scenario

• Days 1–30 (understand): meet stakeholders, learn business objectives, regulatory and contractual
obligations, existing policies, past audits and incidents; identify crown-jewel assets and key vendors.

• Days 31–60 (assess): run a high-level gap assessment against a chosen framework (e.g. ISO 27001 or
NIST CSF 2.0), stand up an initial risk register with the top risks and owners, and agree a risk
methodology.
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• Days 61–90 (plan): propose governance (committee, policy framework, RACI), a prioritised roadmap
with quick wins, metrics and resource needs; get leadership sign-off.

Throughout: build relationships and deliver a few visible quick wins (e.g. MFA gaps, an exception process).

Practical example: Days 1–30: meet stakeholders, inventory obligations and current controls. Days 31–60: run a
high-level risk assessment, draft the policy framework and set up a risk register. Days 61–90: present a prioritised
roadmap and governance structure to leadership for approval.

Why this matters: This tests strategic thinking, prioritisation and stakeholder management — not just framework
knowledge.

Q7. How do you explain a technical risk to a non-technical executive?
Intermediate · Scenario

• Start with the business impact: 'If this happens, we could be unable to process customer orders for
several days and may have to notify regulators.'

• Explain likelihood simply and honestly, with evidence (e.g. similar incidents in the sector, exposure
findings).

• Avoid jargon; use analogies if helpful.

• Present options with cost, effort and risk reduction, and a recommendation.

• Be clear about the decision you need and by when.

Practical example: Instead of 'TLS 1.0 is enabled on the patient portal', say 'Our patient portal uses an outdated
security setting that regulators and some customers treat as non-compliant. Fixing it takes two days and removes
the risk of failing next month's audit.'

Why this matters: GRC is largely about influencing decisions. Executives act on business impact, not CVE
numbers.

Q8. Tell me about a time you had to push back on a stakeholder.
Intermediate · Scenario

Use STAR. A strong example covers:

• Situation/Task: e.g. a business leader wanted to launch a system or onboard a vendor that had
unresolved high risks.

• Action: you listened to their goals, quantified or clearly described the risk, proposed alternatives (phased
launch, compensating controls) and, where needed, used the formal risk acceptance/escalation route.

• Result: a decision was made with the risk understood and documented; ideally the project still delivered
with reduced risk, and the relationship stayed positive.

Emphasise collaboration and process rather than 'winning' the argument.

Practical example: A product head wanted to launch without a penetration test. You showed the customer
contract required one, proposed a focused 5-day test instead of a full one, and the launch slipped only a week
with the risk documented.

Why this matters: Interviewers look for assertiveness balanced with business empathy and professionalism.

Q9. You have 40 open audit findings and limited resources. How do you prioritise?
Intermediate · Scenario

• Rate each finding by risk (impact and likelihood), regulatory or contractual exposure, and whether it is a
repeat finding.
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• Group findings by root cause — fixing one systemic issue (e.g. no joiner-mover-leaver process) may
close several findings.

• Identify quick wins that reduce risk with little effort.

• Agree a realistic plan with owners and dates; get leadership support for the high-risk items.

• Communicate transparently with auditors about the plan and track progress through governance.

Practical example: Of 40 findings, 12 trace back to a broken joiner-mover-leaver process. Fixing that one
process with HR and IAM closes 12 findings, so it goes to the top of the plan, along with 3 high-risk regulatory
items.

Why this matters: Prioritisation under constraints is the daily reality of GRC work.

Q10. A new regulation is announced that affects your organisation. How do you
respond?
Intermediate · Scenario

1. Read the official text and guidance; confirm applicability and effective dates (involve legal).

2. Break it into specific requirements and map them to existing controls and policies.

3. Identify gaps and estimate effort and cost.

4. Assign owners and build a compliance roadmap with milestones before the effective date.

5. Brief leadership on impact, risk of non-compliance and resource needs.

6. Implement, collect evidence and monitor for further guidance or amendments.

Practical example: When the UAE PDPL came in, a GRC lead ran an applicability assessment, a gap analysis
against existing GDPR controls, assigned owners for the gaps, and briefed the executive committee on timelines
and budget.

Why this matters: Regulatory change management is a core GRC responsibility — especially in fast-evolving
markets like the UAE.

Q11. A control owner is defensive and refuses to accept an audit finding. How do you
handle it?
Intermediate · Scenario

• Stay calm and focus on facts. Walk through the criteria, the evidence and the condition together.

• Listen. They may have evidence you have not seen, or the finding may be worded unfairly.

• If you are wrong, correct the finding. If you are right, explain the risk in their terms and how it affects them.

• Work on the remediation together and agree realistic dates.

• If disagreement continues, record management's response and escalate through the agreed audit
process.

Practical example: The owner argued that the backups were tested. Their evidence showed backup job
success, not restore tests. After seeing the policy requirement, they agreed, and a quarterly restore test was
added within a month.

Why this matters: Auditors and GRC professionals need people's cooperation. Handling disagreement
professionally keeps relationships and findings intact.

Q12. You are given a GRC task in an area you know little about, such as OT security.
What do you do?
Intermediate · Scenario

• Acknowledge the gap honestly to your manager and set realistic expectations.
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• Learn the basics quickly: key standards (for OT, IEC 62443 and NIST SP 800-82), the main risks and
terminology.

• Find internal experts and involve them early. Engineers know their systems better than you do.

• Apply your transferable GRC skills: risk assessment, control frameworks, interviews and evidence.

• Validate your conclusions with subject matter experts before reporting.

Practical example: Asked to assess risk at a hospital's building management system, I read the NIST OT
security guide, interviewed the facilities engineer and found that the system was reachable from the corporate
network. Segmentation was added within a month.

Why this matters: Nobody knows every domain. Interviewers want to see how you learn and how you combine
GRC methods with expert knowledge.

Q13. Your manager asks you to finish a risk assessment in 2 days instead of 2 weeks.
What do you do?
Intermediate · Scenario

• Clarify why: is there a deadline such as a board meeting or a go-live?

• Propose a reduced scope: focus on the highest-risk areas, use existing evidence (SOC 2, previous
assessments) and hold one workshop with key people.

• Be clear about limitations in the output ('rapid assessment, based on X, not including Y').

• Agree a follow-up to complete the full assessment later if needed.

• Deliver on time with transparent assumptions.

Practical example: I delivered a 4-page rapid assessment in 2 days, covering the 6 highest risks with clear
assumptions. The go-live was approved with two conditions, and a full assessment followed within the month.

Why this matters: Speed and quality are always in tension. Interviewers want to see you can deliver useful
results quickly without hiding limitations.

Q14. A business leader says 'security is slowing us down'. How do you respond?
Intermediate · Scenario

• Listen first and get specifics: which process, which delay, what impact?

• Often the problem is fixable: unclear requirements, slow approvals or a missing self-service option.

• Offer solutions: pre-approved patterns, risk-based fast tracks for low-risk changes, clear timelines for
reviews.

• Explain the risks of skipping controls in their terms, without lecturing.

• Measure and share improvements, such as review turnaround time.

Practical example: Vendor reviews took 6 weeks. I introduced a tiering questionnaire so low-risk tools are
approved in 2 days, and the average time fell to 9 days while high-risk vendors still received full reviews.

Why this matters: GRC teams that are seen as blockers lose influence. Making security easy to follow is part of
the job.

Q15. You are the only GRC person in a growing company. How do you prioritise your
work?
Intermediate · Scenario

• Understand the business priorities: customers and contracts that need certifications, upcoming audits,
regulatory deadlines.
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• Address the highest risks and must-haves first, such as MFA, backups, access reviews and incident
response basics.

• Build lightweight foundations: a risk register, a policy set and an obligations register.

• Use automation and existing tools rather than building heavy processes.

• Report simply to leadership and agree priorities, so trade-offs are their decisions.

• Build champions in each team to extend your reach.

Practical example: As the first GRC hire, I focused the first quarter on SOC 2 readiness because it blocked two
enterprise deals. I set up a risk register and recruited 6 security champions across engineering and operations.

Why this matters: A one-person GRC function must be ruthlessly risk-based. Interviewers want to see
judgement and influence, not just knowledge.

Q16. A ransomware attack hits a key system. What is your role as a GRC lead?
Advanced · Scenario

• Make sure the incident response plan is activated with the right people (IR, IT, legal, privacy,
communications, leadership).

• Support impact assessment: which data and processes are affected, whether personal or health data
may be involved.

• Track regulatory, contractual and insurer notification timelines (e.g. HIPAA, GDPR, UAE requirements,
customer contracts) and support legal in decision-making.

• Keep a clear decision and evidence log.

• Coordinate continuity: check BCP and DR activation against RTO/RPO.

• Afterwards: lead lessons learned, update the risk register, track remediation and report to leadership
and the board.

Decisions on ransom payment are for senior leadership with legal advice; GRC helps make sure they are
informed and documented.

Practical example: While IT restores systems, the GRC lead runs the decision log, checks regulatory deadlines
with legal, prepares board updates every 4 hours and later leads the post-incident control review.

Why this matters: This shows you understand the GRC role in a crisis and the regulatory consequences of
incidents.

Q17. How would you approach governance of AI use in the organisation?
Advanced · Scenario

• Inventory AI use cases, including third-party tools and features embedded in existing software.

• Classify use cases by risk (e.g. use of personal or health data, automated decisions affecting people,
customer-facing outputs).

• Set an AI acceptable-use policy and approval process; involve privacy, legal, security and business
owners.

• Assess risks such as data leakage, accuracy and bias, explainability, security of models and vendor
terms.

• Use recognised references: ISO/IEC 42001 (AI management system), the NIST AI Risk Management
Framework, and regulations relevant to your markets, such as the EU AI Act.

• Monitor, review and report AI risks through existing governance rather than creating a separate silo.

https://thallanaresh.com


Naresh Thalla Mudhiraj · thallanaresh.com Page 117

Practical example: A company forms an AI governance group, publishes an acceptable-use policy for generative
AI tools, keeps an inventory of AI systems with risk ratings, and uses ISO/IEC 42001 and the NIST AI RMF as
reference frameworks.

Why this matters: AI governance is a fast-growing GRC responsibility, and interviewers increasingly ask how
you would handle it.

Q18. You suspect a senior colleague is deliberately bypassing a control (for example
approving their own changes). What do you do?
Advanced · Scenario

• Gather facts quietly and carefully: logs, tickets, approvals. Do not accuse anyone based on suspicion
alone.

• Check whether there is a legitimate explanation, such as an emergency change process.

• If the concern stands, report it through the right channel: your manager, internal audit, compliance or
the whistleblowing line, depending on seriousness and policy.

• Keep the matter confidential and avoid investigating beyond your role.

• Recommend a technical fix that prevents self-approval regardless of the person.

Practical example: Change logs showed a senior engineer approving 15 of his own production changes. It was
reported to the head of IT and internal audit. It turned out to be a tooling gap, which was fixed by enforcing a
two-person rule in the deployment pipeline.

Why this matters: Integrity issues involving senior people are delicate. Following the right channel protects you,
the organisation and the person concerned.

Q19. Your organisation is preparing for its first ISO 27001 certification in 6 months.
Describe your plan.
Advanced · Scenario

1. Month 1: agree scope, get a sponsor, run a gap assessment and set the project plan.

2. Months 1–2: define the risk methodology, run the risk assessment, and draft the SoA and core policies.

3. Months 2–4: implement and evidence controls, run awareness, and start collecting operating evidence.

4. Month 4: run the internal audit across all clauses and key controls.

5. Month 5: hold the management review, fix findings, and run Stage 1.

6. Month 6: close Stage 1 observations, then Stage 2.

Throughout: keep leadership engaged and choose a certification body early, because their availability can
drive the dates.

Practical example: Using this plan at a 150-person health-tech company, Stage 1 found 3 minor observations,
all closed in 3 weeks, and Stage 2 resulted in certification with no major nonconformities.

Why this matters: This question tests whether you understand the full certification journey and can manage it as
a project.

Q20. The regulator announces an unannounced inspection tomorrow. What do you do
today?
Advanced · Scenario

• Inform leadership, legal and the relevant owners immediately, and confirm who will host the inspectors.

• Confirm the scope and the inspector's likely focus if known.
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• Prepare a room, a single point of contact, an attendance and request log, and a briefing for staff who may
be interviewed (be honest, answer what is asked, do not guess).

• Gather key documents: policies, risk assessments, recent audit reports, incident logs and evidence of
key controls.

• Do not create or change documents to make them look better. Present what exists.

Practical example: When the health regulator arrived, the hospital's GRC lead had a request log, a document
index and a small team ready. All 22 requests were answered on the day, and the inspection closed with two
minor observations.

Why this matters: Inspections test real readiness. Calm, honest coordination makes a much better impression
than last-minute document creation.

Q21. You discover your organisation has been reporting an incorrect compliance
status to a customer for months. What do you do?
Advanced · Scenario

• Confirm the facts quickly: what was reported, what is the actual status, since when, and why.

• Inform your manager, legal and the account owner. Correcting it is not optional.

• Agree on a correction with legal, describing the actual status, impact and remediation plan.

• Fix the underlying control or gap and the reporting process (who approves customer statements and what
evidence they rely on).

• Record it and learn from it. This is a trust issue as much as a compliance one.

Practical example: Quarterly reports to a hospital customer said 'all staff trained', but contractors had been
excluded. The customer was informed with a correction and plan. Contractors completed training within 3 weeks,
and statements now require GRC sign-off with evidence.

Why this matters: Customers base decisions on your assurance statements. Correcting errors promptly protects
trust and reduces legal exposure.

Q22. Where do you see GRC heading in the next five years, and how are you
preparing?
Advanced · Scenario

• Continuous assurance: automated evidence and control monitoring replacing point-in-time audits.

• AI governance: ISO/IEC 42001, the EU AI Act and national AI policies creating new GRC
responsibilities.

• Quantified risk: more financial expression of cyber risk for boards.

• Regulatory growth and convergence: privacy laws (GDPR, UAE PDPL, India DPDP), resilience rules
(DORA, NIS2) and third-party oversight.

• Preparation: certifications and learning (for example AI governance), hands-on GRC automation skills,
and building strong communication with business leaders.

Practical example: 'I'm studying ISO/IEC 42001 and the NIST AI RMF, I've automated evidence collection for
access reviews using our GRC tool, and I follow UAE and India regulatory updates so I can brief stakeholders
early.'

Why this matters: Interviewers want people who keep learning and can help the organisation prepare for
change, not just follow today's checklist.
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